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SECTION 28 05 00

COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY

PART 1 - GENERAL

1.1

DESCRIPTION

This Section, Common Work Results for Electronic Safety and Security (ESS), applies to all
sections of Division 28.

Furnish and install fully functional electronic safety and security cabling system(s), equipment
and approved accessories in accordance with the specification section(s), drawing(s), and
referenced publications. Capacities and ratings of cable and other items and arrangements for
the specified items are shown on each system’s required Bill of Materials (BOM) and verified on
the approved system drawing(s). If there is a conflict between contract’s specification(s) and
drawings(s), the contract’s specification requirements shall prevail.

The Contractor shall provide a fully functional and operating ESS, programmed, configured,
documented, and tested as required herein and the respective Safety and Security System
Specification(s). The Contractor shall provide calculations and analysis to support design and
engineering decisions as specified in submittals. The Contractor shall provide and pay all labor,
materials, and equipment, sales and gross receipts and other taxes. The Contractor shall
secure and pay for plan check fees, permits, other fees, and licenses necessary for the
execution of work as applicable for the project. Give required notices; the Contractor will
comply with codes, ordinances, regulations, and other legal requirements of public authorities,
which bear on the performance of work.

The Contractor shall provide an ESS, installed, programmed, configured, documented, and
tested. The security system shall include but not limited to: physical access control, intrusion
detection, duress alarms, elevator control interface, video assessment and surveillance, video
recording and storage, delayed egress, personal protection system, intercommunication
system, fire alarm interface, equipment cabinetry, dedicated photo badging system and
associated live camera, report printer, photo badge printer, and uninterruptible power supplies
(UPS) interface. Operator training shall not be required as part of the Security Contractors
scope and shall be provided by the Owner. The Security Contractor shall still be required to
provide necessary maintenance and troubleshooting manuals as well as submittals as identified
herein. The work shall include the procurement and installation of electrical wire and cables,
the installation and testing of all system components. Inspection, testing, demonstration, and
acceptance of equipment, software, materials, installation, documentation, and workmanship,
shall be as specified herein. The Contractor shall provide all associated installation support,
including the provision of primary electrical input power circuits.

Repair Service Replacement Parts On-site service during the warranty period shall be provided
as specified under “Emergency Service”. The Contractor shall guarantee all parts and labor for
a term of one (1) year, unless dictated otherwise in this specification from the acceptance date
of the system as described in Part 5 of this Specification. The Contractor shall be responsible
for all equipment, software, shipping, transportation charges, and expenses associated with the
service of the system for one (1) year. The Contractor shall provide 24-hour telephone support
for the software program at no additional charge to the owner. Software support shall include
all software updates that occur during the warranty period.

Section Includes:

1. Description of Work for Electronic Security Systems,
2. Electronic security equipment coordination with relating Divisions,
3. Submittal Requirements for Electronic Security,
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4, Miscellaneous Supporting equipment and materials for Electronic Security,
5. Electronic security installation requirements.
RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.
Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.

Section 08 41 13 — ALUMINUM-FRAMED ENTRANCES AND STOREFRONTS. Requirements
for framed entrances and storefronts.

Section 08 71 00 - DOOR HARDWARE. Requirements for door installation.
Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.

Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. Requirements for
connection of high voltage.

Section 26 05 19 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES
(600 VOLTS AND BELOW). Requirements for power cables.

Section 26 05 33 — RACEWAY AND BOXES FOR ELECTRICAL SYSTEMS. Requirements for
infrastructure.

Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION. Requirements for
underground installation of wiring.

Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter lighting.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND SECURITY.
Requirements for infrastructure.

Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
Requirements for Commissioning.

Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). For physical access
control integration.

Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera systems.
DEFINITIONS

AGC: Automatic Gain Control.

Basket Cable Tray: A fabricated structure consisting of wire mesh bottom and side rails.
BICSI: Building Industry Consulting Service International.

CCD: Charge-coupled device.

Central Station: A PC with software designated as the main controlling PC of the security
access system. Where this term is presented with initial capital letters, this definition applies.

Channel Cable Tray: A fabricated structure consisting of a one-piece, ventilated-bottom or
solid-bottom channel section.

Controller: An intelligent peripheral control unit that uses a computer for controlling its
operation. Where this term is presented with an initial capital letter, this definition applies.
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CPU: Central processing unit.

Credential: Data assigned to an entity and used to identify that entity.

DGP: Data Gathering Panel — component of the Physical Access Control System capable to
communicate, store and process information received from readers, reader modules, input
modules, output modules, and Security Management System.

DTS: Digital Termination Service: A microwave-based, line-of-sight communications provided
directly to the end user.

EMI: Electromagnetic interference.

EMT: Electric Metallic Tubing.

ESS: Electronic Security System.

File Server: A PC in a network that stores the programs and data files shared by users.
GFI: Ground fault interrupter.

IDC: Insulation displacement connector.

Identifier: A credential card, keypad personal identification number or code, biometric
characteristic, or other unique identification entered as data into the entry-control database for
the purpose of identifying an individual. Where this term is presented with an initial capital
letter, this definition applies.

I/O: Input/Output.

Intrusion Zone: A space or area for which an intrusion must be detected and uniquely identified,
the sensor or group of sensors assigned to perform the detection, and any interface equipment
between sensors and communication link to central-station control unit.

Ladder Cable Tray: A fabricated structure consisting of two longitudinal side rails connected by
individual transverse members (rungs).

LAN: Local area network.
LCD: Liquid-crystal display.
LED: Light-emitting diode.

Location: A Location on the network having a PC-to-Controller communications link, with
additional Controllers at the Location connected to the PC-to-Controller link with RS-485
communications loop. Where this term is presented with an initial capital letter, this definition
applies.

Low Voltage: As defined in NFPA 70 for circuits and equipment operating at less than 50 V or
for remote-control and signaling power-limited circuits.

M-JPEG: Motion — Joint Photographic Experts Group.

MPEG: Moving picture experts group.

NEC: National Electric Code

NEMA: National Electrical Manufacturers Association

NFPA: National Fire Protection Association

NTSC: National Television System Committee.

NRTL: Nationally Recognized Testing Laboratory.

Open Cabling: Passing telecommunications cabling through open space (e.g., between the

studs of a wall cavity).
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PACS: Physical Access Control System; A system comprised of cards, readers, door
controllers, servers and software to control the physical ingress and egress of people within a
given space

PC: Personal computer. This acronym applies to the Central Station, workstations, and file
servers.

PCI Bus: Peripheral component interconnect; a peripheral bus providing a high-speed data
path between the CPU and peripheral devices (such as monitor, disk drive, or network).

PDF: (Portable Document Format.) The file format used by the Acrobat document exchange
system software from Adobe.

RCDD: Registered Communications Distribution Designer.
RFI: Radio-frequency interference.

RIGID: Rigid conduit is galvanized steel tubing, with a tubing wall that is thick enough to allow it
to be threaded.

RS-232: An TIA/EIA standard for asynchronous serial data communications between terminal
devices. This standard defines a 25-pin connector and certain signal characteristics for
interfacing computer equipment.

RS-485: An TIA/EIA standard for multipoint communications.

Solid-Bottom or Non-ventilated Cable Tray: A fabricated structure consisting of integral or
separate longitudinal side rails, and a bottom without ventilation openings.

SMS: Security Management System — A SMS is software that incorporates multiple security
subsystems (e.g., physical access control, intrusion detection, closed circuit television,
intercom) into a single platform and graphical user interface.

TCP/IP: Transport control protocol/Internet protocol incorporated into Microsoft Windows.

Trough or Ventilated Cable Tray: A fabricated structure consisting of integral or separate
longitudinal rails and a bottom having openings sufficient for the passage of air and using 75
percent or less of the plan area of the surface to support cables.

UPS: Uninterruptible Power Supply

UTP: Unshielded Twisted Pair

Workstation: A PC with software that is configured for specific limited security system functions.
QUALITY ASSURANCE

Manufacturers Qualifications: The manufacturer shall regularly and presently produce, as one of
the manufacturer's principal products, the equipment and material specified for this project, and
shall have manufactured the item for at least three years.

Product Qualification:

1. Manufacturer's product shall have been in satisfactory operation, on three installations of
similar size and type as this project, for approximately three years.
2. The Government reserves the right to require the Contractor to submit a list of

installations where the products have been in operation before approval.

Contractor Qualification:

1. The Contractor or security sub-contractor shall be a licensed security Contractor with a
minimum of five (5) years experience installing and servicing systems of similar scope
and complexity. The Contractor shall be an authorized regional representative of the
Security Management System’s (PACS) manufacturer. The Contractor shall provide four
(4) current references from clients with systems of similar scope and complexity which
became operational in the past three (3) years. At least three (3) of the references shall

Common Work Results for Electronic Safety and Security
280500- 4



15

1.6

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
04-01-18
be utilizing the same system components, in a similar configuration as the proposed
system. The references must include a current point of contact, company or agency
name, address, telephone number, complete system description, date of completion, and
approximate cost of the project. The owner reserves the option to visit the reference
sites, with the site owner’s permission and representative, to verify the quality of
installation and the references’ level of satisfaction with the system. The Contractor shall
provide copies of system manufacturer certification for all technicians. The Contractor
shall only utilize factory-trained technicians to install, program, and service the PACS.
The Contractor shall only utilize factory-trained technicians to install, terminate and
service controller/field panels and reader modules. The technicians shall have a
minimum of five (5) continuous years of technical experience in electronic security
systems. The Contractor shall have a local service facility. The facility shall be located
within 60 miles of the project site. The local facility shall include sufficient spare parts
inventory to support the service requirements associated with this contract. The facility
shall also include appropriate diagnostic equipment to perform diagnostic procedures.
The Resident Engineer reserves the option of surveying the company’s facility to verify
the service inventory and presence of a local service organization.

2. The Contractor shall provide proof project superintendent with BICSI Certified
Commercial Installer Level 1, Level 2, or Technician to provide oversight of the project.
3. Cable installer must have on staff a Registered Communication Distribution Designer

(RCDD) certified by Building Industry Consulting Service International. The staff member
shall provide consistent oversight of the project cabling throughout design, layout,
installation, termination and testing.

Service Qualifications: There shall be a permanent service organization maintained or trained
by the manufacturer which will render satisfactory service to this installation within four hours of
receipt of notification that service is needed. Submit name and address of service organizations.

GENERAL ARANGEMENT OF CONTRACT DOCUMENTS

The Contract Documents supplement to this specification indicates approximate locations of
equipment. The installation and/or locations of the equipment and devices shall be governed by
the intent of the design; specification and Contract Documents, with due regard to actual site
conditions, recommendations, ambient factors affecting the equipment and operations in the
vicinity. The Contract Documents are diagrammatic and do not reveal all offsets, bends,
elbows, components, materials, and other specific elements that may be required for proper
installation. If any departure from the contract documents is deemed necessary, or in the event
of conflicts, the Contractor shall submit details of such departures or conflicts in writing to the
owner or owner’s representative for his or her comment and/or approval before initiating work.

Anything called for by one of the Contract Documents and not called for by the others shall be
of like effect as if required or called by all, except if a provision clearly designed to negate or
alter a provision contained in one or more of the other Contract Documents shall have the
intended effect. In the event of conflicts among the Contract Documents, the Contract
Documents shall take precedence in the following order: the Form of Agreement; the
Supplemental General Conditions; the Special Conditions; the Specifications with attachments;
and the drawings.

SUBMITTALS

Submit in accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND
SAMPLES.

The Government's approval shall be obtained for all equipment and material before delivery to
the job site. Delivery, storage or installation of equipment or material which has not had prior
approval will not be permitted at the job site.
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Submittals for individual systems and equipment assemblies which consist of more than one
item or component shall be made for the system or assembly as a whole. Partial submittals will
not be considered for approval.
1. Mark the submittals, "SUBMITTED UNDER SECTION "

2. Submittals shall be marked to show specification reference including the sectlon and
paragraph numbers.
3. Submit each section separately.

The submittals shall include the following:

1. Information that confirms compliance with contract requirements. Include the
manufacturer's name, model or catalog numbers, catalog information, technical data
sheets, shop drawings, pictures, nameplate data and test reports as required.

2. Parts list which shall include those replacement parts recommended by the equipment
manufacturer, quantity of parts, current price and availability of each part.

Submittals shall be in full compliance of the Contract Documents. All submittals shall be
provided in accordance with this section. Submittals lacking the breath or depth these
requirements will be considered incomplete and rejected. Submissions are considered
multidisciplinary and shall require coordination with applicable divisions to provide a complete
and comprehensive submission package. All submittals shall include adequate descriptive
literature, catalog cuts, shop drawings and other data necessary for the Government to
ascertain that the proposed equipment and materials comply with specification requirements.
Catalog cuts submitted for approval shall be legible and clearly identify equipment being
submitted. Additional general provisions are as follows:

1. The Contractor shall schedule submittals in order to maintain the project schedule. For
coordination drawings refer to Specification Section 01 33 23 - Design Submittal
Procedures, which outline basic submittal requirements and coordination. Section 01 33
23 shall be used in conjunction with this section.

2. The Contractor shall identify variations from requirements of Contract Documents and
state product and system limitations, which may be detrimental to successful
performance of the completed work or system.

3. Each package shall be submitted at one (1) time for each review and include components
from applicable disciplines (e.g., electrical work, architectural finishes, door hardware,
etc.) which are required to produce an accurate and detailed depiction of the project.

4, Manufacturer’s information used for submittal shall have pages with items for approval
tagged, items on pages shall be identified, and capacities and performance parameters
for review shall be clearly marked through use of an arrow or highlighting. Provide space
for Resident Engineer and Contractor review stamps.

5. Technical Data Drawings shall be in the latest version of AutoCAD®, drawn accurately,
and in accordance with VA CAD Standards CAD Standard Application Guide, and VA
BIM Guide. FREEHAND SKETCHES OR COPIED VERSIONS OF THE
CONSTRUCTION DOCUMENTS WILL NOT BE ACCEPTED. The Contractor shall not
reproduce Contract Documents or copy standard information as the basis of the
Technical Data Drawings. If departures from the technical data drawings are
subsequently deemed necessary by the Contractor, details of such departures and the
reasons thereof shall be submitted in writing to the Resident Engineer for approval before
the initiation of work.

6. Packaging: The Contractor shall organize the submissions according to the following
packaging requirements.
a. Binders: For each manual, provide heavy duty, commercial quality, durable three

(3) ring vinyl covered loose leaf binders, sized to receive 8.5 x 11 in paper, and

appropriate capacity to accommodate the contents. Provide a clear plastic sleeve

on the spine to hold labels describing the contents. Provide pockets in the covers

to receive folded sheets.

1) Where two (2) or more binders are necessary to accommodate data;
correlate data in each binder into related groupings according to the Project
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Manual table of contents. Cross-referencing other binders where necessary
to provide essential information for communication of proper operation
and/or maintenance of the component or system.
Identify each binder on the front and spine with printed binder title, Project
titte or name, and subject matter covered. Indicate the volume number if
applicable.

Dividers: Provide heavy paper dividers with celluloid tabs for each Section. Mark
each tab to indicate contents.

Protective Plastic Jackets: Provide protective transparent plastic jackets designed
to enclose diagnostic software for computerized electronic equipment.

Text Material: Where written material is required as part of the manual use the
manufacturer's standard printed material, or if not available, specially prepared
data, neatly typewritten on 8.5 inches by 11 inches 20 pound white bond paper.
Drawings: Where drawings and/or diagrams are required as part of the manual,
provide reinforced punched binder tabs on the drawings and bind them with the

text.
1)

2)

3)

Where oversized drawings are necessary, fold the drawings to the same
size as the text pages and use as a foldout.

If drawings are too large to be used practically as a foldout, place the
drawing, neatly folded, in the front or rear pocket of the binder. Insert a type
written page indicating the drawing title, description of contents and drawing
location at the appropriate location of the manual.

Drawings shall be sized to ensure details and text is of legible size. Text
shall be no less than 1/16” tall.

Manual Content: Submit in accordance with Section 01 00 00, GENERAL
REQUIREMENTS.

1)

2)

3)

Maintenance and Operation Manuals: Submit as required for systems and

equipment specified in the technical sections. Furnish four copies, bound in

hardback binders, (manufacturer's standard binders) or an approved

equivalent. Furnish one complete manual as specified in the technical

section but in no case later than prior to performance of systems or

equipment test, and furnish the remaining manuals prior to contract

completion.

Inscribe the following identification on the cover: the words "MAINTENANCE

AND OPERATION MANUAL," the name and location of the system,

equipment, building, name of Contractor, and contract number. Include in

the manual the names, addresses, and telephone numbers of each

subcontractor installing the system or equipment and the local

representatives for the system or equipment.

The manuals shall include:

a) Internal and interconnecting wiring and control diagrams with data to
explain detailed operation and control of the equipment.

b) A control sequence describing start-up, operation, and shutdown.

C) Description of the function of each principal item of equipment.

d) Installation and maintenance instructions.
e) Safety precautions.
f) Diagrams and illustrations.

0) Testing methods.

h) Performance data.

i) Pictorial "exploded" parts list with part numbers. Emphasis shall be
placed on the use of special tools and instruments. The list shall
indicate sources of supply, recommended spare parts, and name of
servicing organization.

)] Appendix; list qualified permanent servicing organizations for support
of the equipment, including addresses and certified qualifications.
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Binder Organization: Organize each manual into separate sections for each piece
of related equipment. At a minimum, each manual shall contain a title page, table
of contents, copies of Product Data supplemented by drawings and written text,
and copies of each warranty, bond, certifications, and service Contract issued.
Refer to Group | through V Technical Data Package Submittal requirements for
required section content.
Title Page: Provide a title page as the first sheet of each manual to include the
following information; project name and address, subject matter covered by the
manual, name and address of the Project, date of the submittal, name, address,
and telephone number of the Contractor, and cross references to related systems
in other operating and/or maintenance manuals.
Table of Contents: After the title page, include a type written table of contents for
each volume, arranged systematically according to the Project Manual format.
Provide a list of each product included, identified by product name or other
appropriate identifying symbols and indexed to the content of the volume. Where
more than one (1) volume is required to hold data for a particular system, provide a
comprehensive table of contents for all volumes in each volume of the set.
General Information Section: Provide a general information section immediately
following the table of contents, listing each product included in the manual,
identified by product name. Under each product, list the name, address, and
telephone number of the installer and maintenance Contractor. In addition, list a
local source for replacement parts and equipment.
Drawings: Provide specially prepared drawings where necessary to supplement
the manufacturers printed data to illustrate the relationship between components of
equipment or systems, or provide control or flow diagrams. Coordinate these
drawings with information contained in Project Record Drawings to assure correct
illustration of the completed installation.
Manufacturer’s Data: Where manufacturer's standard printed data is included in
the manuals, include only those sheets that are pertinent to the part or product
installed. Mark each sheet to identify each part or product included in the
installation. Where more than one (1) item in tabular format is included, identify
each item, using appropriate references from the Contract Documents. ldentify
data that is applicable to the installation and delete references to information which
is not applicable.
Where manufacturer's standard printed data is not available and the information is
necessary for proper operation and maintenance of equipment or systems, or it is
necessary to provide additional information to supplement the data included in the
manual, prepare written text to provide the necessary information. Organize the
text in a consistent format under a separate heading for different procedures.
Where necessary, provide a logical sequence of instruction for each operating or
maintenance procedure. Where similar or more than one product is listed on the
submittal the Contractor shall differentiate by highlighting the specific product to be
utilized.
Calculations: Provide a section for circuit and panel calculations.
Loading Sheets: Provide a section for DGP Loading Sheets.
Certifications: Provide section for Contractor’'s manufacturer certifications.

Contractor Review: Review submittals prior to transmittal. Determine and verify field
measurements and field construction criteria. Verify manufacturer’s catalog numbers and
conformance of submittal with requirements of contract documents. Return non-
conforming or incomplete submittals with requirements of the work and contract
documents. Apply Contractor’s stamp with signature certifying the review and verification
of products occurred, and the field dimensions, adjacent construction, and coordination of
information is in accordance with the requirements of the contract documents.
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8. Resubmission: Revise and resubmit submittals as required within 15 calendar days of
return of submittal. Make resubmissions under procedures specified for initial submittals.
Identify all changes made since previous submittal.

9. Product Data: Within 15 calendar days after execution of the contract, the Contractor
shall submit for approval a complete list of all of major products proposed for use. The
data shall include name of manufacturer, trade name, model number, the associated
contract document section number, paragraph number, and the referenced standards for
each listed product.

Group 1 Technical Data Package: Group | Technical Data Package shall be one submittal
consisting of the following content and organization. Refer to VA Special Conditions Document
for drawing format and content requirements. The data package shall include the following:

1. Section | - Drawings:

a.

General — Drawings shall conform to VA CAD Standards Guide. All text

associated with security details shall be 1/8” tall and meet VA text standard for

AutoCAD™ drawings.

Cover Sheet — Cover sheet shall consist of Project Title and Address, Project

Number, Area and Vicinity Maps.

General Information Sheets — General Information Sheets shall consist of General

Notes, Abbreviations, Symbols, Wire and Cable Schedule, Project Phasing, and

Sheet Index.

Floor Plans — Floor plans shall be produced from the Architectural backgrounds

issued in the Construction Documents. The contractor shall receive floor plans

from the prime A/E to develop these drawing sets. Security devices shall be

placed on drawings in scale. All text associated with security details shall be 1/8”

tall and meet VA text standard for AutoCAD™ drawings. Floor plans shall identify

the following:

1) Security devices by symbol,

2) The associated device point number (derived from the loading sheets),

3) Wire & cable types and counts

4) Conduit sizing and routing

5) Conduit riser systems

6) Device and area detail call outs

Architectural details — Architectural details shall be produced for each device

mounting type (door details for EECS and IDS, Intrusion Detection system (motion

sensor, vibration, microwave Motion Sensor and Camera mounting,

Riser Diagrams — Contractor shall provide a riser diagram indicating riser

architecture and distribution of the SMS throughout the facility (or area in scope).

Block Diagrams — Contractor shall provide a block diagram for the entire system

architecture and interconnections with SMS subsystems. Block diagram shall

identify SMS subsystem (e.g., electronic entry control, intrusion detection, closed

circuit television, intercom, and other associated subsystems) integration; and data

transmission and media conversion methodologies.

Interconnection Diagrams — Contractor shall provide interconnection diagram for

each sensor, and device component. Interconnection diagram shall identify

termination locations, standard wire detail to include termination schedule.

Diagram shall also identify interfaces to other systems such as elevator control, fire

alarm systems, and security management systems.

Security Details:

1) Panel Assembly Detail — For each panel assembly, a panel assembly details
shall be provided identifying individual panel component size and content.

2) Panel Details — Provide security panel details identify general arrangement
of the security system components, backboard size, wire through size and
location, and power circuit requirements.
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Device Mounting Details — Provide mounting detailed drawing for each
security device (physical access control system, intrusion detection, video
surveillance and assessment, and intercom systems) for each type of wall
and ceiling configuration in project. Device details shall include device,
mounting detail, wiring and conduit routing.
Details of connections to power supplies and grounding
Details of surge protection device installation
Sensor detection patterns — Each system sensor shall have associated
detection patterns.
Equipment Rack Detail — For each equipment rack, provide a scaled detalil
of the equipment rack location and rack space utilization. Use of BISCI wire
management standards shall be employed to identify wire management
methodology. Transitions between equipment racks shall be shown to
include use vertical and horizontal latter rack system.
Security Control Room — The contractor shall provide a layout plan for the
Security Control Room. The layout plan shall identify all equipment and
details associated with the installation.
Operator Console — The contractor shall provide a layout plan for the
Operator Console. The layout plan shall identify all equipment and details
associated with the installation. Equipment room - the contractor shall
provide a layout plan for the equipment room. The layout plan shall identify
all equipment and details associated with the installation.
Equipment Room — Equipment room details shall provide architectural,
electrical, mechanical, plumbing, IT/Data and associated equipment and
device placements both vertical and horizontally.

Electrical Panel Schedule — Electrical Panel Details shall be provided for all SMS

systems electrical power circuits. Panel details shall be provided identifying panel
type (Standard, Emergency Power, Emergency/Uninterrupted Power Source, and
Uninterrupted Power Source Only), panel location, circuit number, and circuit
amperage rating.

K. Door Schedule — A door schedule shall be developed for each door equipped with
electronic security components. At a minimum, the door schedule shall be
coordinated with Division 08 work and include the following information:

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)

14)

Item Number

Door Number (Derived from A/E Drawings)

Floor Plan Sheet Number

Standard Detail Number

Door Description (Derived from Loading Sheets)

Data Gathering Panel Input Number

Door Position or Monitoring Device Type & Model Number
Lock Type, Model Number & Power Input/Draw (standby/active)
Card Reader Type & Model Number

Shunting Device Type & Model Number

Sounder Type & Model Number

Manufacturer

Misc. devices as required

a) Delayed Egress Type & Model Number

b) Intercom

C) Camera

d) Electric Transfer Hinge

e) Electric Pass-through device

Remarks column indicating special notes or door configurations

Camera Schedule - A camera schedule shall be developed for each camera. Contractors
shall coordinate with the Resident Engineer to determine camera starting numbers and
naming conventions. All drawings shall identify wire and cable standardization
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methodology. Color coding of all wiring conductors and jackets is required and shall be
communicated consistently throughout the drawings package submittal. At a minimum,
the camera schedule shall include the following information:

Item Number

Camera Number

Naming Conventions

Description of Camera Coverage

Camera Location

Floor Plan Sheet Number

Camera Type

Mounting Type

Standard Detail Reference

Power Input & Draw

Power Panel Location

l. Remarks Column for Camera

Section Il — Data Gathering Panel Documentation Package

a. Contractor shall provide Data Gathering Panel (DGP) input and output
documentation packages for review at the Shop Drawing submittal stage and also
with the as-built documentation package. The documentation packages shall be
provided in both printed and magnetic form at both review stages.

b. The Contractor shall provide loading sheet documentation package for the
associated DGP, including input and output boards for all field panels associated
with the project. Documentation shall be provided in current version Microsoft
Excel spreadsheets following the format currently utilized by VA. A separate
spreadsheet file shall be generated for each DGP and associated field panels.

C. The spreadsheet names shall follow a sequence that shall display the
spreadsheets in numerical order according to the DGP system number. The
spreadsheet shall include the prefix in the file name that uniquely identifies the
project site. The spreadsheet shall detail all connected items such as card
readers, alarm inputs, and relay output connections. The spreadsheet shall
include an individual section (row) for each panel input, output and card reader.
The spreadsheet shall automatically calculate the system numbers for card
readers, inputs, and outputs based upon data entered in initialization fields.

T T TQ@Toa0 o

d. All entries must be verified against the field devices. Copies of the floor plans shall
be forwarded under separate cover.
e. The DGP spreadsheet shall include an entry section for the following information:

1) DGP number

2) First Reader Number

3) First Monitor Point Number

4) First Relay Number

5) DGP, input or output Location

6) DGP Chain Number

7 DGP Cabinet Tamper Input Number

8) DGP Power Fail Input Number

9) Number of Monitor Points Reserved For Expansion Boards

10) Number of Control Points (Relays) Reserved For Expansion Boards

f. The DGP, input module and output module spreadsheets shall automatically
calculate the following information based upon the associated entries in the above
fields:

1) System Numbers for Card Readers
2) System Numbers for Monitor Point Inputs
3) System Numbers for Control Points (Relays)
4) Next DGP or input module First Monitor Point Number
5) Next DGP or output module First Control Point Number
g. The DGP spreadsheet shall provide the following information for each card reader:

Common Work Results for Electronic Safety and Security
280500 - 11



Hudson Valley Health Care System
New Community Living Center
Project #: 620-334

04-01-18
1) DGP Reader Number
2) System Reader Number
3) Cable ID Number
4) Description Field (Room Number)
5) Description Field (Device Type i.e.: In Reader, Out Reader, etc.)
6) Description Field
7) DGP Input Location
8) Date Test
9) Date Passed
10) Cable Type
11) Camera Numbers (of cameras viewing the reader location)
h. The DGP and input module spreadsheet shall provide the following information for
each monitor point (alarm input).
1) DGP Monitor Point Input Number
2) System Monitor Point Number
3) Cable ID Number
4) Description Field (Room Number)
5) Description Field (Device Type i.e.: Door Contact, Motion Detector, etc.)
6) DGP or input module Input Location
7) Date Test
8) Date Passed
9) Cable Type
10) Camera Numbers (of associated alarm event preset call-ups)

i. The DGP and output module spreadsheet shall provide the following information
for each control point (output relay).

1)

10)

DGP Control Point (Relay) Number

System (Control Point) Number

Cable ID Number

Description Field (Room Number)

Description Field (Device: Lock Control, Local Sounder, etc.)
Description Field

DGP or OUTPUT MODULE Output Location

Date Test

Date Passed Cable Type

Camera Number (of associated alarm event preset call-ups)

The DGP, input module and output module spreadsheet shall include the following

information or directions in the header and footer:

1

2)

Header

a) DGP Input and Output Worksheet

b) Enter Beginning Reader, Input, and Output Starting Numbers and
Sheet Will Automatically Calculate the Remaining System Numbers.

Footer

a) File Name

b) Date Printed

C) Page Number

Section Il - Construction Mock-up: In areas with exposed EMT/Conduit Raceways,
contractor shall conceal raceway as much as practical and unobtrusively. In addition,
historic significance must be considered to determine installation means and methods for
approval by the owner.

Section IV - Manufacturers’ Data: The data package shall include manufacturers’ data
for all materials and equipment, including sensors, local processors and console
equipment provided under this specification.

Section V - System Description and Analysis: The data package shall include system
descriptions, analysis, and calculations used in sizing equipment required by these
specifications. Descriptions and calculations shall show how the equipment will operate
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as a system to meet the performance requirements of this specification. The data
package shall include the following:
a. Central processor memory size; communication speed and protocol description;
rigid disk system size and configuration; flexible disk system size and
configuration; back-up media size and configuration; alarm response time
calculations; command response time calculations; start-up operations; expansion
capability and method of implementation; sample copy of each report specified;
and color photographs representative of typical graphics.

b. Software Data: The data package shall consist of descriptions of the operation and
capability of the system, and application software as specified.
C. Overall System Reliability Calculations: The data package shall include all

manufacturers’ reliability data and calculations required to show compliance with
the specified reliability.
Section VI — Certifications & References: All specified manufacturer’s certifications shall
be included with the data package. Contractor shall provide Project references as
outlined in Paragraph 1.4 “Quality Assurance”.

Group Il Technical Data Package

1.

The Contractor shall prepare a report of “Current Site Conditions” and submit a report to
the Resident Engineer documenting changes to the site, particularly those conditions that
affect performance of the system to be installed. The Contractor shall provide
specification sheets, or written functional requirements to support the findings, and a cost
estimate to correct those site changes or conditions which affect the installation of the
system or its performance. The Contractor shall not correct any deficiency without
written permission from the COTR.

System Configuration and Functionality: The contractor shall provide the results of the
meeting with VA to develop system requirements and functionality including but not
limited to:

Baseline configuration

Access levels

Schedules (intrusion detection, physical access control, holidays, etc.)

Badge database

System monitoring and reporting (unit level and central control)

f. Naming conventions and descriptors

~ooooTw®

Group lll Technical Data Package

1.

Development of Test Procedures: The Contractor will prepare performance test
procedures for the system testing. The test procedures shall follow the format of the VA
Testing procedures and be customized to the contract requirements. The Contractor will
deliver the test procedures to the Resident Engineer for approval at least 60 calendar
days prior to the requested test date.

Group IV Technical Data Package

1.

2.

Performance Verification Test

a. Based on the successful completion of the pre-delivery test, the Contractor shall
finalize the test procedures and report forms for the performance verification test
(PVT) and the endurance test. The PVT shall follow the format, layout and content
of the pre-delivery test. The Contractor shall deliver the PVT and endurance test
procedures to the Resident Engineer for approval. The Contractor may schedule
the PVT after receiving written approval of the test procedures. The Contractor
shall deliver the final PVT and endurance test reports within 14 calendar days from
completion of the tests. Refer to Part 3 of this section for System Testing and
Acceptance requirements.

Training Documentation

a. New Facilities and Major Renovations: Familiarization training shall be provided
for new equipment or systems. Training can include site familiarization training for
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VA technicians and administrative personnel. Training shall include general

information on new system layout including closet locations, turnover of the

completed system including all documentation, including manuals, software, key
systems, and full system administration rights. Lesson plans and training manuals
training shall be oriented to type of training to be provided.

New Unit Control Room:

1) Provide the security personnel with training in the use, operation, and
maintenance of the entire control room system (Unit Control and Equipment
Rooms). The training documentation must include the operation and
maintenance. The first of the training sessions shall take place prior to
system turnover and the second immediately after turnover. Coordinate the
training sessions with the Owner. Completed classroom sessions will be
witnessed and documented by the Architect/Engineer, and approved by the
Resident Engineer. Instruction is not to begin until the system is operational
as designed.

2) The training documents will cover the operation and the maintenance
manuals and the control console operators’ manuals and service manuals in
detail, stressing all important operational and service diagnostic information
necessary for the maintenance and operations personnel to efficiently use
and maintain all systems.

3) Provide an illustrated control console operator's manual and service manual.
The operator's manual shall be written in laymen's language and printed so
as to become a permanent reference document for the operators, describing
all control panel switch operations, graphic symbol definitions and all
indicating functions and a complete explanation of all software.

4) The service manual shall be written in laymen's language and printed so as
to become a permanent reference document for maintenance personnel,
describing how to run internal self diagnostic software programs,
troubleshoot head end hardware and field devices with a complete scenario
simulation of all possible system malfunctions and the appropriate corrective
measures.

5) Provide a professional color DVD instructional recording of all the
operational procedures described in the operator's manual. All charts used
in the training session shall be clearly presented on the video. Any DVD
found to be inferior in recording or material content shall be reproduced at
no cost until an acceptable DVD is submitted. Provide four copies of the
training DVD, one to the architect/engineer and three to the owner.

3. System Configuration and Data Entry:

a.

The contractor is responsible for providing all system configuration and data entry
for the SMS and subsystems (e.g., video matrix switch, intercom, digital video
recorders, network video recorders). All data entry shall be performed per VA
standards & guidelines. The Contractor is responsible for participating in all
meetings with the client to compile the information needed for data entry. These
meetings shall be established at the beginning of the project and incorporated in to
the project schedule as a milestone task. The contractor shall be responsible for
all data collection, data entry, and system configuration. The contractor shall
collect, enter, & program and/or configure the following components:

1) Physical Access control system components,

2) All intrusion detection system components,

3) Video surveillance, control and recording systems,

4) Intercom systems components,

5) All other security subsystems shown in the contract documents.

The Contractor is responsible for compiling the card access database for the VA
employees, including programming reader configurations, access shifts,
schedules, exceptions, card classes and card enroliment databases.
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C. Refer to Part 3 for system programming requirements and planning guidelines.
4, Graphics: Based on CAD as-built drawings developed for the construction project, create

all map sets showing locations of all alarms and field devices. Graphical maps of all
alarm points installed under this contract including perimeter and exterior alarm points
shall be delivered with the system. The Contractor shall create and install all graphics
needed to make the system operational. The Contractor shall utilize data from the
contract documents, Contractor’s field surveys, and all other pertinent information in the
Contractor’s possession to complete the graphics. The Contractor shall identify and
request from the COTR, any additional data needed to provide a complete graphics
package. Graphics shall have sufficient level of detail for the system operator to assess
the alarm. The Contractor shall supply hard copy, color examples at least 203.2 x 254
mm (8 x 10 in) of each type of graphic to be used for the completed Security system.
The graphics examples shall be delivered to the Resident Engineer for review and
approval at least 90 calendar days prior to the scheduled date the Contractor requires
them.

Group V Technical Data Package: Final copies of the manuals shall be delivered to the
Resident Engineer as part of the acceptance test. The draft copy used during site testing shall
be updated with any changes required prior to final delivery of the manuals. Each manual’s
contents shall be identified on the cover. The manual shall include names, addresses, and
telephone numbers of each sub-contractor installing equipment or systems, as well as the
nearest service representatives for each item of equipment for each system. The manuals shall
include a table of contents and tab sheets. Tab sheets shall be placed at the beginning of each
chapter or section and at the beginning of each appendix. The final copies delivered after
completion of the endurance test shall include all modifications made during installation,
checkout, and acceptance. Six (6) hard-copies and one (1) soft copy on CD of each item listed
below shall be delivered as a part of final systems acceptance.

1. Functional Design Manual: The functional design manual shall identify the operational
requirements for the entire system and explain the theory of operation, design
philosophy, and specific functions. A description of hardware and software functions,
interfaces, and requirements shall be included for all system operating modes.
Manufacturer developed literature may be used; however, shall be produced to match the
project requirements.

2. Equipment Manual: A manual describing all equipment furnished including:

a. General description and specifications; installation and checkout procedures;
equipment electrical schematics and layout drawings; system schematics and
layout drawings; alignment and calibration procedures; manufacturer’s repair list
indicating sources of supply; and interface definition.

3. Software Manual: The software manual shall describe the functions of all software and
include all other information necessary to enable proper loading, testing, and operation.
The manual shall include:

a. Definition of terms and functions; use of system and applications software;
procedures for system initialization, start-up, and shutdown; alarm reports; reports
generation, database format and data entry requirements; directory of all disk files;
and description of all communications protocols including data formats, command
characters, and a sample of each type of data transfer.

4, Operator’'s Manual: The operator’'s manual shall fully explain all procedures and
instructions for the operation of the system, including:

a. Computers and peripherals; system start-up and shutdown procedures; use of
system, command, and applications software; recovery and restart procedures;
graphic alarm presentation; use of report generator and generation of reports; data
entry; operator commands’ alarm messages, and printing formats; and system
access requirements.

5. Maintenance Manual: The maintenance manual shall include descriptions of
maintenance for all equipment including inspection, recommend schedules, periodic
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preventive maintenance, fault diagnosis, and repair or replacement of defective
components.

Spare Parts & Components Data: At the conclusion of the Contractor's work, the

Contractor shall submit to the Resident Engineer a complete list of the manufacturer's

recommended spare parts and components required to satisfactorily maintain and

service the systems, as well as unit pricing for those parts and components.

Operation, Maintenance & Service Manuals: The Contractor shall provide two (2)

complete sets of operating and maintenance manuals in the form of an instructional

manual for use by the VA Security Guard Force personnel. The manuals shall be
organized into suitable sets of manageable size. Where possible, assemble instructions
for similar equipment into a single binder. If multiple volumes are required, each volume
shall be fully indexed and coordinated.

Equipment and Systems Maintenance Manual: The Contractor shall provide the

following descriptive information for each piece of equipment, operating system, and

electronic system:

Equipment and/or system function.

Operating characteristics.

Limiting conditions.

Performance curves.

Engineering data and test.

f. Complete nomenclature and number of replacement parts.

Provide operating and maintenance instructions including assembly drawings and

diagrams required for maintenance and a list of items recommended to stock as

spare parts.

h. Provide information detailing essential maintenance procedures including the
following: routine operations, trouble shooting guide, disassembly, repair and re-
assembly, alignment, adjusting, and checking.

i. Provide information on equipment and system operating procedures, including the
following; start-up procedures, routine and normal operating instructions,
regulation and control procedures, instructions on stopping, shut-down and
emergency instructions, required sequences for electric and electronic systems,
and special operating instructions.

Manufacturer equipment and systems maintenance manuals are permissible.
PI’OjeCt Redlines: During construction, the Contractor shall maintain an up-to-date set of
construction redlines detailing current location and configuration of the project
components. The redline documents shall be marked with the words ‘Master Redlines’
on the cover sheet and be maintained by the Contractor in the project office. The
Contractor will provide access to redline documents anytime during the project for review
and inspection by the Resident Engineer or authorized Office of Protection Services
representative. Master redlines shall be neatly maintained throughout the project and
secured under lock and key in the contractor’s onsite project office. Any project
component or assembly that is not installed in strict accordance with the drawings shall
be so noted on the drawings. Prior to producing Record Construction Documents, the
contractor will submit the Master Redline document to the Resident Engineer for review
and approval of all changes or modifications to the documents. Each sheet shall have
Resident Engineer initials indicating authorization to produce “As Built” documents. Field
drawings shall be used for data gathering & field changes. These changes shall be made
to the master redline documents daily. Field drawings shall not be considered “master
redlines”.

Record Specifications: The Contractor shall maintain one (1) copy of the Project

Specifications, including addenda and modifications issued, for Project Record

Documents. The Contractor shall mark the Specifications to indicate the actual

installation where the installation varies substantially from that indicated in the Contract

Specifications and modifications issued. (Note related Project Record Drawing

information where applicable). The Contractor shall pay particular attention to
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substitutions, selection of product options, and information on concealed installations that
would be difficult to identify or measure and record later. Upon completion of the mark
ups, the Contractor shall submit record Specifications to the COTR. As with master
relines, Contractor shall maintain record specifications for Resident Engineer review and
inspection at anytime.

Record Product Data: The Contractor shall maintain one (1) copy of each Product Data

submittal for Project Record Document purposes. The Data shall be marked to indicate

the actual product installed where the installation varies substantially from that indicated
in the Product Data submitted. Significant changes in the product delivered to the site
and changes in manufacturer's instructions and recommendations for installation shall be
included. Particular attention will be given to information on concealed products and
installations that cannot be readily identified or recorded later. Note related Change

Orders and mark up of Record Construction Documents, where applicable. Upon

completion of mark up, submit a complete set of Record Product Data to the COTR.

Miscellaneous Records: The Contractor shall maintain one (1) copy of miscellaneous

records for Project Record Document purposes. Refer to other Specifications for

miscellaneous record-keeping requirements and submittals concerning various
construction activities. Before substantial completion, complete miscellaneous records
and place in good order, properly identified and bound or filed, ready for use and

reference. Categories of requirements resulting in miscellaneous records include a

minimum of the following:

Certificates received instead of labels on bulk products.

Testing and qualification of tradesmen. (“Contractor’s Qualifications”)

Documented qualification of installation firms.

Load and performance testing.

Inspections and certifications.

Final inspection and correction procedures.

. Project schedule

ecord Construction Documents (Record As-Built)

Upon project completion, the contractor shall submit the project master redlines to

the Resident Engineer prior to development of Record construction documents.

The Resident Engineer shall be given a minimum of a thirty (30) day review period

to determine the adequacy of the master redlines. If the master redlines are found

suitable by the Resident Engineer, the Resident Engineer will initial and date each
sheet and turn redlines over to the contractor for as built development.

b. The Contractor shall provide the Resident Engineer a complete set of "as-built"
drawings and original master redlined marked "as-built" blue-line in the latest
version of AutoCAD drawings unlocked on CD or DVD. The as-built drawing shall
include security device number, security closet connection location, data gathering
panel number, and input or output number as applicable. All corrective notations
made by the Contractor shall be legible when submitted to the COTR. If, in the
opinion of the COTR, any redlined notation is not legible, it shall be returned to the
Contractor for re-submission at no extra cost to the Owner. The Contractor shall
organize the Record Drawing sheets into manageable sets bound with durable
paper cover sheets with suitable titles, dates, and other identifications printed on
the cover. The submitted as built shall be in editable formats and the ownership of
the drawings shall be fully relinquished to the owner.

C. Where feasible, the individual or entity that obtained record data, whether the
individual or entity is the installer, sub-contractor, or similar entity, is required to
prepare the mark up on Record Drawings. Accurately record the information in a
comprehensive drawing technique. Record the data when possible after it has
been obtained. For concealed installations, record and check the mark up before
concealment. At the time of substantial completion, submit the Record
Construction Documents to the COTR. The Contractor shall organize into bound
and labeled sets for the COTR's continued usage. Provide device, conduit, and
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cable lengths on the conduit drawings. Exact in-field conduit placement/routings
shall be shown. All conduits shall be illustrated in their entire length from
termination in security closets; no arrowed conduit runs shall be shown. Pull box
and junction box sizes are to be shown if larger than 200mm (4 inch).

FIPS 201 Compliance Certificates

1. Provide Certificates for all software components and device types utilizing credential
verification. Provide certificates for:

Fingerprint Capture Station

Card Readers

Facial Image Capturing Camera

PIV Middelware

Template Matcher

Electromagnetically Opaque Sleeve

Certificate Management

1) CAK Authentication System

2) PIV Authentication System

3) Certificate Validator

4) Cryptographic Module

@~ooooTp

Approvals will be based on complete submission of manuals together with shop drawings.

After approval and prior to installation, furnish the Resident Engineer with one sample of each of

the following:

1. A 300 mm (12 inch) length of each type and size of wire and cable along with the tag
from the coils of reels from which the samples were taken.

2. Each type of conduit and pathway coupling, bushing and termination fitting.

3. Conduit hangers, clamps and supports.

4, Duct sealing compound.

Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

In addition to the requirement of SUBMITTALS, the VA reserves the right to request the
manufacturer to arrange for a VA representative to see typical active systems in operation,
when there has been no prior experience with the manufacturer or the type of equipment being
submitted.

APPLICABLE PUBLICATIONS

The publications listed below (including amendments, addenda, revisions, supplement, and
errata) form a part of this specification to the extent referenced. The publications are referenced
in the text by the basic designation only.

American National Standards Institute (ANSI)/ International Code Council (ICC):
ALL7. D e, Standard on Accessible and Usable Buildings and Facilities

American National Standards Institute (ANSI)/ Security Industry Association (SIA):
AC-03 ..o Access Control: Access Control Guideline Dye Sublimation
Printing Practices for PVC Access Control Cards

CP-01-00.....ccciiiieeeiiieeeenne Control Panel Standard-Features for False Alarm Reduction

PIR-01-00......ccciiiiiiieiieeeins Passive Infrared Motion Detector Standard - Features for
Enhancing False Alarm Immunity

TVAC-01..cccoiiiiiiiiiiiiieees CCTV to Access Control Standard - Message Set for System
Integration
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D. American National Standards Institute (ANSI)/Electronic Industries Alliance (EIA):
330-09 ..o Electrical Performance Standards for CCTV Cameras
BT5A-T6.ccciieeiee e Electrical Performance Standards for CCTV Monitors
E. American National Standards Institute (ANSI):
ANSI S3.2-99 ... Method for measuring the Intelligibility of Speech over
Communications Systems
F. American Society for Testing and Materials (ASTM)
BL-07..oeiiiiiiiiiiiiiiiiiiiiiiieieienaens Standard Specification for Hard-Drawn Copper Wire
B3-07 .. Standard Specification for Soft or Annealed Copper Wire
B8-04 ...t Standard Specification for Concentric-Lay-Stranded Copper
Conductors, Hard, Medium-Hard, or Soft
C1238-97 (RO3) .....cceeeeeeennnn. Standard Guide for Installation of Walk-Through Metal Detectors
D2301-04.......covvevvvninrrvnininnnnns Standard Specification for Vinyl Chloride Plastic Pressure

Sensitive Electrical Insulating Tape
G. Architectural Barriers Act (ABA), 1968

H. Department of Justice: American Disability Act (ADA)
28 CFR Part 36-2010 ADA Standards for Accessible Design

l. Department of Veterans Affairs:
1. VHA National CAD Standard Application Guide, 2006
2. VA BIM Guide, V1.0 10

J. Federal Communications Commission (FCC):
.............................................. (47 CFR 15) Part 15 Limitations on the Use of Wireless
Equipment/Systems

K. Federal Information Processing Standards (FIPS):

FIPS-201-1......covvvvvvviiinininnnnns Personal Identity Verification (PIV) of Federal Employees and
Contractors
L. Federal Specifications (Fed. Spec.):
A-A-59544-08.........covvvvvvrnnnns Cable and Wire, Electrical (Power, Fixed Installation)
M.  Government Accountability Office (GAO):
GAO-03-8-02......ccevvivvirene Security Responsibilities for Federally Owned and Leased
Facilities
N. Homeland Security Presidential Directive (HSPD):
HSPD-12 ..o, Policy for a Common Identification Standard for Federal
Employees and Contractors
0. Institute of Electrical and Electronics Engineers (IEEE):
81-1983 ... IEEE Guide for Measuring Earth Resistivity, Ground Impedance,
and Earth Surface Potentials of a Ground System
802.3af-08 .......ceeeeieeiiiiie, Power over Ethernet Standard
802.3at-09 ....ovveeeieeieiiie, Power over Ethernet (PoE) Plus Standard
C2-07 .o National Electrical Safety Code
C62.41-02....cccvvveeiiiiineinannn, IEEE Recommended Practice on Surge Voltages in Low-Voltage

AC Power Circuits

CO95.1-05. ..o, Standards for Safety Levels with Respect to Human Exposure in
Radio Frequency Electromagnetic Fields
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P. International Organization for Standardization (ISO):

£S5 O Identification cards — Physical characteristics

T8LL oo Physical Characteristics for Magnetic Stripe Cards

T8L6-1 ..o, Identification cards - Integrated circuit(s) cards with contacts -
Part 1: Physical characteristics

T8L6-2 .o Identification cards - Integrated circuit cards - Part 2: Cards with
contacts -Dimensions and location of the contacts

T816-3 . Identification cards - Integrated circuit cards - Part 3: Cards with

contacts - Electrical interface and transmission protocols

T8L6-4 ... Identification cards - Integrated circuit cards - Part 11: Personal
verification through biometric methods

7816-10 ..., Identification cards - Integrated circuit cards - Part 4:
Organization, security and commands for interchange

14443 ..., Identification cards - Contactless integrated circuit cards;
Contactless Proximity Cards Operating at 13.56 MHz inup to 5
inches distance

15693 ... Identification cards -- Contactless integrated circuit cards -
Vicinity cards; Contactless Vicinity Cards Operating at 13.56
MHz in up to 50 inches distance

19794 i Information technology - Biometric data interchange formats
Q. National Electrical Contractors Association
303-2005 .....ceeiiiiiieeiiieee e Installing Closed Circuit Television (CCTV) Systems
R. National Electrical Manufactures Association (NEMA):
250-08 ..o, Enclosures for Electrical Equipment (1000 Volts Maximum)
TC-3-04 ..o, PVC Fittings for Use with Rigid PVC Conduit and Tubing
FBL-07....ovvvviiivnininininininininnnnns Fittings, Cast Metal Boxes and Conduit Bodies for Conduit,

Electrical Metallic Tubing and Cable

S. National Fire Protection Association (NFPA):

TO-11 o National Electrical Code (NEC)

731-08 ..., Standards for the Installation of Electric Premises Security
Systems

99-2005 ..., Health Care Facilities

T. National Institute of Justice (NIJ)

0601.02-03......cccoeveveveeeeen, Standards for Walk-Through Metal Detectors for use in Weapons
Detection

0602.02-03 .....oeveeeeeeeeiiiiaenn, Hand-Held Metal Detectors for Use in Concealed Weapon and

Contraband Detection

u. National Institute of Standards and Technology (NIST):

IR6887 V2.1 ... Government Smart Card Interoperability Specification (GSC-IS)

Special Pub 800-37............... Guide for Applying the Risk Management Framework to Federal
Information Systems

Special Pub 800-63............... Electronic Authentication Guideline

Special Pub 800-73-3............ Interfaces for Personal Identity Verification (4 Parts)
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.............................................. Pt. 1- End Point PIV Card Application Namespace, Data Model &

Representation

.............................................. Pt. 2- PIV Card Application Card Command Interface

.............................................. Pt. 3- PIV Client Application Programming Interface

.............................................. Pt. 4- The PIV Transitional Interfaces & Data Model Specification

Special Pub 800-76-1............ Biometric Data Specification for Personal Identity Verification

Special Pub 800-78-2............ Cryptographic Algorithms and Key Sizes for Personal Identity
Verification

Special Pub 800-79-1............ Guidelines for the Accreditation of Personal Identity Verification
Card Issuers

Special Pub 800-85B-1 ......... DRAFTPIV Data Model Test Guidelines

Special Pub 800-85A-2 ......... PIV Card Application and Middleware Interface Test Guidelines
(SP 800-73-3 compliance)

Special Pub 800-96............... PIV Card Reader Interoperability Guidelines

Special Pub 800-104A .......... Scheme for PIV Visual Card Topography

Occupational and Safety Health Administration (OSHA):
29 CFR 1910.97.......ccceeennn. Nonionizing radiation

Section 508 of the Rehabilitation Act of 1973
Security Industry Association (SIA):

AG-01 ..

................................. Security CAD Symbols Standards

Underwriters Laboratories, Inc. (UL):

1-05......

486C-04
486D-05

486E-00

................................. Flexible Metal Conduit
................................. Surface Metal Raceway and Fittings
................................. Rigid Metal Conduit

................................. Thermoset-Insulated Wires and Cables
................................. Enclosures for Electrical Equipment
................................. Thermoplastic-Insulated Wires and Cables
................................. The Standard of Safety for Access Control System Units
................................. Standard for Panic Hardware

................................. Liquid-Tight Flexible Steel Conduit

................................. Safety Communications Cables

................................. Audible Signal Appliances

................................. Electrical Grounding and Bonding Equipment

................................. Wire Connectors and Soldering Lugs for Use with Copper
Conductors

................................. Splicing Wire Connectors

................................. Insulated Wire Connector Systems for Underground Use or in
Damp or Wet Locations

................................. Equipment Wiring Terminals for Use with Aluminum and/or
Copper Conductors
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493-07 weveeeeeee e Thermoplastic-Insulated Underground Feeder and Branc0h4C(:)irlc$§
Cable

BLAA-04.....ooeiieiieeeieee Metallic Outlet Boxes

514B-04.....cccccvvieeieeeeeiiie Fittings for Cable and Conduit

51-05 i Schedule 40 and 80 Rigid PVC Conduit

609-96 .....cceoiiii Local Burglar Alarm Units and Systems

634-07 ... Standards for Connectors with Burglar-Alarm Systems

636-01 ....ccoveiiiiiii Standard for Holdup Alarm Units and Systems

639-97 ... Standard for Intrusion-Detection Units

651-05 ... Schedule 40 and 80 Rigid PVC Conduit

B51A-07 ... Type EB and A Rigid PVC Conduit and HDPE Conduit

752-05 ..o, Standard for Bullet-Resisting Equipment

T97-07 oo, Electrical Metallic Tubing

827-08 ..o Central Station Alarm Services

1037-09 ..oovveiieeeeeee e Standard for Anti-theft Alarms and Devices

1635-10 ..ccvvvvviieinieininiiinininnnnns Digital Alarm Communicator System Units

1076-95 ...uvviiiiiieeieinininininininnns Standards for Proprietary Burglar Alarm Units and Systems

1242-06 ...ooveviiieeeiiiiieeeeen Intermediate Metal Conduit

1479-03 ..ooeieiiiieeeiee e Fire Tests of Through-Penetration Fire Stops

1981-03 e Central Station Automation System

2058-05 .....ovviiiiieeiiiiieiieeeen High Security Electronic Locks

60950 ... Safety of Information Technology Equipment

60950-1.....cccceiiiiiiiiieieeeeee, Information Technology Equipment - Safety - Part 1. General

Requirements
Uniform Federal Accessibility Standards (UFAS) 1984

United States Department of Commerce:
Special Pub 500-101 ............ Care and Handling of Computer Magnetic Storage Media

COORDINATION

Coordinate arrangement, mounting, and support of electronic safety and security equipment:

1. To allow maximum possible headroom unless specific mounting heights that reduce
headroom are indicated.

2. To provide for ease of disconnecting the equipment with minimum interference to other
installations.

3. To allow right of way for piping and conduit installed at required slope.

4. So connecting raceways, cables, wireways, cable trays, and busways will be clear of

obstructions and of the working and access space of other equipment.

Coordinate installation of required supporting devices and set sleeves in cast-in-place concrete,
masonry walls, and other structural components as they are constructed.

Coordinate location of access panels and doors for electronic safety and security items that are
behind finished surfaces or otherwise concealed.

Common Work Results for Electronic Safety and Security
280500 - 22



1.9

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334

04-01-18

MAINTENANCE & SERVICE

A. General Requirements

1.

The Contractor shall provide all services required and equipment necessary to maintain
the entire integrated electronic security system in an operational state as specified for a
period of one (1) year after formal written acceptance of the system. The Contractor shall
provide all necessary material required for performing scheduled adjustments or other
non-scheduled work. Impacts on facility operations shall be minimized when performing
scheduled adjustments or other non-scheduled work. See also General Project
Requirements.

B. Description of Work

1.

The adjustment and repair of the security system includes all software updates, panel
firmware, and the following new items computers equipment, communications
transmission equipment and data transmission media (DTM), local processors, security
system sensors, physical access control equipment, facility interface, signal transmission
equipment, and video equipment.

C. Personnel

1.

Service personnel shall be certified in the maintenance and repair of the selected type of
equipment and qualified to accomplish all work promptly and satisfactorily. The Resident
Engineer shall be advised in writing of the name of the designated service representative,
and of any change in personnel. The Resident Engineer shall be provided copies of
system manufacturer certification for the designated service representative.

D. Schedule of Work

1.

The work shall be performed during regular working hours, Monday through Friday,
excluding federal holidays.

E. System Inspections

1.

These inspections shall include:

a. The Contractor shall perform two (2) minor inspections at six (6) month intervals or
more if required by the manufacturer, and two (2) major inspections offset equally
between the minor inspections to effect quarterly inspection of alternating
magnitude.

1) Minor Inspections shall include visual checks and operational tests of all
console equipment, peripheral equipment, local processors, sensors,
electrical and mechanical controls, and adjustments on printers.

2) Major Inspections shall include all work described for Minor Inspections and
the following: clean all system equipment and local processors including
interior and exterior surfaces; perform diagnostics on all equipment;
operational tests of the CPU, switcher, peripheral equipment, recording
devices, monitors, picture quality from each camera; check, walk test, and
calibrate each sensor; run all system software diagnostics and correct all
problems; and resolve any previous outstanding problems.

F. Emergency Service

1.

The owner shall initiate service calls whenever the system is not functioning properly.
The Contractor shall provide the Owner with an emergency service center telephone
number. The emergency service center shall be staffed 24 hours a day 365 days a year.
The Owner shall have sole authority for determining catastrophic and non-catastrophic
system failures within parameters stated in General Project Requirements.

a. For catastrophic system failures, the Contractor shall provide same day four (4)
hour service response with a defect correction time not to exceed eight (8) hours
from notification. Catastrophic system failures are defined as any system failure
that the Owner determines will place the facility(s) at increased risk.

b. For non-catastrophic failures, the Contractor within eight (8) hours with a defect
correction time not to exceed 24 hours from notification.

Common Work Results for Electronic Safety and Security
280500 - 23



1.10

1.11

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
04-01-18
Operation
1. Performance of scheduled adjustments and repair shall verify operation of the system as
demonstrated by the applicable portions of the performance verification test.

Records & Logs

1. The Contractor shall maintain records and logs of each task and organize cumulative
records for each component and for the complete system chronologically. A continuous
log shall be submitted for all devices. The log shall contain all initial settings, calibration,
repair, and programming data. Complete logs shall be maintained and available for
inspection on site, demonstrating planned and systematic adjustments and repairs have
been accomplished for the system.

Work Request

1. The Contractor shall separately record each service call request, as received. The
record shall include the serial number identifying the component involved, its location,
date and time the call was received, specific nature of trouble, names of service
personnel assigned to the task, instructions describing the action taken, the amount and
nature of the materials used, and the date and time of commencement and completion.
The Contractor shall deliver a record of the work performed within five (5) working days
after the work was completed.

System Modifications

1. The Contractor shall make any recommendations for system modification in writing to the
Resident Engineer. No system maodifications, including operating parameters and control
settings, shall be made without prior written approval from the Resident Engineer. Any
modifications made to the system shall be incorporated into the operation and
maintenance manuals and other documentation affected.

Software

1. The Contractor shall provide all software updates when approved by the Owner from the
manufacturer during the installation and 12-month warranty period and verify operation of
the system. These updates shall be accomplished in a timely manner, fully coordinated
with the system operators, and incorporated into the operations and maintenance
manuals and software documentation. There shall be at least one (1) scheduled update
near the end of the first year’s warranty period, at which time the Contractor shall install
and validate the latest released version of the Manufacturer’s software. All software
changes shall be recorded in a log maintained in the unit control room. An electronic
copy of the software update shall be maintained within the log. At a minimum, the
contractor shall provide a description of the modification, when the modification occurred,
and name and contact information of the individual performing the modification. The log
shall be maintained in a white 3 ring binder and the cover marked “SOFTWARE
CHANGE LOG".

MINIMUM REQUIREMENTS

References to industry and trade association standards and codes are minimum installation
requirement standards.

Drawings and other specification sections shall govern in those instances where requirements
are greater than those specified in the above standards.

DELIVERY, STORAGE, & HANDLING

Equipment and materials shall be protected during shipment and storage against physical

damage, dirt, moisture, cold and rain:

1. During installation, enclosures, equipment, controls, controllers, circuit protective devices,
and other like items, shall be protected against entry of foreign matter; and be vacuum
cleaned both inside and outside before testing and operating and repainting if required.
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2. Damaged equipment shall be, as determined by the Resident Engineer, placed in first
class operating condition or be returned to the source of supply for repair or replacement.
3. Painted surfaces shall be protected with factory installed removable heavy craft paper,
sheet vinyl or equal.
4, Damaged paint on equipment and materials shall be refinished with the same quality of

paint and workmanship as used by the manufacturer so repaired areas are not obvious.

Central Station, Workstations, and Controllers:

1. Store in temperature and humidity controlled environment in original manufacturer's
sealed containers. Maintain ambient temperature between 10 to 30 deg C (50 to 85 deg
F), and not more than 80 percent relative humidity, non-condensing.

2. Open each container; verify contents against packing list, and file copy of packing list,
complete with container identification for inclusion in operation and maintenance data.
3. Mark packing list with designations which have been assigned to materials and

equipment for recording in the system labeling schedules generated by cable and asset
management system.

4. Save original manufacturer's containers and packing materials and deliver as directed
under provisions covering extra materials.

PROJECT CONDITIONS

Environmental Conditions: System shall be capable of withstanding the following environmental

conditions without mechanical or electrical damage or degradation of operating capability:

1. Interior, Controlled Environment: System components, except central-station control unit,
installed in temperature-controlled interior environments shall be rated for continuous
operation in ambient conditions of 2 to 50 deg C (36 to 122 deg F) dry bulb and 20 to 90
percent relative humidity, non-condensing. NEMA 250, Type 1 enclosure.

2. Interior, Uncontrolled Environment: System components installed in non-temperature-
controlled interior environments shall be rated for continuous operation in ambient
conditions of -18 to 50 deg C (0 to 122 deg F) dry bulb and 20 to 90 percent relative
humidity, non-condensing. NEMA 250, Type 4X enclosures.

3. Exterior Environment: System components installed in locations exposed to weather
shall be rated for continuous operation in ambient conditions of -34 to 50 deg C (-30 to
122 deg F) dry bulb and 20 to 90 percent relative humidity, condensing. Rate for
continuous operation where exposed to rain as specified in NEMA 250, winds up to 137
km/h (85 mph) and snow cover up to 610 mm (24 in) thick. NEMA 250, Type 4X
enclosures.

4, Hazardous Environment: System components located in areas where fire or explosion
hazards may exist because of flammable gases or vapors, flammable liquids,
combustible dust, or ignitable fibers shall be rated, listed, and installed according to
NFPA 70.

5. Corrosive Environment: For system components subjected to corrosive fumes, vapors,
and wind-driven salt spray in coastal zones, provide NEMA 250, Type 4X enclosures.

Security Environment: Use vandal resistant enclosures in high-risk areas where equipment
may be subject to damage.

Console: All console equipment shall, unless noted otherwise, be rated for continuous
operation under ambient environmental conditions of 15.6 to 29.4 deg C (60 to 85 deg F) and a
relative humidity of 20 to 80 percent.

EQUIPMENT AND MATERIALS

Materials and equipment furnished shall be of current production by manufacturers regularly
engaged in the manufacture of such items, for which replacement parts shall be available.

When more than one unit of the same class of equipment is required, such units shall be the
product of a single manufacturer.
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C. Equipment Assemblies and Components:

1. Components of an assembled unit need not be products of the same manufacturer.

2. Manufacturers of equipment assemblies, which include components made by others,
shall assume complete responsibility for the final assembled unit.

3. Components shall be compatible with each other and with the total assembly for the
intended service.

4. Constituent parts which are similar shall be the product of a single manufacturer.

D. Factory wiring shall be identified on the equipment being furnished and on all wiring diagrams.

E. When Factory Testing Is Specified:
1. The Government shall have the option of witnessing factory tests. The contractor shall
notify the VA through the Resident Engineer a minimum of 15 working days prior to the
manufacturers making the factory tests.

2. Four copies of certified test reports containing all test data shall be furnished to the
Resident Engineer prior to final inspection and not more than 90 days after completion of
the tests.

3. When equipment fails to meet factory test and re-inspection is required, the contractor

shall be liable for all additional expenses, including expenses of the Government.
1.14 ELECTRICAL POWER

A. Electrical power of 120 Volts Alternating Current (VAC) shall be indicated on the Division 26
drawings. Additional locations requiring primary power required by the security system shall be
shown as part of these contract documents. Primary power for the security system shall be
configured to switch to emergency backup sources automatically if interrupted without
degradation of any critical system function. Alarms shall not be generated as a result of power
switching, however, an indication of power switching on (on-line source) shall be provided to the
alarm monitor. The Security Contractor shall provide an interface (dry contact closure) between
the PACS and the Uninterruptible Power Supply (UPS) system so the UPS trouble signals and
main power fail appear on the PACS operator terminal as alarms.

B. Failure of any on-line battery shall be detected and reported as a fault condition. Battery
backed-up power supplies shall be provided sized for 8 hours of operation at actual connected
load. Requirements for additional power or locations shall be included with the contract to
support equipment and systems offered. The following minimum requirements shall be
provided for power sources and equipment.

1. Emergency Generator

Report Printers: Unit Control Room

Video Monitors: Unit Control Room

Intercom Stations

Radio System

Lights: Unit Control Room, Equipment Rooms, & Security Offices

Outlets: Security Outlets dedicated to security equipment racks or security

enclosure assemblies.

Security Device Power Supplies (DGP, VASS, Card Access, Lock Power, etc.)

powered from the security closets or remotely: various locations

Telephone/Radio Recording Equipment: Unit Control Room.

VASS Camera Power Supplies: Security Closets

VASS Pan/Tilt Units: Various Locations

VASS Outdoor Housing Heaters and Blowers: Various Sites

Intercom Master Control System

Fiber Optic Receivers/Transmitters

Security office Weapons Storage

Outlets that charge handheld radios

nlnterrupuble Power Supply (UPS) on Emergency Power

~ooooT®
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a. The following 120VAC circuits shall be provided by others. The Security
Contractor shall coordinate exact locations with the Electrical Contractor:
1) Security System Monitors and Keyboards: Control Room
2) CPU: Control Equipment Room
3) Communications equipment: Control Equipment Room and various sites.
4) VASS Matrix Switcher: Control Equipment Room
5) VASS: Control Equipment Room
6) Digital Video Recorders, encoders & decoders: Control Room
7) All equipment Room racked equipment.
8) Network switches

TRANSIENT VOLTAGE SUPPRESSION, POWER SURGE SUPPLESION, & GROUNDING

Transient Voltage Surge Suppression: All cables and conductors extending beyond building
facade, except fiber optic cables, which serve as communication, control, or signal lines shall be
protected against Transient Voltage surges and have Transient Voltage Surge Suppression
(TVSS) protection. The TVSS device shall be UL listed in accordance with Standard TIA 497B
installed at each end. Lighting and surge suppression shall be a multi-strike variety and include
a fault indicator. Protection shall be furnished at the equipment and additional triple solid state
surge protectors rated for the application on each wire line circuit shall be installed within 914.4
mm (3 ft) of the building cable entrance. Fuses shall not be used for surge protection. The
inputs and outputs shall be tested in both normal mode and common mode to verify there is no
interference.

1. A 10-microsecond rise time by 1000 microsecond pulse width waveform with a peak
voltage of 1500 volts and a peak current of 60 amperes.

2. An 8-microsecond rise time by 20-microsecond pulse width waveform with a peak voltage
of 1000 volts and a peak current of 500 amperes.

3. Maximum series current: 2 AMPS. Provide units manufactured by Advanced Protection

Technologies, model # TE/FA 10B or TE/FA 20B.
4, Operating Temperature and Humidity: -40 to 85 deg C (-40 to 185 deg F), 0 to 95 percent
relative humidity.

Grounding and Surge Suppression

1. The Security Contractor shall provide grounding and surge suppression to stabilize the
voltage under normal operating conditions. To ensure the operation of over current
devices, such as fuses, circuit breakers, and relays, under ground-fault conditions.

2. Security Contractor shall engineer and provide proper grounding and surge suppression
as required by local jurisdiction and prevailing codes and standards referenced in this
document.

3. Principal grounding components and features. Include main grounding buses and
grounding and bonding connections to service equipment.

4, Details of interconnection with other grounding systems. The lightning protection system
shall be provided by the Security Contractor.

5. Locations and sizes of grounding conductors and grounding buses in electrical, data, and
communication equipment rooms and closets.

6. AC power receptacles are not to be used as a ground reference point.

7. Any cable that is shielded shall require a ground in accordance with the best practices of
the trade and manufactures installation instructions.

8. Protection should be provided at both ends of cabling.

COMPONENT ENCLOSURES

Construction of Enclosures

1. Consoles, power supply enclosures, detector control and terminal cabinets, control units,
wiring gutters, and other component housings, collectively referred to as enclosures, shall
be so formed and assembled as to be sturdy and rigid.
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Thickness of metal in-cast and sheet metal enclosures of all types shall not be less than
those in Tables | and I, UL 611. Sheet steel used in fabrication of enclosures shall be
not less than 14 gauge. Consoles shall be 16-gauge.
Doors and covers shall be flanged. Enclosures shall not have pre-punched knockouts.
Where doors are mounted on hinges with exposed pins, the hinges shall be of the tight
pin type or the ends of hinge pins shall be tack welded to prevent removal. Doors having
a latch edge length of less than 609.6 mm (24 in) shall be provided with a single
construction core. Where the latch edge of a hinged door is more than 609.6 mm (24 in)
or more in length, the door shall be provided with a three-point latching device with
construction core; or alternatively with two, one located near each end.
Any ventilator openings in enclosures and cabinets shall conform to the requirements of
UL 611. Unless otherwise indicated, sheet metal enclosures shall be designed for wall
mounting with tip holes slotted. Mounting holes shall be in positions that remain
accessible when all major operating components are in place and the door is open, but
shall be in accessible when the door is closed.
Covers of pull and junction boxes provided to facilitate initial installation of the system
shall be held in place by tamper proof Torx Center post security screws. Stenciled or
painted labels shall be affixed to such boxes indicating they contain no connections.
These labels shall not indicate the box is part of the Electronic Security System (ESS).

Consoles & Equipment Racks: All consoles and vertical equipment racks shall include a forced
air-cooling system to be provided by others.

1.

2.

Vertical Equipment Racks:

a. The forced air blowers shall be installed in the vented top of each cabinet and shall
not reduce usable rack space.

b. The forced air fan shall consist of one fan rated at 105 CFM per rack bay and
noise level shall not exceed 55 decibels.

C. Vertical equipment racks are to be provided with full sized clear plastic locking

doors and vented top panels as shown on contract drawings.

Console racks:

a. Forced air fans shall be installed in the top rear of each console bay. The forced
air fan shall consist of one fan rated at 105 CFM mounted to a 133mm vented
blank panel the noise level of each fan shall not exceed 55 decibels. The fans
shall be installed so air is pulled from the bottom of the rack or cabinet and
exhausted out the top.

b. Console racks are to be provided with flush mounted hinged rear doors with
recessed locking latch on the bottom and middle sections of the consoles. Provide
code access to support wiring for devices located on the work surfaces.

Tamper Provisions and Tamper Switches:

1.

Enclosures, cabinets, housings, boxes and fittings or every product description having
hinged doors or removable covers and which contain circuits, or the integrated security
system and its power supplies shall be provided with cover operated, corrosion-resistant
tamper switches.

Tamper switches shall be arranged to initiate an alarm signal that will report to the
monitoring station when the door or cover is moved. Tamper switches shall be
mechanically mounted to maximize the defeat time when enclosure covers are opened or
removed. It shall take longer than 1 second to depress or defeat the tamper switch after
opening or removing the cover. The enclosure and tamper switch shall function together
in such a manner as to prohibit direct line of sign to any internal component before the
switch activates.

Tamper switches shall be inaccessible until the switch is activated. Have mounting
hardware concealed so the location of the switch cannot be observed from the exterior of
the enclosure. Be connected to circuits which are under electrical supervision at all
times, irrespective of the protection mode in which the circuit is operating. Be spring-
loaded and held in the closed position by the door or cover and be wired so they break
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the circuit when the door cover is disturbed. Tamper circuits shall be adjustable type
screw sets and shall be adjusted by the contractor to eliminate nuisance alarms
associated with incorrectly mounted tamper device shall annunciate prior to the enclosure
door opening (within 1/4 “ tolerance. The tamper device or its components shall not be
visible or accessing with common tools to bypass when the enclosure is in the secured

mode.

4, The single gang junction boxes for the portrait alarming and pull boxes with less than 102
square mm will not require tamper switches.

5. All enclosures over 305 square mm shall be hinged with an enclosure lock.

6. Control Enclosures: Maintenance/Safety switches on control enclosures, which must be

opened to make routing maintenance adjustments to the system and to service the power
supplies, shall be push/pull-set automatic reset type.

7. Provide one (1) enclosure tamper switch for each 609 linear mm of enclosure lock side
opening evenly spaced.

8. All security screws shall be Torx-Post Security Screws.

9. The contractor shall provide the owner with two (2) torx-post screwdrivers.

ELECTRONIC COMPONENTS

All electronic components of the system shall be of the solid-state type, mounted on printed
circuit boards conforming to UL 796. Boards shall be plug-in, quick-disconnect type. Circuitry
shall not be so densely placed as to impede maintenance. All power-dissipating components
shall incorporate safety margins of not less than 25 percent with respect to dissipation ratings,
maximum voltages, and current-carrying capacity.

SUBSTITUTE MATERIALS & EQUIPMENT

Where variations from the contract requirements are requested in accordance with the
GENERAL CONDITIONS and Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND
SAMPLES, the connecting work and related components shall include, but not be limited to
additions or changes to branch circuits, circuit protective devices, conduits, wire, feeders,
controls, panels and installation methods.

In addition to this Section the Security Contractor shall also reference Section Il, Products and
associated divisions. The Resident Engineer shall have final authority on the authorization or
refusal of substitutions. If there are no proposed substitutions, a statement in writing from the
Contractor shall be submitted to the Resident Engineer stating same. In the preparation of a list
of substitutions, the following information shall be included, as a minimum:

1. Identity of the material or devices specified for which there is a proposed substitution.

2. Description of the segment of the specification where the material or devices are
referenced.

3. Identity of the proposed substitute by manufacturer, brand name, catalog or model
number and the manufacturer’s product name.

4, A technical statement of all operational characteristic expressing equivalence to items to

be substituted and comparison, feature-by-feature, between specification requirements
and the material or devices called for in the specification; and Price differential.

Materials Not Listed: Furnish all necessary hardware, software, programming materials, and
supporting equipment required to place the specified major subsystems in full operation. Note
that some supporting equipment, materials, and hardware may not be described herein.
Depending on the manufacturers selected by the COTR, some equipment, materials and
hardware may not be contained in either the Contract Documents or these written
specifications, but are required by the manufacturer for complete operation according to the
intent of the design and these specifications. In such cases, the Resident Engineer shall be
given the opportunity to approve the additional equipment, hardware and materials that shall be
fully identified in the bid and in the equipment list submittal. The Resident Engineer shall be
consulted in the event there is any question about which supporting equipment, materials, or
hardware is intended to be included.
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Response to Specification: The Contractor shall submit a point-by-point statement of
compliance with each paragraph of the security specification. The statement of compliance
shall list each paragraph by number and indicate “COMPLY” opposite the number for each
paragraph where the Contractor fully complies with the specification. Where the proposed
system cannot meet the requirements of the paragraph, and does not offer an equivalent
solution, the offers shall indicate “DOES NOT COMPLY” opposite the paragraph number.
Where the proposed system does not comply with the paragraph as written, but the bidder feels
it will accomplish the intent of the paragraph in a manner different from that described, the offers
shall indicate “COMPARABLE”. The offers shall include a statement fully describing the
“comparable” method of satisfying the requirement. Where a full and concise description is not
provided, the offered system shall be considered as not complying with the specification. Any
submission that does not include a point-by-point statement of compliance, as described above,
shall be disqualified. Submittals for products shall be in precise order with the product section
of the specification. Submittals not in proper sequence will be rejected.

LIKE ITEMS

Where two or more items of equipment performing the same function are required, they shall be
exact duplicates produced by one manufacturer. All equipment provided shall be complete,
new, and free of any defects.

WARRANTY

The Contractor shall, as a condition precedent to the final payment, execute a written guarantee
(warranty) to the COTR certifying all contract requirements have been completed according to
the final specifications. Contract drawings and the warranty of all materials and equipment
furnished under this contract are to remain in satisfactory operating condition (ordinary wear
and tear, abuse and causes beyond his control for this work accepted) for one (1) year from the
date the Contactor received written notification of final acceptance from the COTR.
Demonstration and training shall be performed prior to system acceptance. All defects or
damages due to faulty materials or workmanship shall be repaired or replaced without delay, to
the COTR's satisfaction, and at the Contractor's expense. The Contractor shall provide
guarterly inspections during the warranty period. The contractor shall provide written
documentation to the COTR on conditions and findings of the system and device(s). In
addition, the contractor shall provide written documentation of test results and stating what was
done to correct any deficiencies. The first inspection shall occur 90 calendar days after the
acceptance date. The last inspection shall occur 30 calendar days prior to the end of the
warranty. The warranty period shall be extended until the last inspection and associated
corrective actions are complete. When equipment and labor covered by the Contractor's
warranty, or by a manufacturer's warranty, have been replaced or restored because of it's
failure during the warranty period, the warranty period for the replaced or repaired equipment or
restored work shall be reinstated for a period equal to the original warranty period, and
commencing with the date of completion of the replacement or restoration work. In the event
any manufacturer customarily provides a warranty period greater than one (1) year, the
Contractor's warranty shall be for the same duration for that component.

SINGULAR NUMBER

Where any device or part of equipment is referred to in these specifications in the singular
number (e.g., "the switch"), this reference shall be deemed to apply to as many such devices as
are required to complete the installation as shown on the drawings.

PART 2 - PRODUCTS

21

A.

EQUIPMENT AND MATERIALS

All equipment associated within the Security Control Room, Security Console and Security
Equipment Room shall be UL 827, UL 1981, and UL 60950 compliant and rated for continuous
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operation. Environmental conditions (i.e. temperature, humidity, wind, and seismic activity) shall
be taken under consideration at each facility and site location prior to installation of the
equipment.

All equipment shall operate on a 120 or 240 volts alternating current (VAC); 50 Hz or 60 Hz AC
power system unless documented otherwise in subsequent sections listed within this
specification. All equipment shall have a back-up source of power that will provide a minimum of
8 hours of run time in the event of a loss of primary power to the facility.

The system shall be designed, installed, and programmed in a manner that will allow for ease of
operation, programming, servicing, maintenance, testing, and upgrading of the system.

All equipment and materials for the system will be compatible to ensure correct operation.
EQUIPMENT ITEMS

The Security Management System shall provide full interface with all components of the security

subsystem as follows:

1. Shall allow for communication between the Physical Access Control System and
Database Management and all subordinate work and monitoring stations, enroliment
centers for badging and biometric devices as part of the PACS, local annunciation
centers, the electronic Security Management System (SMS), and all other VA redundant
or backup command center or other workstations locations.

2. Shall provide automatic continuous communication with all systems that are monitored by
the SMS, and shall automatically annunciate any communication failures or system
alarms to the SMS operator providing identification of the system, nature of the alarm,
and location of the alarm.

3. Controlling devices shall be utilized to interface the SMS with all field devices.

4. The Security control room and security console will be supported by an uninterrupted
power supply (UPS) or dedicated backup generator power circuit.

5. The Security Equipment room, Security Control Room, and Security Operator Console

shall house the following equipment i.e. refer to individual master specifications for each
security subsystem’s specific requirements:

Security Console Bays and Equipment Racks

Security Network Server and Workstation

CCTV Monitoring, Controlling, and Recording Equipment

PACS Monitoring and Controlling Equipment

IDS Monitoring and Controlling Equipment

Security Access Detection Monitoring Equipment

EPPS Monitoring and Controlling Equipment

Main Panels for all Security Systems

Power Supply Units (PSU) for all field devices

Life safety and power monitoring equipment

All other building systems deemed necessary by the VA to include, but not limited
to, heating, ventilation and air conditioning (HVAC), elevator control, portable
radio, fire alarm monitoring, and other potential systems.

l. Police two-way radio control consoles/units.

AT T TQ 0 a0 o

Security Console Bays - shall be EIA 310D compliant and:

1. Utilize stand-up, sit-down, and vertical equipment racks in any combination to monitor
and control the security subsystems.

2. Shall be wide enough for equipment that requires a minimum 19 inch (47.5 cm) mounting
area.

3. Shall be made of metal, furnished with wire ways, a power strip, a thermostatic controlled

bottom or top mounted fan units, a hinge mounted rear door, a hinge mounted front door
made of Plexiglas, and a louvered top. When possible, pre-fabricated (standard off-the-
shelf) security console equipment shall be used in place of customized designed
consoles.
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4, A wire management system shall be designed and installed so that all cables are
mounted in a manner that they do not interfere with day-to-day operations, are labeled for
quick identification, and so that high voltage power cables do not cause signal
interference with low voltage and data carrying cables.

5. Shall be mounted on lockable casters.

6. Shall be ergonomically designed so that all devices requiring repetitive interaction with by
the operator can be easily accessed, observed, and accomplished.

7. Controls and displays shall be located so that they are not obscured during normal

operation. Control and display units installed with a work bench shall be a minimum of 3
in. (7.5 cm) from all edges of the work bench area.

8. All security subsystem controls shall be installed within the same operating console bay
of their associated equipment.
9. Video monitors shall be mounted above all controls within a console bay and positioned

in a manner that minimum strain is placed on the operator viewing them at the console.
10. Atleast one workbench for every three (3) console bays shall be provided free of control

equipment to allow for appropriate operator workspace.
11. All console devices shall be labeled and marked with a minimum of quarter inch bold

print.

12.  All non-security related equipment that is required to be monitored shall be installed in a
console bay separate from the security subsystem equipment and clearing be identified

as such.

13. Console bays and related equipment shall be arranged in priority order and sequenced
based upon their pre-defined security subsystem operations criticality established by the

Contracting Officer.

14.  The following minimum console technical characteristics shall be taken into consideration
when designing for and installing the security console and equipment racks:

Vertical Equipment

Stand-Up Sit-Down Rack
Workstation Height No Greater than 84 | No greater than 72 | No greater than 96 in.
in. (210 cm) in. (150 cm) (240 cm)
Bench board Slope 21lin. (52.5cm) 25in. (62.5 N/A
cm)
Bench board Angle 15 degrees 15 degrees N/A
Depth of Console 24 in. (60cm) | 24in. (60 N/A
cm)
Leg and Feet Clearance | 6 sq. ft. from center | 6 sq. ft. from 6 sq. ft. from center of
of Console Slope center of Console Console Slope front
front Slope front

Distance Between
Console Rows

96 in. (240 cm)

96 in. (240 cm)

96 in. (240 cm)

Distance Between
Console and Wall

36 in. (90 cm) from
the rear and/or side
of console or rack

36 in. (90 cm) from
the rear and/or
side of console or
rack

36 in. (90 cm) from the
rear and/or side of
console or rack

Security Console Configuration:
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The size shall be defined by the number of console bays required to house and operate
the security subsystems, as well as any other factors that may influence the overall
design of the space. A small Access Control System and Database Management shall
contain no more than four (4) security console bays. A large Access Control System and
Database Management shall contain no less than five (5) and no more than eight (8)
security console bays.
Shall meet the following minimum spacing requirements to ensure that a Access Control
System and Database Management is provided to house existing and future security
subsystems and other equipment listed in paragraph 2.3.C:

a. 500 square feet for a large Access Control System and Database Management.
b. 300 square feet for a small Access Control System and Database Management.
C. If office, training room and conference space, is a processing area as well as

holding cell space is to be located adjacent to the Access Control System and
Database Management, these space requirements also need to be considered.
Shall be located in an area within, at a minimum, the first level/line of security defense
defined by the VA. If the Access Control System and Database Management is to be
located outside the first level of security, then the area shall be constructed or retrofit to
meet or exceed those requirements outlined in associated VA Master Specifications.
Shall not be located within or near an area with little to no blast mitigation standoff space
protection, adjacent to an outside wall exposed to vehicle parking and traffic, within a
basement or potential flood zone area, in close approximately to major utility areas, or
near an exposed air intake(s).
Access shall meet UFAS and ADA accessibility requirements.
Construction shall be slab to slab and free of windows, with the exception of a service
window. All penetrations into the room shall be sealed with fire stopping materials. This
material shall apply in accordance with Section 07 84 00, FIRESTOPPING.
A service window shall be installed in the wall next to the main entrance of the Access
Control System and Database Management or where it best can be monitored and
accessed by the security console operator. The window shall meet all requirements set
forth in UL 752, to include at a minimum, Class Il ballistic level protection. The windows
shall be set in a minimum or four (4) inches (100 mm) solid concrete units to ceiling
height with either masonry or gypsum wall board to the underside of the slab above. It
shall also contain a service tray constructed in a manner that only objects no larger than
3 inches (7.5 cm) in width may pass through it.
The walls making up or surrounding the Access Control System and Database
Management shall be made of materials that at a minimum offer Class Il ballistic level
protection for the security console operator(s).
There will be a main power cut-off button/switch located inside the Access Control
System and Database Management in the event of an electrical fire or related event
occurs.
Shall have a fire alarm detection unit that is tied into the main building fire alarm system
and have at least two fire extinguishers located within it.
Shall utilize a fire suppression system similar to that used by the VA’s computer and
telecommunications room operating areas.
The floor shall be raised a minimum of 4 inches (10 cm) from the concrete floor base.
Wire ways shall be utilized under the raised floor for separation of signal and power wires
and cables.
Access shall be monitored and controlled by the PACS via card reader and fixed camera
that utilizes a wide angle lens. A 1 in. (2.5 cm) deadbolt shall be utilized as a mechanical
override for the door in the event of electrical failure of the PACS, card reader, or locking
mechanism.
There shall only be one point of ingress and egress to and from the Security Control
Room. The door shall be made of solid core wood or better. If a window is required for
the door, then the window shall be ballistic resistant with a Millar covering.
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15.  Atwo-way intercom shall be placed at the point of entry into the Security Control Room
for access-communication control purposes.
16. A remote push-button door unlocking device shall not be installed for the electronic PACS
locking mechanism providing access control into the Security Control Room.
17.  All controlling equipment and power supplies that must be wall mounted shall be
mounted in a manner that maximizes usability of the Security Control Room wall space.
All equipment shall be mounted to three quarter inch fire retardant plywood. The plywood
shall be fastened to the wall from slab to slab and fixed to the existing walls supports.

Security Control Room Ventilation

1. 1. Shall meet or exceed all requirements laid out in VA Master Specification listed in
Division 23, HEATING, VENTILATION, AND AIR CONDITIONING.
2. 2. Controls shall be via a separate air handling system that provides an isolated

supply and return system. The Security Control Room shall have a dedicated thermostat
control unit and cut-off switch to be able to shut off ventilation to the control room in the
event of a chemical, biological, or radiological (CBR) event or other related emergency.

3. 3. There shall be a louver installed in the control room door to assist with ventilation
of the room. The louver shall be exactly 12 x 12 inches (30 x 30 cm) and closeable.

E. Security Control Room and Security Console Lighting:

1. 1. The following factors shall be taken into consideration for lighting of the Security
Control Room and console area:

a. a. Shadows: To reduce eye strain and fatigue, shadows shall be avoided.
b. b. Glare: The readability of all display panels, labels, and equipment shall
not be interfered with or create visibility problems.

2. 2. The following table shall provide guidance on the amount of footcandles required
per work area and type of task performed:

Work Area/Type of Task Footcandles
Main Operating Panels 50
Secondary Display Panels 50
Seated Workstations 100
Reading Handwriting 100

Typed Documents 50

Visual Display Units 10
Logbook Recording 100
Maintenance Area 50
Emergency/Back-up Lighting 10

F. Remote security console access: For facilities that have a remote, secondary back-up

control console or workstation shall apply the following requirements:

1. 1. The secondary stations shall the requirements outlined in Sections 2.2.A-G.

2. 2. Installation of an intercom station or telephone line shall be installed and provide
direct one touch call-up for communications between the primary Security Control
Console and secondary Security Control Console.

3. 3. Secondary stations shall not have priority over a primary Security Control
Console.

4, 4, The primary Access Control System and Database Management shall have the
ability to shut off power and a signal to a secondary control station in the event the area
has been compromised.

G. Wires and Cables:

1. 1. Shall meet or exceed the manufactures recommendation for power and signals.

2. 2. Shall be carried in an enclosed conduit system, utilizing electromagnetic tubing

(EMT) to include the equivalent in flexible metal, rigid galvanized steel (RGS) to include
the equivalent of liquid tight, polyvinylchloride (PVC) schedule 40 or 80.
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3. All conduits will be sized and installed per the NEC. All security system signal
and power cables that traverse or originate in a high security office space will contained
in either EMT or RGS conduit.
4, All conduit, pull boxes, and junction boxes shall be marked with colored
permanent tape or paint that will allow it to be distinguished from all other infrastructure
conduit.

5. Conduit fills shall not exceed 50 percent unless otherwise documented.

6. A pull string shall be pulled along and provided with signal and power cables to
assist in future installations.

7. At all locations where there is a wall penetration or core drilling is conducted to
allow for conduit to be installed, fire stopping materials shall be applied to that area.

8. High voltage and signal cables shall not share the same conduit and shall be

kept separate up to the point of connection. High voltage for the security subsystems
shall be any cable or sets of cables carrying 30 VDC/VAC or higher.

9. For all equipment that is carrying digital data between the Security Control Room,
Security Equipment Room, Security Console, or at a remote monitoring station, it shall
not be less that 20 AWG and stranded copper wire for each conductor. The cable or each
individual conductor within the cable shall have a shield that provides 100% coverage.
Cables with a single overall shield shall have a tinned copper shield drain wire.

FIBER OPTIC EQUIPMENT

8 Channel Fiber Optic Transcievers (Video&PTZ Control)
1. The field-located and central-located fiber optic transceivers shall utilize wave
division multiplexing to transmit and receive video and data pan-tilt-zoom control signals
over two standard 62.5/125 multimode fibers.

The units shall be capable of operating over a range of 2 km.

The units shall be NTSC color compatible.

The units shall support data rates up to 64 Kbps.

The units shall be surface or rack mountable.

The units shall be UL listed.

The units shall meet or exceed the following specifications:
a. Video
1) 1) Input/Output: 1 volt pk-pk (75 ohms)
2) 2) Input/Output Channels: 8
3) 3) Bandwidth: 10 Hz - 6.5 MHZ per channel
4) 4) Differential Gain: 2%
5) 5) Differential Phase: 0.7°
6) 6) Tilt: 1%
7 7) Signal to Noise Ratio: 60 dB
b. b. Data (Control)

1) 1) Data Channels: 2
2) 2) Data Format: RS-232, RS-422, 2 wire or 4 wire RS-485 with Tri-State
Manchester Bi-Phase and Sensornet

P NoOOA~WN

3) 3) Data Rate: DC - 100 kbps (NRZ)
4) 4) Bit Error Rate: 1in 10-9 @ Maximum Optical Loss Budget
5) 5) Operating Mode: Simplex or Full-Duplex

6) 6) Wavelength:  1310/1550 nm, Multimode or Singlemode
7) 7) Optical Emitter: Laser Diode

8) 8) Number of Fibers: 1
C. C. Connectors
1) 1) Optical: ST
2) 2) Power and Data: Terminal Block with Screw Clamps
3) 3) Video: BNC (Gold Plated Center-Pin)
d. d. Electrical and Mechanical

1) 1) Power: 12 VDC @ 500 mA (stand-alone)
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2) 3) Current Protection; Automatic Resettable Solid-State Current
Limiters
e. e. Environmental
1) 1) MTBF: 100,000 hours
2) 2) Operating Temp: -40 to 74 deg C (-40 to 165 deg F)
3) 3) Storage Temp: -40 to 85 deg C (-40 to 185 deg F)
4) 4) Relative Humidity: 0% to 95% (non-condensing)
B. Fiber Optic Transmitters: The central-located fiber optic transmitters shall utilize wave
division multiplexing to transmit video and signals over standard 62.5/125 multimode fibers.
1 1. The units shall be capable of operating over a range of 4.8 km.
2. 2. The units shall be NTSC color compatible.
3. 3. The units shall support data rates up to 64 Kbps.
4 4, The units shall be surface or rack mountable.
5 5. The units shall be UL listed.
6 6. The units shall meet or exceed the following specifications:
a. a. Video
1) 1) Input: 1 volt pk-pk (75 ohms)
2) 2) Bandwidth: 5H2 - 10 MHZ
3) 3) Differential Gain: 5%
4) 4) Tilt: 1%
5) 5) Signal-Noise: 60db
6) 6) Wavelength:  850nm
7 7) Number of Fibers: 1
8) 8) Operating Temp: -20to 70 deg C (-4 to 158 deg F)
9) 9) Connectors:
a) a) Power: Female plug with screw clamps
b) b) Video: BNC
C) c) Optical: ST
10) 10) Power: 12 VDC
C. Fiber Optic Receivers: The field-located fiber optic receivers shall utilize wave division
multiplexing to receive video signals over standard 62.5/125 multimode fiber.
1. 1. The units shall be capable of operating over a range of 4.8 km.
2. 2. The units shall be NTSC color compatible.
3 3. The units shall support data rates up to 64 Kbps.
4 4. The units shall be surface or rack mountable.
5 5. The units shall be UL listed.
6 6. The units shall meet or exceed the following specifications:
a. a. Video
1) 1) Output: 1 volt pk-pk (75 ohms)
2) 2) Bandwidth: 5H2 - 10 MHZ
3) 3) Differential Gain: 5%
4) 4) Tilt: 1%
5) 5) Signal-Noise: 60dB
6) 6) Wavelength:  850nm
7) 7) Number of Fibers: 1
8) 8) Surface Mount: 106.7 x 88.9 x 25.4 mm (4.2 x 3.5x 1in)
9) 9) Operating Temp: -20 to 70 deg C (-4 to 158 deg F)
10) 10) Connectors:
11) 11) Power: Female plug block with screw clamps
12) 12) Video: BNC
13) 13) Optical: ST
14) 14) Power: 12 VACS8 Channel Fiber Optic Transcievers (Video&PTZ
Control)
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Fiber Optic Sub Rack with Power Supply
1. The Card Cage Rack shall provide high-density racking for fiber-optic modules.
The unit shall be designed to mount in standard 483 mm (19 in) instrument racks and to
accommodate the equivalent of 15 1-inch modules.
a. a. Specifications
1) 1) Card Orientation: Vertical
2) 2) Construction:  Aluminum
3) 3) Current Consumption: 0.99 A

4) 4) Humidity: 95.0 % RH
5) 5) Input Power:  100-240 VAC, 60/50 Hz
6) 6) Mounting: Mounts in standard 483 mm (19 in) rack using four (4)

screws (optional wall brackets purchased separately)
7 7) Number of Outputs: 1.0
8) 8) Number of Slots15.0
9) 9) Operating Temperature:-40 to +75 deg C (-40.0 to 167.0 deg F)

10) 10) Ouput Voltage: 13.5V
11) 11) Output Current 6.0 A
12) 12) Power Dissipation: 280W
13) 13) Power Factor: 48.0
14) 14) Power Supply: (built-in)
15) 15) Rack Units: 3RU
16) 16) Redundant Capability: Yes
17) 17) Weight: 2.43 kg (5.35 Ib)
18) 18) Width: 483 mm (19.0 in)
2.4 TRANSIENT VOLTAGE SURGE SUPPRESSION DEVICES (TVSS) AND SURGE
SUPPRESION
A. Transient Voltage Surge Suppression
1. 1. All cables and conductors extending beyond building perimeter, except fiber optic
cables, which serve as communication, control, or signal lines shall be protected against

Transient Voltage surges and have Transient Voltage surge suppression protection

(TVSS) UL listed in accordance with Standard 497B installed at each end. Lighting and

surge suppression shall be a multi-strike variety and include a fault indicator. Protection

shall be furnished at the equipment and additional triple solid state surge protectors rated
for the application on each wire line circuit shall be installed within 915 mm (36 in) of the
building cable entrance. Fuses shall not be used for surge protection. The inputs and
outputs shall be tested in both normal mode and common mode using the following
waveforms:

a. a. A 10-microsecond rise time by 1000 microsecond pulse width waveform
with a peak voltage of 1500 volts and a peak current of 60 amperes.

b. b. An 8-microsecond rise time by 20-microsecond pulse width waveform
with a peak voltage of 1000 volts and a peak current of 500 amperes.

C. C. Maximum series current: 2 AMPS. Provide units manufactured by
Advanced Protection Technologies, model # TE/FA 10B or TE/FA 20B or approved
equivalent.

d. d. Operating Temperature and Humidity: -40 to + 85 deg C (-40 to 185 deg
F), and 0 to 95 percent relative humidity, non-condensing.

B. Physical Access Control Systems
1. 1. Suppressors shall be installed on AC power at the point of service and shall meet
the following criteria:

a. a. UL1449 2nd Edition, 2007, listed

b. b UL1449 S.V.R. of 400 Volts or lower

C. C. Status Indicator Light(s)

d. d Minimum Surge Current Capacity: 40,000 Amps (8 x 20 psec)
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e e. Maximum Continuous Current: 15 Amps
f f.MCOV: 125 VAC
g. g. Service Voltage: 110-120 VAC
2 Suppressors shall be installed on the Low Voltage circuit at both the point of

entrance and exit of the building. Suppressors shall meet the following criteria:
UL 497B
Minimum Surge Current Capacity: 2,000 Amps per pair
Maximum Continuous Current: 5 Amps
MCOV: 33 Volts
Service Voltage: 24Volts
Suppressors shall be installed on the communication circuit between the access
controller and card reader at both the entrance and exit of the building. Suppressors
shall meet the following criteria:
Conforms with UL497B standards (where applicable)
Clamp level for 12 and 24V power: 18VDC / 38VDC
Clamp level for Data/LED: 6.8VDC
Service Voltage for Power: 12VDC/24VDC
. Service Voltage for Data/LED: 5VDC
.Clamp level — PoE Access Power: 72V
Clamp level — PoE Access Data: 7.9V
Service Voltage — PoE Access: 48VAC — 54VAC
Serwce Voltage — PoE Data: 5VDC

Intercom Systems

1. Suppressors shall be installed on the AC power at the point of service and shall
meet the following criteria:

a a. UL 1449 Listed

b b UL 1449 S.V.R. of 400 Volts or lower

C. C. Diagnostic Indicator Light(s)

d. d. Integrated ground terminating post (where case/chassis ground exists)
e e

2
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. Minimum Surge Current Capacity of 13,000 Amps (8 x 20 uSec)
Suppressors shall be installed on incoming central office lines and shall meet the
following criteria:

a. a. UL 497A Listed

b. b Multi Stage protection design

C. C. Auto-reset current protection not to exceed 2 Amps per pair

d. d. Minimum Surge Current of 500 Amps per pair (8 x 20 uSec)

3. Suppressors shall be installed on all telephone/intercom circuits that enter or

leave separate buildings and shall meet the following criteria:

a. a. UL 497A Listed (where applicable)

b. b. UL 497B Listed (horns, strobes, speakers or communication circuits over
300 feet)

C. C. Multi Stage protection design

d. d. Auto-reset over-current protection not to exceed 5 Amps per pair

e. e. Minimum Surge Current of 1000 Amps per pair (8 x 20 uSec)

Intrusion Detection Systems

1. Suppressors shall be installed on AC at the point of service and shall meet the

following criteria:

a. a. UL 1449, 2nd Edition 2007, listed

b b UL 1449 S.V.R. of 400 Volts or lower

C. c Status Indicator Lights

d. d. Center screw for terminating Class Il transformers

e e. Minimum Surge Current Capacity of 32,000 Amps (8 x 20 uSec)
2 Suppressors shall be installed on all Telephone Communication Interface
circuits and shall meet the following criteria:
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UL 497A Listed
Multi Stage protection design
Surge Current Capacity: 9,000 Amps (8x20 uSec)
Clamp Voltage: 130Vrms
Auto reset current protection not to exceed 150 milliAmps
Suppressors shall be installed on all burglar alarm initiating and signaling loops
and addressable circuits which enter or leave separate buildings. The following criteria
shall be met:

weoo o
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a. a. UL 497B for data communications or annunciation (powered loops)
b. b. Fail-short/fail-safe mode.

C. C. Surge Current Capacity: 9,000 Amps (8x20 uSec)

d. d. Clamp Voltage: 15 Vrms

e. e. Joule Rating: 76 Joules per pair (10x1000 pSec)

f. f. Auto-reset current protection not to exceed 150 milliAmps for UL 497A devices.

Video Surveillance System
1. Protectors shall be installed on coaxial cable systems on points of entry and exit
from separate buildings. Suppressors shall be installed at each exterior camera location
and include protection for 12 and/or 24 volt power, data signal and motor controls (for
Pan, Tilt and Zoom systems). SPDs shall protect all modes herein mentioned and
contain all modes in a single unit system. Protection for all systems mentioned above
shall be incorporated at the head end equipment. Additionally a minimum 450VA battery
back up shall be used to protect the DVR or VCR and monitor. Protectors shall meet the
following criteria:
a. a. Head-End Power

1) 1) UL 1778, cUL (Battery Back Up)

2) 2) Minimum Surge Current Capacity: 65,000 Amps (8x20usec)

3) 3) Minimum of two (2) NEMA 5-15R Receptacles (one (1) AC power only,

one (1) with UPS)

4) 4) All modes protected (L-N, L-G, N-G)

5) 5) EMI/RFI Filtering

6) 6) Maximum Continuous Current: 12 Amps
b. b. Camera Power

1) 1) Minimum Surge Current Capacity: 1,000 Amps (8X20usec); 240 Amps

for IP Video/PoE cameras

2) 2) Screw Terminal Connection

3) 3) All protection modes L-G (all Lines)

4) 4) MCOV 40VAC
C. C. Video And Data

1) 1) Surge Current Capacity 1,000 Amps per conductor

2) 2) “BNC” Connection (Coax)

3) 3) Protection modes: L-G (Data), Center Pin-G, Shield-G (Coax)

4) 4) Band Pass 0-2GHz

5) 5) Insertion Loss 0.3dB

Grounding and Surge Suppression

1. The Security Contractor shall provide grounding and surge suppression to
stabilize the voltage under normal operating conditions. This is to ensure the operation of
over current devices, such as fuses, circuit breakers, and relays, underground-fault
conditions.

2. The Contractor shall engineer, provide, ad install proper grounding and surge
suppression as required by local jurisdiction and prevailing codes and standards,
referenced in this document.

3. Principal grounding components and features shall include: main grounding
buses, grounding, and bonding connections to service equipment.
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4, The Contractor shall provide detail drawings of interconnection with other
grounding systems including lightning protection systems.
5. The Contractor shall provide details of locations and sizes of grounding

conductors and grounding buses in electrical, data, and communication equipment rooms
and closets.

6. AC power receptacles are not to be used as a ground reference point.

7. Any cable that is shielded shall require a ground in accordance with applicable
codes, the best practices of the trade, and all manufactures’ installation instructions.

120 VAC Surge Suppression

Continuous Current: Unlimited (parallel connection)

Max Surge Current: 13,500 Amps

Protection Modes: L-N,L-G,N-G

Warranty: Ten Year Limited Warranty

Dimension: 73.7 x 41.1 x 52.1 mm (2.90 x 1.62 x 2.05 in)
Weight: 2.88 g (0.18 Ibs)

Housing: ABS

NouohrwhE

S INSTALLATION KIT

General:

1. The kit shall be provided that, at a minimum, includes all connectors and

terminals, labeling systems, audio spade lugs, barrier strips, punch blocks or wire wrap

terminals, heat shrink tubing, cable ties, solder, hangers, clamps, bolts, conduit, cable
duct, and/or cable tray, etc., required to accomplish a neat and secure installation. All
wires shall terminate in a spade lug and barrier strip, wire wrap terminal or punch block.

Unfinished or unlabeled wire connections shall not be allowed. All unused and partially

opened installation kit boxes, coaxial, fiber-optic, and twisted pair cable reels, conduit,

cable tray, and/or cable duct bundles, wire rolls, physical installation hardware shall be
turned over to the Contracting Officer. The following sections outline the minimum
required installation sub-kits to be used:

2. System Grounding:

a. a. The grounding kit shall include all cable and installation hardware
required. All head end equipment and power supplies shall be connected to earth
ground via internal building wiring, according to the NEC.

b. b. This includes, but is not limited to:

1) 1) Coaxial Cable Shields
2) 2) Control Cable Shields
3) 3) Data Cable Shields

4) 4) Equipment Racks

5) 5) Equipment Cabinets
6) 6) Conduits

7) 7) Cable Duct blocks

8) 8) Cable Trays

9) 9) Power Panels

10) 10) Grounding
11) 11) Connector Panels
3. Coaxial Cable: The coaxial cable kit shall include all coaxial connectors, cable

tying straps, heat shrink tabbing, hangers, clamps, etc., required to accomplish a neat
and secure installation.

4. Wire and Cable: The wire and cable kit shall include all connectors and terminals,
audio spade lugs, barrier straps, punch blocks, wire wrap strips, heat shrink tubing, tie
wraps, solder, hangers, clamps, labels etc., required to accomplish a neat and orderly
installation.

5. Conduit, Cable Duct, and Cable Tray: The kit shall include all conduit, duct, trays,
junction boxes, back boxes, cover plates, feed through nipples, hangers, clamps, other
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hardware required to accomplish a neat and secure conduit, cable duct, and/or cable tray
installation in accordance with the NEC and this document.

6. 6. Equipment Interface: The equipment kit shall include any item or quantity of
equipment, cable, mounting hardware and materials needed to interface the systems with
the identified sub-system(s) according to the OEM requirements and this document.

7. 7. Labels: The labeling kit shall include any item or quantity of labels, tools, stencils,
and materials needed to label each subsystem according to the OEM requirements, as-
installed drawings, and this document.

8. 8. Documentation: The documentation kit shall include any item or quantity of items,
computer discs, as installed drawings, equipment, maintenance, and operation manuals,
and OEM materials needed to provide the system documentation as required by this
document and explained herein.

PART 3 - EXECUTION

3.1

3.2

3.3

COMMON REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY INSTALLATION
Comply with NECA 1.

Measure indicated mounting heights to bottom of unit for suspended items and to center of unit
for wall-mounting items.

Headroom Maintenance: If mounting heights or other location criteria are not indicated, arrange
and install components and equipment to provide maximum possible headroom consistent with
these requirements.

Equipment: Install to facilitate service, maintenance, and repair or replacement of components
of both electronic safety and security equipment and other nearby installations. Connect in
such a way as to facilitate future disconnecting with minimum interference with other items in
the vicinity.

Right of Way: Give to piping systems installed at a required slope.
Equipment location shall be as close as practical to locations shown on the drawings.

Inaccessible Equipment:

1. Where the Government determines that the Contractor has installed equipment not
conveniently accessible for operation and maintenance, the equipment shall be removed
and reinstalled as directed at no additional cost to the Government.

2. "Conveniently accessible" is defined as being capable of being reached without the use
of ladders, or without climbing or crawling under or over obstacles such as, but not limited
to, motors, pumps, belt guards, transformers, piping, ductwork, conduit and raceways.

FIRESTOPPING

Apply firestopping to penetrations of fire-rated floor and wall assemblies for electronic safety
and security installations to restore original fire-resistance rating of assembly. Firestopping
materials and installation requirements are specified in Division 07 Section 07 84 00
"Firestopping."

COMMISIONING

Provide commissioning documentation in accordance with the requirements of Section 28 08 00
— COMMISIONIN OF ELECTRONIC SAFETY AND SECURITY SYSTEMS for all inspection,
start up, and contractor testing required above and required by the System Readiness Checklist
provided by the Commissioning Agent.

Components provided under this section of the specification will be tested as part of a larger
system. Refer to section 28 08 00 — COMMISIONING OF ELECTRONIC SAFETY AND
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SECURITY SYSTEMS and related sections for contractor responsibilities for system
commissioning.

DEMONSTRATION AND TRAINING

Training shall be provided in accordance with Article, INSTRUCTIONS, of Section 01 00 00,
GENERAL REQUIREMENTS.

Training shall be provided for the particular equipment or system as required in each associated
specification.

A training schedule shall be developed and submitted by the contractor and approved by the
Resident Engineer at least 30 days prior to the planned training.

Provide services of manufacturer’s technical representative for 2 hours to instruct VA personnel
in operation and maintenance of units.

Submit training plans and instructor qualifications in accordance with the requirements of
Section 28 08 00 — COMMISIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.

WORK PERFORMANCE
Job site safety and worker safety is the responsibility of the contractor.

For work on existing stations, arrange, phase and perform work to assure electronic safety and
security service for other buildings at all times. Refer to Article OPERATIONS AND STORAGE
AREAS under Section 01 00 00, GENERAL REQUIREMENTS.

New work shall be installed and connected to existing work neatly and carefully. Disturbed or
damaged work shall be replaced or repaired to its prior conditions, as required by Section 01 00
00, GENERAL REQUIREMENTS.

Coordinate location of equipment and conduit with other trades to minimize interferences. See
the GENERAL CONDITIONS.

SYSTEM PROGRAMMING

General Programming Requirements

1. This following section shall be used by the contractor to identify the anticipated level of
effort (LOE) required setup, program, and configure the Electronic Security System
(ESS). The contractor shall be responsible for providing all setup, configuration, and
programming to include data entry for the Security Management System (SMS) and
subsystems (e.g., video matrix switch, intercoms, digital video recorders, intrusion
devices, including integration of subsystems to the SMS (e.g., camera call up, time
synchronization, intercoms). System programming for existing or new SMS servers shall
not be conducted at the project site.

Level of Effort for Programming
1. The Contractor shall perform and complete system programming (including all data entry)
at an offsite location using the Contractor’'s own copy of the SMS software. The
Contractor’s copy of the SMS software shall be of the Owners current version. Once
system programming has been completed, the Contractor shall deliver the data to the
Resident Engineer on data entry forms and an approved electronic medium, utilizing data
from the contract documents. The completed forms shall be delivered to the Resident
Engineer for review and approval at least 90 calendar days prior to the scheduled date
the Contractor requires it. The Contractor shall not upload system programming until the
Resident Engineer has provided written approval. The Contractor is responsible for
backing up the system prior to uploading new programming data. Additional
programming requirements are provided as follows:
a. Programming for New SMS Server: The contractor shall provide all other system
related programming. The contractor will be responsible for uploading personnel
information (e.g., ID Cards backgrounds, names, access privileges, personnel
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photos, access schedules, personnel groupings) along with coordinating with
Resident Engineer for device configurations, standards, and groupings. VA shall
provide database to support Contractor’s data entry tasks. The contractor shall
anticipate a weekly coordination meeting and working with Resident Engineer to
ensure data uploading is performed without incident of loss of function or data loss.
Programming for Existing SMS Servers: The contractor shall perform all related
system programming except for personnel data as noted. The contractor will not
be responsible for uploading personnel information (e.g., ID Cards backgrounds,
names, access privileges, access schedules, personnel groupings). The contractor
shall anticipate a weekly coordination meeting and working alongside of Resident
Engineer to ensure data uploading is performed without incident of loss of function
or data loss. System programming for SMS servers shall be performed by using
the Contractor’s own server and software. These servers shall not be connected
to existing devices or systems at any time.

The Contractor shall identify and request from the Resident Engineer, any additional data
needed to provide a complete and operational system as described in the contract
documents.

Contractor and Resident Engineer coordination on programming requires a high level of
coordination to ensure programming is performed in accordance with VA requirements
and programming uploads do not disrupt existing systems functionality. The contractor
shall anticipate a minimum a weekly coordination meeting. Contractor shall ensure data
uploading is performed without incident of loss of function or data loss. The following
Level of Effort Chart is provided to communicate the expected level of effort required by
contractors on VA ESS projects. Calculations to determine actual levels of effort shall be
confirmed by the contractor before project award.

C.
Description of Tasks

Descri Initial Set- Syste
tion Develop u m
P System Coordinatio ue- Graphic Final Level of Effort
of ; Configuratio Progr )

Loading n Maps . | Checks (Typical Tasks)
Syste n ammi
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ms ng
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Note: Programming tasks are supported through the contractor’'s development of

the Technical Data Package Submittals.

Table 1 Contractor Level of Effort
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3.7 TESTING AND ACCEPTANCE

A. Performance Requirements

1.

General:

a. The Contractor shall perform contract field, performance verification, and
endurance testing and make adjustments of the completed security system when
permitted. The Contractor shall provide all personnel, equipment, instrumentation,
and supplies necessary to perform all testing. Written notification of planned
testing shall be given to the Resident Engineer at least 60 calendar days prior to
the test and after the Contractor has received written approval of the specific test
procedures.

b. The COTR shall witness all testing and system adjustments during testing. Written
permission shall be obtained from the Resident Engineer before proceeding with
the next phase of testing. Original copies of all data produced during performance
verification and endurance testing shall be turned over to the Resident Engineer at
the conclusion of each phase of testing and prior to Resident Engineer approval of
the test.

Test Procedures and Reports: The test procedures, compliant w/ VA standard test

procedures, shall explain in detail, step-by-step actions and expected results

demonstrating compliance with the requirements of the specification. The test reports
shall be used to document results of the tests. The reports shall be delivered to the

Resident Engineer within seven (7) calendar days after completion of each test.

B. Pre-Delivery Testing

1.

The purpose of the pre-delivery test is to establish that a system is suitable for
installation. As such, pre-delivery test shall be a mock-up of the system as planned in the
contract documents. The Contractor shall assemble the Security Test System at the
Contractors local project within 50-miles of the project site, and perform tests to
demonstrate the performance of the system complies with the contract requirements in
accordance with the approved pre-delivery test procedures. The tests shall take place
during regular daytime working hours on weekdays. Model numbers of equipment tested
shall be identical to those to be delivered to the site. Original copies of all data produced
during pre-delivery testing, including results of each test procedure, shall be documented
and delivered to the Resident Engineer at the conclusion of pre-delivery testing and prior
to Resident Engineer’s approval of the test. The test report shall be arranged so all
commands, stimuli, and responses are correlated to allow logical interpretation. For
Existing System maodifications, the contractor shall provide their own server with loaded
applicable software to support PDT.

Test Setup: The pre-delivery test setup shall include the following:

a. All console equipment.

1) At least one of each type of data transmission media (DTM) and associated
equipment to provide a fully integrated PACS.

2) The number of local processors shall equal the amount required by the site
design.

3) Enough sensor simulators to provide alarm signal inputs to the system equal
to the number of sensors required by the design. The alarm signals shall be
manually or software generated.

4) Contractor to prove to owner all systems are appropriately sized and
configured as sized.

5) Integration of VASS, intercom systems, other subsystems.

During the bidding process the contractor shall submit a request for information to the
Owner to determine if a pre-delivery test will be required. If a pre-delivery test is not
required, the contractor shall provide a written notification that the Pre-delivery Test is not
required in their shop drawings submission.
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C. The inspection and test will be conducted by a factory-certified contractor representative and
witnessed by a Government Representative. The results of the inspection will be officially
recorded by a designated Government Representative and maintained on file by the Resident
Engineer (RE), until completion of the entire project. The results will be compared to the
Acceptance Test results.

D. Contractor’s Field Testing (CFT)

1. The Contractor shall calibrate and test all equipment, verify DTM operation, place the
integrated system in service, and test the integrated system. Ground rods installed by
this Contractor within the base of camera poles shall be tested as specified in IEEE STD
142. The Contractor shall test all security systems and equipment, and provide written
proof of a 100% operational system before a date is established for the system
acceptance test. Documentation package for CFT shall include completed (fully
annotated details of test details) for each device and system tested, and annotated
loading sheets documenting complete testing to Resident Engineer approval. CFT test
documentation package shall conform to submittal requirements outlined in this Section.
The Contractor’s field testing procedures shall be identical to the Resident Engineer’s
acceptance testing procedures. The Contractor shall provide the Resident Engineer with
a written listing of all equipment and software indicating all equipment and components
have been tested and passed. The Contractor shall deliver a written report to
theResident Engineer stating the installed complete system has been calibrated, tested,
and is ready to begin performance verification testing; describing the results of the
functional tests, diagnostics, and calibrations; and the report shall also include a copy of
the approved acceptance test procedure. Performance verification testing shall not take
place until written notice by contractor is received certifying that a contractors field test
was successful.

E. Performance Verification Test (PVT)

1. Test team:

a. After the system has been pretested and the Contractor has submitted the pretest
results and certification to the Resident Engineer, then the Contractor shall
schedule an acceptance test to date and give the Resident Engineer written, notice
as described herein, prior to the date the acceptance test is expected to begin.
The system shall be tested in the presence of a Government Representative, an
OEM certified representative, representative of the Contractor and other approved
by the Resident Engineer. The system shall be tested utilizing the approved test
equipment to certify proof of performance, FCC, UL and Emergency Service
compliance. The test shall verify that the total system meets all the requirements of
this specification. The notification of the acceptance test shall include the expected
length (in time) of the test.

2. The Contractor shall demonstrate the completed Physical Access Control System PACS
complies with the contract requirements. In addition, the Contractor shall provide written
certification that the system is 100% operational prior to establishing a date for starting
PVT. Using approved test procedures, all physical and functional requirements of the
project shall be demonstrated and shown. The PVT will be stopped and aborted as soon
as 10 technical deficiencies are found requiring correction. The Contractor shall be
responsible for all travel and lodging expenses incurred for out-of-town personnel
required to be present for resumption of the PVT. If the acceptance test is aborted, the
re-test will commence from the beginning with a retest of components previously tested
and accepted.

3. The PVT, as specified, shall not begin until receipt of written certification that the
Contractors Field Testing was successful. This shall include certification of successful
completion of testing as specified in paragraph “Contractor’s Field Testing”, and upon
successful completion of testing at any time when the system fails to perform as
specified. Upon termination of testing by the Resident Engineer or Contractor, the
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Contractor shall commence an assessment period as described for Endurance Testing
Phase II.
Upon successful completion of the acceptance test, the Contractor shall deliver test
reports and other documentation, as specified, to the Resident Engineer prior to
commencing the endurance test.
Additional Components of the PVT shall include:
a. System Inventory

1) All Device equipment

2) All Software

3) All Logon and Passwords

4) All Cabling System Matrices

5) All Cable Testing Documents

6) All System and Cabinet Keys

b. Inspection

1) Contractor shall record an inspection punch list noting all system
deficiencies. The contractor shall prepare an inspection punch list format for
Resident Engineers approval.

2) As a minimum the punch list shall include a listing of punch list items, punch
list item location, description of item problem, date noted, date corrected,
and details of how item was corrected.

Partial PVT - At the discretion of Resident engineer, the Performance Verification Test
may be performed in part should a 100% compliant CFT be performed. In the event that
a partial PVT will be performed instead of a complete PVT; the partial PVT shall be
performed by testing 10% of the system. The contractor shall perform a test of each
procedure on select devices or equipment.

F. Endurance Test

1.

The Contractor shall demonstrate the specified probability of detection and false alarm
rate requirements of the completed system. The endurance test shall be conducted in
phases as specified below. The endurance test shall not be started until the Resident
Engineer notifies the Contractor, in writing, that the performance verification test is
satisfactorily completed, training as specified has been completed, and correction of all
outstanding deficiencies has been satisfactorily completed. VA shall operate the system
24 hours per day, including weekends and holidays, during Phase | and Phase I
endurance testing. VA will maintain a log of all system deficiencies. The Resident
Engineer may terminate testing at any time the system fails to perform as specified.
Upon termination of testing, the Contractor shall commence an assessment period as
described for Phase Il. During the last day of the test, the Contractor shall verify the
appropriate operation of the system. Upon successful completion of the endurance test,
the Contractor shall deliver test reports and other documentation as specified to the
Resident Engineer prior to acceptance of the system.

Phase | (Testing): The test shall be conducted 24 hours per day for 15 consecutive

calendar days, including holidays, and the system shall operate as specified. The

Contractor shall make no repairs during this phase of testing unless authorized in writing

by the Resident Engineer. If the system experiences no failures, the Contractor may

proceed directly to Phase lll testing after receiving written permission from the Resident

Engineer.

Phase Il (Assessment):

a. After the conclusion of Phase I, the Contractor shall identify all failures, determine
causes of all failures, repair all failures, and deliver a written report to the Resident
Engineer. The report shall explain in detail the nature of each failure, corrective
action taken, results of tests performed, and recommend the point at which testing
should be resumed.

b. After delivering the written report, the Contractor shall convene a test review
meeting at the job site to present the results and recommendations to the Resident
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Engineer. The meeting shall not be scheduled earlier than five (5) business days
after the Resident Engineer receives the report. As part of this test review
meeting, the Contractor shall demonstrate all failures have been corrected by
performing appropriate portions of the performance verification test. Based on the
Contractor’s report and the test review meeting, the Resident Engineer will provide
a written determine of either the restart date or require Phase | be repeated.

4, Phase Il (Testing): The test shall be conducted 24 hours per day for 15 consecutive
calendar days, including holidays, and the system shall operate as specified. The
Contractor shall make no repairs during this phase of testing unless authorized in writing
by the COTR.

5. Phase IV (Assessment):

a.

Exclusions

After the conclusion of Phase I, the Contractor shall identify all failures, determine
causes of all failures, repair all failures, and deliver a written report to the COTR.
The report shall explain in detail the nature of each failure, corrective action taken,
results of tests performed, and recommend the point at which testing should be
resumed.

After delivering the written report, the Contractor shall convene a test review
meeting at the job site to present the results and recommendations to the COTR.
The meeting shall not be scheduled earlier than five (5) business days after receipt
of the report by the COTR. As a part of this test review meeting, the Contractor
shall demonstrate that all failures have been corrected by repeating appropriate
portions for the performance verification test. Based on the review meeting the
test should not be scheduled earlier than five (5) business days after the Resident
Engineer receives the report. As a part of this test review meeting, the Contractor
shall demonstrate all failures have been corrected by repeating appropriate
portions of the performance verification test. Based on the Contractor’s report and
the test review meeting, the Resident Engineer will provide a written determine of
either the restart date or require Phase Il be repeated. After the conclusion of any
re-testing which the Resident Engineer may require, the Phase IV assessment
shall be repeated as if Phase Ill had just been completed.

1. The Contractor will not be held responsible for failures in system performance resulting
from the following:

a.

An outage of the main power in excess of the capability of any backup power
source provided the automatic initiation of all backup sources was accomplished
and that automatic shutdown and restart of the PACS performed as specified.
Failure of an Owner furnished equipment or communications link, provided the
failure was not due to Contractor furnished equipment, installation, or software.
Failure of existing Owner owned equipment, provided the failure was not due to
Contractor furnished equipment, installation, or software.

---END---
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SECTION 28 05 13

CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY

PART 1 - GENERAL

1.1

A.

1.2

w

1.3

o0 w >

m

DESCRIPTION

This section specifies the finishing, installation, connection, testing and certification the
conductors and cables required for a fully functional for electronic safety and security (ESS)
system.

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.
Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.

Section 28 05 00 — COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for general requirements that are common to more than one section
in Division 28.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for personnel safety and to provide a low impedance path for
possible ground fault currents.

Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SECURITY AND SAFETY.
Requirements for infrastructure.

Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
Requirements for commissioning.

Section 31 20 00 - EARTH MOVING. For excavation and backfill for cables that are installed in
conduit.

DEFINITIONS

BICSI: Building Industry Consulting Service International.
EMI: Electromagnetic interference.
IDC: Insulation displacement connector.

Ladder Cable Tray: A fabricated structure consisting of two longitudinal side rails connected by
individual transverse members (rungs).

Low Voltage: As defined in NFPA 70 for circuits and equipment operating at less than 50 V or
for remote-control and signaling power-limited circuits.

Open Cabling: Passing telecommunications cabling through open space (e.g., between the
studs of a wall cavity).

RCDD: Registered Communications Distribution Designer.

Solid-Bottom or Nonventilated Cable Tray: A fabricated structure consisting of integral or
separate longitudinal side rails, and a bottom without ventilation openings.

Trough or Ventilated Cable Tray: A fabricated structure consisting of integral or separate
longitudinal rails and a bottom having openings sufficient for the passage of air and using 75
percent or less of the plan area of the surface to support cables.

UTP: Unshielded twisted pair.
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QUALITY ASSURANCE

See section 28 05 00, Paragraph 1.4.
SUBMITTALS

In accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES,

furnish the following:

1. Manufacturer's Literature and Data: Showing each cable type and rating.

2. Certificates: Two weeks prior to final inspection, deliver to the Resident Engineer/COTR
four copies of the certification that the material is in accordance with the drawings and
specifications and diagrams for cable management system.

3. Shop Drawings: Cable tray layout, showing cable tray route to scale, with relationship
between the tray and adjacent structural, electrical, and mechanical elements. Include
the following:

a. Vertical and horizontal offsets and transitions.

b. Clearances for access above and to side of cable trays.

C. Vertical elevation of cable trays above the floor or bottom of ceiling structure.

d Load calculations to show dead and live loads as not exceeding manufacturer's
rating for tray and its support elements.

e. System labeling schedules, including electronic copy of labeling schedules that are
part of the cable and asset identification system of the software specified in Parts 2
and 3.

4, Wiring Diagrams. Show typical wiring schematics including the following:

a. Workstation outlets, jacks, and jack assemblies.

b. Patch cords.

C. Patch panels.

5. Cable Administration Drawings: As specified in Part 3 "Identification” Article.

6. Project planning documents as specified in Part 3.

7. Maintenance Data: For wire and cable to include in maintenance manuals.

APPLICABLE PUBLICATIONS

Publications listed below (including amendments, addenda, revisions, supplements and errata)
form a part of this specification to the extent referenced. Publications are reference in the text
by the basic designation only.

American Society of Testing Material (ASTM):
D2301-04.......ovvvvvvvnrnininrninnnnns Standard Specification for Vinyl Chloride Plastic Pressure
Sensitive Electrical Insulating Tape

Federal Specifications (Fed. Spec.):

A-A-59544-08........ccccvvvveeens Cable and Wire, Electrical (Power, Fixed Installation)
National Fire Protection Association (NFPA):

TO-11 oo National Electrical Code (NEC)
Underwriters Laboratories, Inc. (UL):

44-05 ....ooviiiiiiieiee e Thermoset-Insulated Wires and Cables

83-08 ..o Thermoplastic-Insulated Wires and Cables

ABT-07 v, Electrical Grounding and Bonding Equipment

A86A-03...ccciiiiiiiieeee e Wire Connectors and Soldering Lugs for Use with Copper

Conductors
A86C-04...ccccoiiiiiiiiieie e, Splicing Wire Connectors
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486D-05.......ccciiiiiiiiieee e, Insulated Wire Connector Systems for Underground Use or in
Damp or Wet Locations
486E-00..........ccccviriieeeeeeiins Equipment Wiring Terminals for Use with Aluminum and/or
Copper Conductors
493-07 eveveeiiiiiee e Thermoplastic-Insulated Underground Feeder and Branch Circuit
Cable
514B-04.....ccovveeiiiieeeieeee Fittings for Cable and Conduit
1479-03 ..o Fire Tests of Through-Penetration Fire Stops
DELIVERY, STORAGE, AND HANDLING
Test cables upon receipt at Project site.
1. Test optical fiber cable to determine the continuity of the strand end to end. Use optical-
fiber flashlight or optical loss test set.
2. Test optical fiber cable on reels. Use an optical time domain reflectometer to verify the

cable length and locate cable defects, splices, and connector; include the loss value of
each. Retain test data and include the record in maintenance data.
3. Test each pair of UTP cable for open and short circuits.

PROJECT CONDITIONS

Environmental Limitations: Do not deliver or install UTP, optical fiber, and coaxial cables and
connecting materials until wet work in spaces is complete and dry, and temporary HVAC system
is operating and maintaining ambient temperature and humidity conditions at occupancy levels
during the remainder of the construction period.

PART 2 - PRODUCTS

21

A.

GENERAL

General: All cabling locations shall be in conduit systems as outlined in Division 28 unless a
waiver is granted in writing or an exception is noted on the construction drawings.

Support of Open Cabling: NRTL labeled for support of Category 6 cabling, designed to prevent
degradation of cable performance and pinch points that could damage cable.

1. Support brackets with cable tie slots for fastening cable ties to brackets.

2. Lacing bars and spools.

3. Straps and other devices.

Cable Trays:

1. Cable Tray Materials: Metal, suitable for indoors, and protected against corrosion by

electroplated zinc galvanizing, complying with ASTM B 633, Type 1, not less than
0.000472 inch (0.012 mm) thick.

2. Basket Cable Trays: 6 inches (150 mm) wide and 2 inches (50 mm) deep. Wire mesh
spacing shall not exceed 2 by 4 inches (50 by 100 mm).

3. Trough Cable Trays: Nominally 6 inches (150 mm) wide.

4. Ladder Cable Trays: Nominally 18 inches (455 mm) wide, and a rung spacing of 12
inches (305 mm).

5. Channel Cable Trays: One-piece construction, nominally 4 inches (100 mm) wide. Slot
spacing shall not exceed 4-1/2 inches (115 mm) o.c.
6. Solid-Bottom Cable Trays: One-piece construction, nominally 12 inches (305 mm) wide.

Provide with solid covers.

Conduit and Boxes: Comply with requirements in Division 28 Section "Conduits and Backboxes
for Electrical Systems. "Flexible metal conduit shall not be used.

Conductors and Cables for Electronic Safety and Security
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1. Outlet boxes shall be no smaller than 2 inches (50 mm) wide, 3 inches (75 mm) high, and
2-1/2 inches (64 mm) deep.
BACKBOARDS

Backboards: Plywood, fire-retardant treated, 3/4 by 48 by 96 inches (19 by 1220 by 2440 mm).
Comply with requirements for plywood backing panels in Division 06 Section "Rough
Carpentry".

UTP CABLE

Description: 100-ohm, 4-pair UTP, formed into 25-pair binder groups covered with a blue
thermoplastic jacket.
1. Comply with ICEA S-90-661 for mechanical properties.
2. Comply with TIA/EIA-568-B.1 for performance specifications.
3. Comply with TIA/EIA-568-B.2, Category 6.
4. Listed and labeled by an NRTL acceptable to authorities having jurisdiction as complying
with UL 444 and NFPA 70 for the following types:
a. Communications, General Purpose: Type CM or CMG ; or MPP, CMP, MPR,
CMR, MP, or MPG.
b. Communications, Plenum Rated: Type CMP ; or MPP, complying with NFPA 262.
C. Communications, Riser Rated: Type CMR ; or MPP, CMP, or MPR, complying
with UL 1666.
d. Communications, Limited Purpose: Type CMX; or MPP, CMP, MPR, CMR, MP,
MPG, CM, or CMG.
e. Multipurpose: Type MP or MPG ; or MPP or MPR.
f. Multipurpose, Plenum Rated: Type MPP, complying with NFPA 262.
g. Multipurpose, Riser Rated: Type MPR or MPP, complying with UL 1666.

UTP CABLE HARDWARE

UTP Cable Connecting Hardware: IDC type, using modules designed for punch-down caps or
tools. Cables shall be terminated with connecting hardware of the same category or higher.

Connecting Blocks: 110-style for Category 6. Provide blocks for the number of cables
terminated on the block, plus 25 percent spare. Integral with connector bodies, including plugs
and jacks where indicated.

OPTICAL FIBER CABLE

Description: Multimode, 62.5/125-micrometer, 24-fiber, nonconductive, tight buffer, optical fiber

cable.

1. Comply with ICEA S-83-596 for mechanical properties.

2. Comply with TIA/EIA-568-B.3 for performance specifications.

3. Comply with TIA/EIA-492AAAA-A for detailed specifications.

4, Listed and labeled by an NRTL acceptable to authorities having jurisdiction as complying

with UL 444, UL 1651, and NFPA 70 for the following types:

a. General Purpose, Nonconductive: Type OFN or OFNG , or OFNR, OFNP.

b. Plenum Rated, Nonconductive: Type OFNP, complying with NFPA 262.

C. Riser Rated, Nonconductive: Type OFNR or OFNP, complying with UL 1666.

d General Purpose, Conductive: Type OFC or OFCG ; or OFNG, OFN, OFCR,
OFNR, OFCP, or OFNP.

e. Plenum Rated, Conductive: Type OFCP or OFNP, complying with NFPA 262.

f Riser Rated, Conductive: Type OFCR ; or OFNR, OFCP, or OFNP, complying
with UL 1666.

Conductive cable shall be aluminum armored type.

Maximum Attenuation: 3.50 dB/km at 850 nm; 1.5 dB/km at 1300 nm.

Minimum Modal Bandwidth: 160 MHz-km at 850 nm; 500 MHz-km at 1300 nm.

No o
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Jacket:
1. Jacket Color: Orange for 62.5/125-micrometer cable.
2. Cable cordage jacket, fiber, unit, and group color shall be according to TIA/EIA-598-B.
3. Imprinted with fiber count, fiber type, and aggregate length at regular intervals not to

exceed 40 inches (1000 mm).
OPTICAL FIBER CABLE HARDWARE
Cable Connecting Hardware: Meet the Optical Fiber Connector Intermateability Standards

(FOCIS) specifications of TIA/EIA-604-2, TIA/EIA-604-3-A, and TIA/EIA-604-12. Comply with
TIA/EIA-568-B.3.

1. Quick-connect, simplex and duplex, Type SC connectors. Insertion loss shall be not
more than 0.75 dB.

2. Type SFF connectors may be used in termination racks, panels, and equipment
packages.

COAXIAL CABLE

General Coaxial Cable Requirements: Broadband type, recommended by cable manufacturer
specifically for broadband data transmission applications. Coaxial cable and accessories shall
have 75-ohm nominal impedance with a return loss of 20 dB maximum from 7 to 806 MHz.

RG-11/U: NFPA 70, Type CATV.

1. No. 14 AWG, solid, copper-covered steel conductor.

2. Gas-injected, foam-PE insulation.

3. Double shielded with 100 percent aluminum polyester tape and 60 percent aluminum
braid.

4. Jacketed with sunlight-resistant, black PVC or PE.

5 Suitable for outdoor installations in ambient temperatures ranging from minus 40 to plus
85 deg C.

RG59/U: NFPA 70, Type CATVR.

1. No. 20 AWG, solid, silver-plated, copper-covered steel conductor.

2. Gas-injected, foam-PE insulation.

3. Triple shielded with 100 percent aluminum polyester tape and 95 percent aluminum

braid; covered by aluminum foil with grounding strip.
4, Color-coded PVC jacket.

RG-6/U: NFPA 70, Type CATV or CM.

1. No. 16 AWG, solid, copper-covered steel conductor; gas-injected, foam-PE insulation.

2. Double shielded with 100 percent aluminum-foil shield and 60 percent aluminum braid.

3. Jacketed with black PVC or PE.

4. Suitable for indoor installations.

RG59/U: NFPA 70, Type CATV.

1. No. 20 AWG, solid, copper-covered steel conductor; gas-injected, foam-PE insulation.

2. Double shielded with 100 percent aluminum polyester tape and 40 percent aluminum
braid.

3. PVC jacket.
RG59/U (Plenum Rated): NFPA 70, Type CMP.

1. No. 20 AWG, solid, copper-covered steel conductor; foam fluorinated ethylene propylene
insulation.
2. Double shielded with 100 percent aluminum-foil shield and 65 percent aluminum braid.

3. Copolymer jacket.

NFPA and UL compliance, listed and labeled by an NRTL acceptable to authorities having

jurisdiction as complying with UL 1655, and with NFPA 70 "Radio and Television Equipment"

and "Community Antenna Television and Radio Distribution" Articles. Types are as follows:
Conductors and Cables for Electronic Safety and Security
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CATV Cable: Type CATV, or CATVP or CATVR.
CATV Plenum Rated: Type CATVP, complying with NFPA 262.
CATV Riser Rated: Type CATVR; or CATVP, CATVR, or CATV, complying with UL
1666.
CATV Limited Rating: Type CATVX.

COAXIAL CABLE HARDWARE

Coaxial-Cable Connectors: Type BNC, 75 ohms.
RS-232 CABLE

Standard Cable: NFPA 70, Type CM.

1.
2
3.
4,
5

6.

Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper conductors.

Polypropylene insulation.

Individual aluminum foil-polyester tape shielded pairs with 100 percent shield coverage.
PVC jacket.

Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) tinned copper drain
wire.

Flame Resistance: Comply with UL 1581.

Plenum-Rated Cable: NFPA 70, Type CMP.

agrONE

6.

Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper conductors.

Plastic insulation.

Individual aluminum foil-polyester tape shielded pairs with 100 percent shield coverage.
Plastic jacket.

Pairs are cabled on common axis with No. 24 AWG, stranded (7x32) tinned copper drain
wire.

Flame Resistance: Comply with NFPA 262.

RS-485 CABLE

Standard Cable: NFPA 70, Type CM or CMG.

aghrwONEPET O~ONPE

Paired, 2 pairs, twisted, No. 22 AWG, stranded (7x30) tinned copper conductors.
PVC insulation.

Unshielded.

PVC jacket.

Flame Resistance: Comply with UL 1581.

lenum-Rated Cable: NFPA 70, Type CMP.

Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper conductors.
Fluorinated ethylene propylene insulation.

Unshielded.

Fluorinated ethylene propylene jacket.

Flame Resistance: NFPA 262, Flame Test.

LOW-VOLTAGE CONTROL CABLE

Paired Lock Cable: NFPA 70, Type CMG.

1.

2
3
4
5.
P
1
2
3

1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper conductors.
PVC insulation.

Unshielded.

PVC jacket.

Flame Resistance: Comply with UL 1581.

lenum-Rated, Paired Lock Cable: NFPA 70, Type CMP.

1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper conductors.
PVC insulation.
Unshielded.

Conductors and Cables for Electronic Safety and Security
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. PVC jacket.
. Flame Resistance: Comply with NFPA 262.

4
5

Paired Lock Cable: NFPA 70, Type CMG.

1. 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper conductors.
2 PVC insulation.

3. Unshielded.

4, PVC jacket.

5 Flame Resistance: Comply with UL 1581.

Plenum-Rated, Paired Lock Cable: NFPA 70, Type CMP.

1. 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper conductors.
2 Fluorinated ethylene propylene insulation.

3 Unshielded.

4 Plastic jacket.

5 Flame Resistance: NFPA 262, Flame Test.

CONTROL-CIRCUIT CONDUCTORS

Class 1 Control Circuits: Stranded copper, Type THHN-THWN, in raceway complying with UL
83.

Class 2 Control Circuits: Stranded copper, Type THHN-THWN, in raceway complying with UL
83.

Class 3 Remote-Control and Signal Circuits: Stranded copper, Type TW or TF, complying with
UL 83.

FIRE ALARM WIRE AND CABLE

General Wire and Cable Requirements: NRTL listed and labeled as complying with NFPA 70,
Article 760.

Signaling Line Circuits: Twisted, shielded pair, not less than No. 18 AWG size as

recommended by system manufacturer.

1. Circuit Integrity Cable: Twisted shielded pair, NFPA 70, Article 760, Classification Cl, for
power-limited fire alarm signal service Type FPL. NRTL listed and labeled as complying
with UL 1424 and UL 2196 for a 2-hour rating.

Non-Power-Limited Circuits: Solid-copper conductors with 600-V rated, 75 deg C, color-coded

insulation.

1. Low-Voltage Circuits: No. 16 AWG, minimum.

2. Line-Voltage Circuits: No. 12 AWG, minimum.

3. Multiconductor Armored Cable: NFPA 70, Type MC, copper conductors, Type
TFN/THHN conductor insulation, copper drain wire, copper armor with outer jacket with
red identifier stripe, NTRL listed for fire alarm and cable tray installation, plenum rated,
and complying with requirements in UL 2196 for a 2-hour rating.

IDENTIFICATION PRODUCTS

Comply with UL 969 for a system of labeling materials, including label stocks, laminating
adhesives, and inks used by label printers.

SOURCE QUALITY CONTROL

Testing Agency: Engage a qualified testing agency to evaluate cables.

Factory test UTP and optical fiber cables on reels according to TIA/EIA-568-B.1.

Factory test UTP cables according to TIA/EIA-568-B.2.

Factory test multimode optical fiber cables according to TIA/EIA-526-14-A and TIA/EIA-568-B.3.

Conductors and Cables for Electronic Safety and Security
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E. Factory sweep test coaxial cables at frequencies from 5 MHz to 1 GHz. Sweep test shall test
the frequency response, or attenuation over frequency, of a cable by generating a voltage
whose frequency is varied through the specified frequency range and graphing the results.

F. Cable will be considered defective if it does not pass tests and inspections.
G. Prepare test and inspection reports.
2.16 WIRE LUBRICATING COMPOUND

A. Suitable for the wire insulation and conduit it is used with, and shall not harden or become
adhesive.

B. Shall not be used on wire for isolated type electrical power systems.
2.17 FIREPROOFING TAPE

A. The tape shall consist of a flexible, conformable fabric of organic composition coated one side
with flame-retardant elastomer.

B. The tape shall be self-extinguishing and shall not support combustion. It shall be arc-proof and
fireproof.

C. The tape shall not deteriorate when subjected to water, gases, salt water, sewage, or fungus
and be resistant to sunlight and ultraviolet light.

D. The finished application shall withstand a 200-ampere arc for not less than 30 seconds.

E. Securing tape: Glass cloth electrical tape not less than 0.18 mm (7 mils) thick, and 19 mm (3/4
inch) wide.

PART 3 - EXECUTION

3.1 INSTALLATION OF CONDUCTORS AND CABLES
Comply with NECA 1.

B. General Requirements for Cabling:

1. Comply with TIA/EIA-568-B.1.

2. Comply with BICSI ITSIM, Ch. 6, "Cable Termination Practices."

3. Install 110-style IDC termination hardware unless otherwise indicated.

4 Terminate all conductors; no cable shall contain un-terminated elements. Make
terminations only at indicated outlets, terminals, and cross-connect and patch panels.

5. Cables may not be spliced. Secure and support cables at intervals not exceeding 30
inches (760 mm) and not more than 6 inches (150 mm) from cabinets, boxes, fittings,
outlets, racks, frames, and terminals.

6. Bundle, lace, and train conductors to terminal points without exceeding manufacturer's
limitations on bending radii, but not less than radii specified in BICSI ITSIM, "Cabling
Termination Practices" Chapter. Install lacing bars and distribution spools.

7. Do not install bruised, kinked, scored, deformed, or abraded cable. Do not splice cable
between termination, tap, or junction points. Remove and discard cable if damaged
during installation and replace it with new cable.

8. Cold-Weather Installation: Bring cable to room temperature before dereeling. Heat
lamps shall not be used for heating.

9. Pulling Cable:

a. Comply with BICSI ITSIM, Ch. 4, "Pulling Cable." Monitor cable pull tensions.

b. Provide installation equipment that will prevent the cutting or abrasion of insulation
during pulling of cables.
C. Use ropes made of nonmetallic material for pulling feeders.

Conductors and Cables for Electronic Safety and Security
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d. Attach pulling lines for feeders by means of either woven basket grips or pulling
eyes attached directly to the conductors, as approved by the COR.

e. Pull in multiple cables together in a single conduit.

Splice cables and wires where necessary only in outlet boxes, junction boxes, or pull boxes.

1. Splices and terminations shall be mechanically and electrically secure.

2. Where the Government determines that unsatisfactory splices or terminations have been
installed, remove the devices and install approved devices at no additional cost to the
Government.

Seal cable and wire entering a building from underground, between the wire and conduit where
the cable exits the conduit, with a non-hardening approved compound.

Unless otherwise specified in other sections install wiring and connect to equipment/devices to
perform the required functions as shown and specified.

Except where otherwise required, install a separate power supply circuit for each system so that
malfunctions in any system will not affect other systems.

Where separate power supply circuits are not shown, connect the systems to the nearest panel
boards of suitable voltages, which are intended to supply such systems and have suitable spare
circuit breakers or space for installation.

Install a red warning indicator on the handle of the branch circuit breaker for the power supply
circuit for each system to prevent accidental de-energizing of the systems.

System voltages shall be 120 volts or lower where shown on the drawings or as required by the
NEC.

UTP Cable Installation:

1. Comply with TIA/EIA-568-B.2.

2. Do not untwist UTP cables more than 1/2 inch (12 mm) from the point of termination to
maintain cable geometry.

Optical Fiber Cable Installation:
1. Comply with TIA/EIA-568-B.3.

2. Cable shall be terminated on connecting hardware that is rack or cabinet mounted.

Open-Cable Installation:

1. Install cabling with horizontal and vertical cable guides in telecommunications spaces
with terminating hardware and interconnection equipment.

2. Suspend copper cable not in a wireway or pathway a minimum of 8 inches (200 mm)
above ceilings by cable supports not more than 60 inches (1525 mm) apart.

3. Cable shall not be run through structural members or in contact with pipes, ducts, or

other potentially damaging items.

Installation of Cable Routed Exposed under Raised Floors:

1. Install plenum-rated cable only.

2. Install cabling after the flooring system has been installed in raised floor areas.

3. Coil cable 72 inches (1830 mm) long shall be neatly coiled not less than 12 inches (300
mm) in diameter below each feed point.

Outdoor Coaxial Cable Installation:

1. Install outdoor connections in enclosures complying with NEMA 250, Type 4X. Install
corrosion-resistant connectors to keep out moisture.

2. Attach antenna lead-in cable to support structure at intervals not exceeding 36 inches
(915 mm).

Separation from EMI Sources:

Conductors and Cables for Electronic Safety and Security
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1. Comply with BICSI TDMM and TIA/EIA-569-A recommendations for separating
unshielded copper voice and data communication cable from potential EMI sources,
including electrical power lines and equipment.
2. Separation between open communications cables or cables in nonmetallic raceways and
unshielded power conductors and electrical equipment shall be as follows:
a. Electrical Equipment Rating Less Than 2 kVA: A minimum of 5 inches (127 mm).
b. Electrical Equipment Rating between 2 and 5 kVA: A minimum of 12 inches (300

mm).
C. Electrical Equipment Rating More Than 5 kVA: A minimum of 24 inches (600 mm).
3. Separation between communications cables in grounded metallic raceways and

unshielded power lines or electrical equipment shall be as follows:
a. Electrical Equipment Rating Less Than 2 kVA: A minimum of 2-1/2 inches (64

mm).
b. Electrical Equipment Rating between 2 and 5 kVA: A minimum of 6 inches (150
mm).
C. Electrical Equipment Rating More Than 5 kVA: A minimum of 12 inches (300 mm).
4, Separation between communications cables in grounded metallic raceways and power
lines and electrical equipment located in grounded metallic conduits or enclosures shall
be as follows:
a. Electrical Equipment Rating Less Than 2 kVA: No requirement.
b. Electrical Equipment Rating between 2 and 5 kVA: A minimum of 3 inches (75
mm).
C. Electrical Equipment Rating More Than 5 kVA: A minimum of 6 inches (150 mm).
5. Separation between Cables and Electrical Motors and Transformers, 5 kVA or HP and
Larger: A minimum of 48 inches (1200 mm).
6. Separation between Cables and Fluorescent Fixtures: A minimum of 5 inches (127 mm).

FIRE ALARM WIRING INSTALLATION
Comply with NECA 1 and NFPA 72.

Wiring Method: Install wiring in metal raceway according to Division 28 Section CONDUITS

AND BACKBOXES FOR ELECTRICAL SYSTEMS."

1. Install plenum cable in environmental air spaces, including plenum ceilings.

2. Fire alarm circuits and equipment control wiring associated with the fire alarm system
shall be installed in a dedicated raceway system. This system shall not be used for any
other wire or cable.

Wiring Method:

1. Cables and raceways used for fire alarm circuits, and equipment control wiring
associated with the fire alarm system, may not contain any other wire or cable.

2. Fire-Rated Cables: Use of 2-hour, fire-rated fire alarm cables, NFPA 70, Types Ml and
Cl, is not permitted.

3. Signaling Line Circuits: Power-limited fire alarm cables may be installed in the same
cable or raceway as signaling line circuits but with separator.

Wiring within Enclosures: Separate power-limited and non-power-limited conductors as
recommended by manufacturer. Install conductors parallel with or at right angles to sides and
back of the enclosure. Bundle, lace, and train conductors to terminal points with no excess.
Connect conductors that are terminated, spliced, or interrupted in any enclosure associated with
the fire alarm system to terminal blocks. Mark each terminal according to the system's wiring
diagrams. Make all connections with approved crimp-on terminal spade lugs, pressure-type
terminal blocks, or plug connectors.

Cable Taps: Use numbered terminal strips in junction, pull, and outlet boxes, cabinets, or
equipment enclosures where circuit connections are made.

Conductors and Cables for Electronic Safety and Security
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Color-Coding: Color-code fire alarm conductors differently from the normal building power
wiring. Use one color-code for alarm circuit wiring and another for supervisory circuits. Color-
code audible alarm-indicating circuits differently from alarm-initiating circuits. Use different
colors for visible alarm-indicating devices. Paint fire alarm system junction boxes and covers
red.

Risers: Install at least two vertical cable risers to serve the fire alarm system. Separate risers
in close proximity to each other with a minimum one-hour-rated wall, so the loss of one riser
does not prevent the receipt or transmission of signals from other floors or zones.

Wiring to Remote Alarm Transmitting Device: 1-inch (25-mm) conduit between the fire alarm
control panel and the transmitter. Install number of conductors and electrical supervision for
connecting wiring as needed to suit monitoring function.

CONTROL CIRCUIT CONDUCTORS

Minimum Conductor Sizes:

1. Class 1 remote-control and signal circuits, No. 14 AWG.

2. Class 2 low-energy, remote-control and signal circuits, No. 16 AWG.

3. Class 3 low-energy, remote-control, alarm and signal circuits, No. 12 AWG.
CONNECTIONS

Comply with requirements in Division 28 Section, PHYSICAL ACCESS CONTROL for
connecting, terminating, and identifying wires and cables.

Comply with requirements in Division 28 Section "INTRUSION DETECTION" for connecting,
terminating, and identifying wires and cables.

Comply with requirements in Division 28 Section "VIDEO SURVEILLANCE" for connecting,
terminating, and identifying wires and cables.

Comply with requirements in Division 28 Section "ELECTRONIC PERSONAL PROTECTION
SYSTEMS" for connecting, terminating, and identifying wires and cables.

Comply with requirements in Division 28 Section "FIRE DETECTION AND ALARM" for
connecting, terminating, and identifying wires and cables.

FIRESTOPPING

Comply with requirements in Division 07 Section "PENETRATION FIRESTOPPING."
Comply with TIA/EIA-569-A, "Firestopping” Annex A.

Comply with BICSI TDMM, "Firestopping Systems" Article.

GROUNDING

For communications wiring, comply with ANSI-J-STD-607-A and with BICSI TDMM, "Grounding,
Bonding, and Electrical Protection” Chapter.

For low-voltage wiring and cabling, comply with requirements in Division 28 Section
"GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY."

IDENTIFICATION

Identify system components, wiring, and cabling complying with TIA/EIA-606-A.
Install a permanent wire marker on each wire at each termination.

Identifying numbers and letters on the wire markers shall correspond to those on the wiring
diagrams used for installing the systems.

Wire markers shall retain their markings after cleaning.

Conductors and Cables for Electronic Safety and Security
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In each handhole, install embossed brass tags to identify the system served and function.

FIELD QUALITY CONTROL

Testing Agency: Engage a qualified testing agency to perform tests and inspections.
Perform tests and inspections.

Tests and Inspections:

1. Visually inspect UTP and optical fiber cable jacket materials for UL or third-party
certification markings. Inspect cabling terminations to confirm color-coding for pin
assignments, and inspect cabling connections to confirm compliance with TIA/EIA-568-

B.1.

2. Visually inspect cable placement, cable termination, grounding and bonding, equipment
and patch cords, and labeling of all components.

3. Test UTP cabling for DC loop resistance, shorts, opens, intermittent faults, and polarity

between conductors. Test operation of shorting bars in connection blocks. Test cables
after termination but not cross connection.
a. Test instruments shall meet or exceed applicable requirements in TIA/EIA-568-B.2.
Perform tests with a tester that complies with performance requirements in "Test
Instruments (Normative)"” Annex, complying with measurement accuracy specified
in "Measurement Accuracy (Informative)" Annex. Use only test cords and
adapters that are qualified by test equipment manufacturer for channel or link test
configuration.
4. Optical Fiber Cable Tests:
a. Test instruments shall meet or exceed applicable requirements in TIA/EIA-568-B.1.
Use only test cords and adapters that are qualified by test equipment
manufacturer for channel or link test configuration.
b. Link End-to-End Attenuation Tests:
1) Multimode Link Measurements: Test at 850 or 1300 nm in 1 direction
according to TIA/EIA-526-14-A, Method B, One Reference Jumper.
2) Attenuation test results for links shall be less than 2.0 dB. Attenuation test
results shall be less than that calculated according to equation in TIA/EIA-
568-B.1.
5. Coaxial Cable Tests: Comply with requirements in Division 27 Section "Master Antenna
Television System."”

D. Document data for each measurement. Print data for submittals in a summary report that
is formatted using Table 10.1 in BICSI TDMM as a guide, or transfer the data from the
instrument to the computer, save as text files, print, and submit.

End-to-end cabling will be considered defective if it does not pass tests and inspections.
Prepare test and inspection reports.
EXISTING WIRING

Unless specifically indicated on the plans, existing wiring shall not be reused for the new
installation. Only wiring that conforms to the specifications and applicable codes may be reused.
If existing wiring does not meet these requirements, existing wiring may not be reused and new
wires shall be installed.

---END--
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SECTION 28 05 26

GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY

PART 1 - GENERAL

1.1

A.

1.2

1.3

1.4

DESCRIPTION

This section specifies the finishing, installation, connection, testing and certification of the
grounding and bonding required for a fully functional Electronic Safety and Security (ESS)
system.

“Grounding electrode system” refers to all electrodes required by NEC, as well as including
made, supplementary, grounding electrodes.

The terms “connect” and “bond” are used interchangeably in this specification and have the
same meaning

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 28 05 00 - REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY
INSTALLATIONS. For general electrical requirements, quality assurance, coordination, and
project conditions that are common to more than one section in Division 28.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for low voltage power and lighting wiring.

Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
Requirements for commissioning.

SUBMITTALS

Submit in accordance with Section 28 05 00, COMMON WORK RESULTS FOR ELECTRONIC
SAFETY AND SECURITY.

Shop Drawings:

1. Clearly present enough information to determine compliance with drawings and
specifications.
2. Include the location of system grounding electrode connections and the routing of

aboveground and underground grounding electrode conductors.
Test Reports: Provide certified test reports of ground resistance.

Certifications: Two weeks prior to final inspection, submit four copies of the following to the
COTR:

1. Certification that the materials and installation are in accordance with the drawings and
specifications.

2. Certification by the contractor that the complete installation has been properly installed
and tested.

APPLICABLE PUBLICATIONS

Publications listed below (including amendments, addenda, revisions, supplements, and errata)
form a part of this specification to the extent referenced. Publications are referenced in the text
by designation only.

American Society for Testing and Materials (ASTM):
= SRR Standard Specification for Hard-Drawn Copper Wire
Grounding and Bonding for Electronic Safety and Security
280526- 1
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B3-07 .. Standard Specification for Soft or Annealed Copper Wire
B8-04.....vvvvveeeeiiiiiieeeeee e Standard Specification for Concentric-Lay-Stranded Copper
Conductors, Hard, Medium-Hard, or Soft
Institute of Electrical and Electronics Engineers, Inc. (IEEE):
81-1983 ... IEEE Guide for Measuring Earth Resistivity, Ground Impedance,
and Earth Surface Potentials of a Ground System
C2-07. o National Electrical Safety Code
National Fire Protection Association (NFPA):
TO-11 e National Electrical Code (NEC)
99-2005 ... Health Care Facilities
Underwriters Laboratories, Inc. (UL):
44-05 ..o Thermoset-Insulated Wires and Cables
83-08 ..o Thermoplastic-Insulated Wires and Cables
AB7-07 ovveveeeveeeveeevevereveenininens Grounding and Bonding Equipment
486A-486B-03 ......ccceeeeees Wire Connectors

PART 2 - PRODUCTS

21

A.

GROUNDING AND BONDING CONDUCTORS

Equipment grounding conductors shall be UL 83 insulated stranded copper, except that sizes 6
mmz2 (10 AWG) and smaller shall be solid copper. Insulation color shall be continuous green for
all equipment grounding conductors, except that wire sizes 25 mm?2 (4 AWG) and larger shall be
permitted to be identified per NEC.

Bonding conductors shall be ASTM B8 bare stranded copper, except that sizes 6 mmz (10
AWG) and smaller shall be ASTM B1 solid bare copper wire.

GROUND RODS

Copper clad steel, 19 mm (3/4-inch) diameter by 3000 mm (10 feet) long, conforming to UL 467.
Quantity of rods shall be as required to obtain the specified ground resistance.
SPLICES AND TERMINATION COMPONENTS

Components shall meet or exceed UL 467 and be clearly marked with the manufacturer, catalog
number, and permitted conductor size(s).2.4 ground connections

Listed and labeled by an NRTL acceptable to authorities having jurisdiction for applications in
which used and for specific types, sizes, and combinations of conductors and other items
connected.

Below Grade: Exothermic-welded type connectors.
Above Grade:

1. Bonding Jumpers: Compression-type connectors, using zinc-plated fasteners and
external tooth lockwashers.

2. Connection to Building Steel: Exothermic-welded type connectors.

3. Ground Busbars: Two-hole compression type lugs, using tin-plated copper or copper

alloy bolts and nuts.

Grounding and Bonding for Electronic Safety and Security
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4, Rack and Cabinet Ground Bars: One-hole compression-type lugs, using zinc-plated or
copper alloy fasteners.
5. Bolted Connectors for Conductors and Pipes: Copper or copper alloy, pressure type with
at least two bolts.
a. Pipe Connectors: Clamp type, sized for pipe.
6. Welded Connectors: Exothermic-welding kits of types recommended by kit manufacturer

for materials being joined and installation conditions.
EQUIPMENT RACK AND CABINET GROUND BARS

Provide solid copper ground bars designed for mounting on the framework of open or cabinet-
enclosed equipment racks with minimum dimensions of 4 mm thick by 19 mm wide (3/8 inch x
Y4 inch).

GROUND TERMINAL BLOCKS

At any equipment mounting location (e.g., backboards and hinged cover enclosures) where
rack-type ground bars cannot be mounted, provide screw lug-type terminal blocks.

SPLICE CASE GROUND ACCESSORIES

Splice case grounding and bonding accessories shall be supplied by the splice case
manufacturer when available. Otherwise, use 16 mm2 (6 AWG) insulated ground wire with
shield bonding connectors.

COMPUTER ROOM GROUND

Provide 50mm2 (1/0 AWG) bare copper grounding conductors bolted at mesh intersections to
form an equipotential grounding grid. The equipotential grounding grid shall form a 600mm (24
inch) mesh pattern. The grid shall be bonded to each of the access floor pedestals.

SECURITY CONTROL ROOM GROUND

Provide 50mm2 (1/0 AWG) stranded copper grounding conductor(s) color coded with a green
jacket, bolted at the Room’s Communications System Grounding Electrode Cooper Plate and
circulate to each equipment rack ground buss bar through the wire management system.
Connect each equipment rack, wire management system’s cable tray, ladder, etc. to the
circulating ground wire with a minimum 25mm2 (4AWG) stranded Cooper Wire, color coded
with a green jacket.

1. Connect each equipment rack ground buss bar to the circulating ground wire a indicated
in 2.9.A, and
2. Connect each additional room item to the circulating ground wire as indicated in 2.9.A.

PART 3 - EXECUTION

3.1

GENERAL

Ground in accordance with the NEC, as shown on drawings, and as specified herein.

System Grounding:

1. Secondary service neutrals: Ground at the supply side of the secondary disconnecting
means and at the related transformers.
2. Separately derived systems (transformers downstream from the service entrance):

Ground the secondary neutral.

Equipment Grounding: Metallic structures, including ductwork and building steel, enclosures,
raceways, junction boxes, outlet boxes, cabinets, machine frames, and other conductive items
in close proximity with electrical circuits, shall be bonded and grounded.

Grounding and Bonding for Electronic Safety and Security
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INACCESSIBLE GROUNDING CONNECTIONS

Make grounding connections, which are buried or otherwise normally inaccessible (except
connections for which periodic testing access is required) by exothermic weld.
CORROSION INHIBITORS

When making ground and ground bonding connections, apply a corrosion inhibitor to all contact
surfaces. Use corrosion inhibitor appropriate for protecting a connection between the metals
used.

CONDUCTIVE PIPING

Bond all conductive piping systems, interior and exterior, to the building to the grounding
electrode system. Bonding connections shall be made as close as practical to the equipment
ground bus.

COMPUTER ROOM/SECURITY EQUIPMENT ROOM GROUNDING

Conduit: Ground and bond metallic conduit systems as follows:

1. Ground metallic service conduit and any pipes entering or being routed within the
computer room at each end using 16 mm?2 (6AWG) bonding jumpers.
2. Bond at all intermediate metallic enclosures and across all joints using 16 mmz2 (6 AWG)

bonding jumpers.
WIREWAY GROUNDING

Ground and Bond Metallic Wireway Systems as follows:

1. Bond the metallic structures of wireway to provide 100 percent electrical continuity
throughout the wireway system by connecting a 16 mm2 (6 AWG) bonding jumper at all
intermediate metallic enclosures and across all section junctions.

2. Install insulated 16 mm2 (6 AWG) bonding jumpers between the wireway system bonded
as required in paragraph 1 above, and the closest building ground at each end and
approximately every 16 meters (50 feet).

3. Use insulated 16 mmz (6 AWG) bonding jumpers to ground or bond metallic wireway at
each end at all intermediate metallic enclosures and cross all section junctions.
4, Use insulated 16 mmz2 (6 AWG) bonding jumpers to ground cable tray to column-mounted

building ground plates (pads) at each end and approximately every 15 meters.
LIGHTNING PROTECTION SYSTEM

Bond the lightning protection system to earth ground externally to the building. Under no
condition shall the electrical system’s third of fourth ground electrode system, or the
telecommunications system circulating ground system be connected to the lightning protection
system. The Facility’s structural steel may be used to connected the lightning protection system
at the direction of the Resident Engineer certified by an independent certified grounding
contractor.

EXTERIOR LIGHT/CAMERA POLES

Provide 20 ft, 6.1 M of No. 4 bare copper coiled at bottom of pole base excavation prior to pour,
plus additional unspliced length in and above foundation as required to reach pole ground stud.

GROUND RESISTANCE

Grounding system resistance to ground shall not exceed 5 ohms. Make any modifications or
additions to the grounding electrode system necessary for compliance without additional cost to
the Government. Final tests shall ensure that this requirement is met.

Resistance of the grounding electrode system shall be measured using a four-terminal fall-of-
potential method as defined in IEEE 81. Ground resistance measurements shall be made

Grounding and Bonding for Electronic Safety and Security
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before the electrical distribution system is energized and shall be made in normally dry
conditions not fewer than 48 hours after the last rainfall. Resistance measurements of separate
grounding electrode systems shall be made before the systems are bonded together below
grade. The combined resistance of separate systems may be used to meet the required
resistance, but the specified number of electrodes must still be provided.

Services at power company interface points shall comply with the power company ground
resistance requirements.

Below-grade connections shall be visually inspected by the COTR prior to backfilling. The
contractor shall notify the COTR 24 hours before the connections are ready for inspection.

GROUND ROD INSTALLATION

Drive each rod vertically in the earth, not less than 3000 mm (10 feet) in depth.

Where permanently concealed ground connections are required, make the connections by the
exothermic process to form solid metal joints. Make accessible ground connections with
mechanical pressure type ground connectors.

Where rock prevents the driving of vertical ground rods, install angled ground rods or grounding
electrodes in horizontal trenches to achieve the specified resistance.

LABELING

Comply with requirements in Division 26 Section "ELECTRICAL IDENTIFICATION" Article for
instruction signs. The label or its text shall be green.

Install labels at the telecommunications bonding conductor and grounding equalizer and at the

grounding electrode conductor where exposed.

1. Label Text: "If this connector or cable is loose or if it must be removed for any reason,
notify the facility manager."

FIELD QUALITY CONTROL

Perform tests and inspections.

Tests and Inspections:

1. After installing grounding system but before permanent electrical circuits have been
energized, test for compliance with requirements.

2. Inspect physical and mechanical condition. Verify tightness of accessible, bolted,
electrical connections with a calibrated torque wrench according to manufacturer's written
instructions.

3. Test completed grounding system at each location where a maximum ground-resistance

level is specified, at service disconnect enclosure grounding terminal at individual ground

rods. Make tests at ground rods before any conductors are connected.

a. Measure ground resistance no fewer than two full days after last trace of
precipitation and without soil being moistened by any means other than natural
drainage or seepage and without chemical treatment or other artificial means of
reducing natural ground resistance.

b. Perform tests by fall-of-potential method according to IEEE 81.

Grounding system will be considered defective if it does not pass tests and inspections.
Prepare test and inspection reports.

Report measured ground resistances that exceed the following values:
1. Power Distribution Units or Panel boards Serving Electronic Equipment: 3 ohm(s).
2. Manhole Grounds: 10 ohms.

Excessive Ground Resistance: If resistance to ground exceeds specified values, notify
Architect promptly and include recommendations to reduce ground resistance.

Grounding and Bonding for Electronic Safety and Security
280526- 5



Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
09-01-11
---END---

Grounding and Bonding for Electronic Safety and Security
280526- 6



Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
09-01-11
SECTION 28 05 28.33

CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND SECURITY

PART 1 - GENERAL

1.1

A.

1.2

1.3

nmoow>»

DESCRIPTION

This section specifies the finishing, installation, connection, testing certification of the conduit,
fittings, and boxes to form a complete, coordinated, raceway system(s). Conduits and when
approved separate UL Certified and Listed partitioned telecommunications raceways are
required for a fully functional Electronic Safety and Security (ESS) system. Raceways are
required for all electronic safety and security cabling unless shown or specified otherwise.

Definitions: The term conduit, as used in this specification, shall mean any or all of the raceway
types specified.

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 06 10 00 - ROUGH CARPENTRY. Requirements for mounting board for communication
closets.

Section 07 84 00 - FIRESTOPPING. Requirements for sealing around penetrations to maintain
the integrity of fire rated construction.

Section 07 60 00 - FLASHING AND SHEET METAL. Requirements for fabrications for the
deflection of water away from the building envelope at penetrations.

Section 07 92 00 - JOINT SEALANTS. Requirements for sealing around conduit penetrations
through the building envelope to prevent moisture migration into the building.

Section 09 91 00 - PAINTING. Requirements for identification and painting of conduit and other
devices.

Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. For general electrical requirements, general arrangement of the contract
documents, coordination, quality assurance, project conditions, equipment and materials, and
items that is common to more than one section of Division 28.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for personnel safety and to provide a low impedance path for
possible ground fault currents.

Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
Requirements for commissioning - systems readiness checklists, and training.

Section 31 20 00 - EARTH MOVING. For bedding of conduits.
DEFINITIONS

EMT: Electrical metallic tubing.

ENT: Electrical nonmetallic tubing.

EPDM: Ethylene-propylene-diene terpolymer rubber.
FMC: Flexible metal conduit.

IMC: Intermediate metal conduit.

LFMC: Liquidtight flexible metal conduit.
Conduits and Backboxes for Electronic Safety and Security
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LFNC: Liquidtight flexible nonmetallic conduit.

NBR: Acrylonitrile-butadiene rubber.
RNC: Rigid nonmetallic conduit.
QUALITY ASSURANCE

Refer to Paragraph 1.4 Quality Assurance, in Section 28 05 00, COMMON WORK RESULTS
FOR ELECTRONIC SAFETY AND SECURITY.

SUBMITTALS

Submit in accordance with Section 28 05 00, COMMON WORK RESULTS FOR ELECTRONIC
SAFETY AND SECURITY and Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND
SAMPLES. Furnish the following:

Shop Drawings:

1. Size and location of main feeders;

2. Size and location of panels and pull boxes

3. Layout of required conduit penetrations through structural elements.

4 The specific item proposed and its area of application shall be identified on the catalog
cuts.

Certification: Prior to final inspection, deliver to the COR four copies of the certification that the
material is in accordance with the drawings and specifications and has been properly installed.

Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

Product Data: For surface raceways, wireways and fittings, floor boxes, hinged-cover
enclosures, and cabinets.

Shop Drawings: For the following raceway components. Include plans, elevations, sections,
details, and attachments to other work.

1. Custom enclosures and cabinets.
2. Handholes and boxes for underground wiring, including the following:
a. Duct entry provisions, including locations and duct sizes.
b. Frame and cover design.
C. Grounding details.
d. Dimensioned locations of cable rack inserts, and pulling-in and lifting irons.
e. Joint details.

Coordination Drawings: Conduit routing plans, drawn to scale, on which the following items are

shown and coordinated with each other, based on input from installers of the items involved:

1. Structural members in the paths of conduit groups with common supports.

2. HVAC and plumbing items and architectural features in the paths of conduit groups with
common supports.

Manufacturer Seismic Qualification Certification: Submit certification that enclosures and
cabinets and their mounting provisions, including those for internal components, will withstand
seismic forces defined in Division 16 Section "Electrical Supports and Seismic Restraints."
Include the following:

1. Basis for Certification: Indicate whether withstand certification is based on actual test of
assembled components or on calculation.
a. The term "withstand" means "the cabinet or enclosure will remain in place without

separation of any parts when subjected to the seismic forces specified and the unit
will retain its enclosure characteristics, including its interior accessibility, after the
seismic event."

Conduits and Backboxes for Electronic Safety and Security
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2. Dimensioned Outline Drawings of Equipment Unit: Identify center of gravity and locate
and describe mounting and anchorage provisions.
3. Detailed description of equipment anchorage devices on which the certification is based

and their installation requirements.
l. Source quality-control test reports.
1.6 APPLICABLE PUBLICATIONS
A. Publications listed below (including amendments, addenda, revisions, supplements and errata)

form a part of this specification to the extent referenced. Publications are referenced in the text
by the basic designation only.

B. National Electrical Manufacturers Association (NEMA):
TC-3-04 .oooveieeiiieee e, PVC Fittings for Use with Rigid PVC Conduit and Tubing
FBL-07..covveeiiiiiieeiiieee e Fittings, Cast Metal Boxes and Conduit Bodies for Conduit,

Electrical Metallic Tubing and Cable

C. National Fire Protection Association (NFPA):

TO-11 oo National Electrical Code (NEC)
D. Underwriters Laboratories, Inc. (UL):
1-05 i Flexible Metal Conduit
5-04 .. Surface Metal Raceway and Fittings
6-07 oo, Rigid Metal Conduit
50-07 oo Enclosures for Electrical Equipment
360-09 ... Liquid-Tight Flexible Steel Conduit
ABT-07 overeveeeveeeveveveieveveininennns Grounding and Bonding Equipment
B514A-04 ... Metallic Outlet Boxes
514B-04....vviiiiieiiieeee Fittings for Cable and Conduit
514C-02....cuviiiiiiieeiieiee Nonmetallic Outlet Boxes, Flush-Device Boxes and Covers
B51-05 ... Schedule 40 and 80 Rigid PVC Conduit
B51A-07 ... Type EB and A Rigid PVC Conduit and HDPE Conduit
T97-07 oo Electrical Metallic Tubing
1242-06 ....ooevvvieeeiiiieeeeiien Intermediate Metal Conduit

PART 2 - PRODUCTS

21 GENERAL
A. Conduit Size: In accordance with the NEC, but not less than 20 mm (3/4 inch) unless otherwise
shown.
2.2 CONDUIT

Rigid galvanized steel: Shall Conform to UL 6, ANSI C80.1.
Rigid aluminum: Shall Conform to UL 6A, ANSI C80.5.
C. Rigid intermediate steel conduit (IMC): Shall Conform to UL 1242, ANSI C80.6.

w
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Electrical metallic tubing (EMT): Shall Conform to UL 797, ANSI C80.3. Maximum size not to
exceed 105 mm (4 inches) and shall be permitted only with cable rated 600 volts or less.

Flexible galvanized steel conduit: Shall Conform to UL 1.
Liquid-tight flexible metal conduit: Shall Conform to UL 360.

Direct burial plastic conduit: Shall conform to UL 651 and UL 651A, heavy wall PVC or high
density polyethylene (PE).

WIREWAYS AND RACEWAYS

Surface metal raceway: Shall Conform to UL 5.
CONDUIT FITTINGS

Rigid steel and IMC conduit fittings:
1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1.

2. Standard threaded couplings, locknuts, bushings, and elbows: Only steel or malleable
iron materials are acceptable. Integral retractable type IMC couplings are also
acceptable.

3. Locknuts: Bonding type with sharp edges for digging into the metal wall of an enclosure.

4. Bushings: Metallic insulating type, consisting of an insulating insert molded or locked into

the metallic body of the fitting. Bushings made entirely of metal or nonmetallic material
are not permitted.

5. Erickson (union-type) and set screw type couplings: Approved for use in concrete are
permitted for use to complete a conduit run where conduit is installed in concrete. Use set
screws of case hardened steel with hex head and cup point to firmly seat in conduit wall
for positive ground. Tightening of set screws with pliers is prohibited.

6. Sealing fittings: Threaded cast iron type. Use continuous drain type sealing fittings to
prevent passage of water vapor. In concealed work, install fittings in flush steel boxes
with blank cover plates having the same finishes as that of other electrical plates in the
room.

Rigid aluminum conduit fittings:

1. Standard threaded couplings, locknuts, bushings, and elbows: Malleable iron, steel or
aluminum alloy materials; Zinc or cadmium plate iron or steel fittings. Aluminum fittings
containing more than 0.4 percent copper are prohibited.

2. Locknuts and bushings: As specified for rigid steel and IMC conduit.

3. Set screw fittings: Not permitted for use with aluminum conduit.

Electrical metallic tubing fittings:

1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1.

2. Only steel or malleable iron materials are acceptable.

3. Couplings and connectors: Concrete tight and rain tight, with connectors having insulated
throats. Use gland and ring compression type couplings and connectors for conduit sizes
50 mm (2 inches) and smaller. Use set screw type couplings with four set screws each
for conduit sizes over 50 mm (2 inches). Use set screws of case-hardened steel with hex
head and cup point to firmly seat in wall of conduit for positive grounding.

4, Indent type connectors or couplings are prohibited.

5. Die-cast or pressure-cast zinc-alloy fittings or fittings made of "pot metal" are prohibited.

Flexible steel conduit fittings:
1. Conform to UL 514B. Only steel or malleable iron materials are acceptable.
2. Clamp type, with insulated throat.

Liquid-tight flexible metal conduit fittings:
1. Fittings shall meet the requirements of UL 514B and ANSI/ NEMA FB1.
2. Only steel or malleable iron materials are acceptable.

Conduits and Backboxes for Electronic Safety and Security
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3. Fittings must incorporate a threaded grounding cone, a steel or plastic compression ring,
and a gland for tightening. Connectors shall have insulated throats.

Direct burial plastic conduit fittings:

1. Fittings shall meet the requirements of UL 514C and NEMA TC3.

2. As recommended by the conduit manufacturer.

Surface metal raceway fittings: As recommended by the raceway manufacturer.

Expansion and deflection couplings:

1. Conform to UL 467 and UL 514B.

2. Accommodate, 19 mm (0.75 inch) deflection, expansion, or contraction in any direction,
and allow 30 degree angular deflections.

3. Include internal flexible metal braid sized to guarantee conduit ground continuity and fault
currents in accordance with UL 467, and the NEC code tables for ground conductors.

4. Jacket: Flexible, corrosion-resistant, watertight, moisture and heat resistant molded

rubber material with stainless steel jacket clamps.
CONDUIT SUPPORTS

Parts and hardware: Zinc-coat or provide equivalent corrosion protection.

Individual Conduit Hangers: Designed for the purpose, having a pre-assembled closure bolt and
nut, and provisions for receiving a hanger rod.

Multiple conduit (trapeze) hangers: Not less than 38 mm by 38 mm (1-1/2 by 1-1/2 inch), 12
gage steel, cold formed, lipped channels; with not less than 9 mm (3/8 inch) diameter steel
hanger rods.

Solid Masonry and Concrete Anchors: Self-drilling expansion shields, or machine bolt
expansion.

OUTLET, JUNCTION, AND PULL BOXES
UL-50 and UL-514A.

Cast metal where required by the NEC or shown, and equipped with rustproof boxes.
Nonmetallic Outlet and Device Boxes: NEMA OS 2.

Metal Floor Boxes: Cast or sheet metal, semi-adjustable, rectangular.

Sheet metal boxes: Galvanized steel, except where otherwise shown.

Flush mounted wall or ceiling boxes shall be installed with raised covers so that front face of
raised cover is flush with the wall. Surface mounted wall or ceiling boxes shall be installed with
surface style flat or raised covers.

CABINETS

NEMA 250, Type 1, galvanized-steel box with removable interior panel and removable front,
finished inside and out with manufacturer's standard enamel.

Hinged door in front cover with flush latch and concealed hinge.
Key latch to match panelboards.

Metal barriers to separate wiring of different systems and voltage.
Accessory feet where required for freestanding equipment.
WIREWAYS

Equip with hinged covers, except where removable covers are shown.

Conduits and Backboxes for Electronic Safety and Security
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WARNING TAPE

Standard, 4-Mil polyethylene 76 mm (3 inches) wide tape non-detectable type, red with black
letters, and imprinted with “CAUTION BURIED ELECTRONIC SAFETY AND SECURITY
CABLE BELOW".

HANDHOLES AND BOXES FOR EXTERIOR UNDERGROUND WIRING
Description: Comply with SCTE 77.

1. Color of Frame and Cover: Gray.

2. Configuration: Units shall be designed for flush burial and have closed bottom, unless
otherwise indicated.

3. Cover: Weatherproof, secured by tamper-resistant locking devices and having structural
load rating consistent with enclosure.

4, Cover Finish: Nonskid finish shall have a minimum coefficient of friction of 0.50.

5. Cover Legend: Molded lettering, as indicated for each service.

6. Conduit Entrance Provisions: Conduit-terminating fittings shall mate with entering ducts

for secure, fixed installation in enclosure wall.
7. Handholes 300 mm wide by 600 mm long (2 inches wide by 24 inches long) and larger
shall have inserts for cable racks and pulling-in irons installed before concrete is poured.

Polymer-Concrete Handholes and Boxes with Polymer-Concrete Cover: Molded of sand and
aggregate, bound together with polymer resin, and reinforced with steel or fiberglass or a
combination of the two.

Fiberglass Handholes and Boxes with Polymer-Concrete Frame and Cover: Sheet-molded,
fiberglass-reinforced, polyester-resin enclosure joined to polymer-concrete top ring or frame.

Fiberglass Handholes and Boxes: Molded of fiberglass-reinforced polyester resin, with covers
of reinforced concrete.

SLEEVES FOR RACEWAYS

Steel Pipe Sleeves: ASTM A 53/A 53M, Type E, Grade B, Schedule 40, galvanized steel, plain
ends.

Cast-lron Pipe Sleeves: Cast or fabricated "wall pipe," equivalent to ductile-iron pressure pipe,
with plain ends and integral waterstop, unless otherwise indicated.

Sleeves for Rectangular Openings: Galvanized sheet steel with minimum 0.052- or 0.138-inch
(1.3- or 3.5-mm) thickness as indicated and of length to suit application.

Coordinate sleeve selection and application with selection and application of firestopping
specified in Division 07 84 00 "FIRESTOPPING."

SLEEVE SEALS

Description: Modular sealing device, designed for field assembly, to fill annular space between
sleeve and cable.

1. Sealing Elements: EPDM interlocking links shaped to fit surface of cable or conduit.
Include type and number required for material and size of raceway or cable.

2. Pressure Plates: Stainless steel. Include two for each sealing element.

3. Connecting Bolts and Nuts: Carbon steel with corrosion-resistant coating of length
required to secure pressure plates to sealing elements. Include one for each sealing
element.

GROUT

Nonmetallic, Shrinkage-Resistant Grout: ASTM C 1107, factory-packaged, nonmetallic
aggregate grout, noncorrosive, nonstaining, mixed with water to consistency suitable for

Conduits and Backboxes for Electronic Safety and Security
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application and a 30-minute working time. WIRELINE DATA TRANSMISSION MEDIA FOR
SECURITY SYSTEMS

PART 3 - EXECUTION

3.1

3.2

A.

3.1 PENETRATIONS

Cutting or Holes:

1.

2.

Locate holes in advance where they are proposed in the structural sections such as ribs
or beams. Obtain the approval of the COR prior to drilling through structural sections.
Cut holes through concrete and masonry in new and existing structures with a diamond
core drill or concrete saw. Pneumatic hammer, impact electric, hand or manual hammer
type drills are not allowed, except where permitted by the COR as required by limited
working space.

Fire Stop: Where conduits, wireways, and other electronic safety and security raceways pass
through fire partitions, fire walls, smoke partitions, or floors, install a fire stop that provides an
effective barrier against the spread of fire, smoke and gases as specified in Section 07 84 00,
FIRESTOPPING, with rock wool fiber or silicone foam sealant only. Completely fill and seal
clearances between raceways and openings with the fire stop material.

Waterproofing: At floor, exterior wall, and roof conduit penetrations, completely seal clearances
around the conduit and make watertight as specified in Section 07 92 00, “JOINT SEALANTS”.

3.2 INSTALLATION, GENERAL

Install conduit as follows:

1.
2.

o gk

11.

12.
13.

In complete runs before pulling in cables or wires.

Flattened, dented, or deformed conduit is not permitted. Remove and replace the
damaged conduits with new undamaged material.

Assure conduit installation does not encroach into the ceiling height head room,
walkways, or doorways.

Cut square with a hacksaw, ream, remove burrs, and draw up tight.

Mechanically continuous.

Independently support conduit at 2.4 m (8 foot) on center. Do not use other supports i.e.,
(suspended ceilings, suspended ceiling supporting members, lighting fixtures, conduits,
mechanical piping, or mechanical ducts).

Support within 300 mm (12 inches) of changes of direction, and within 300 mm (12
inches) of each enclosure to which connected.

Close ends of empty conduit with plugs or caps at the rough-in stage to prevent entry of
debris, until wires are pulled in.

Conduit installations under fume and vent hoods are prohibited.

Secure conduits to cabinets, junction boxes, pull boxes and outlet boxes with bonding
type locknuts. For rigid and IMC conduit installations, provide a locknut on the inside of
the enclosure, made up wrench tight. Do not make conduit connections to junction box
covers.

Flashing of penetrations of the roof membrane is specified in Section 07 60 00,
“FLASHING AND SHEET METAL".

Do not use aluminum conduits in wet locations.

Unless otherwise indicated on the drawings or specified herein, all conduits shall be
installed concealed within finished walls, floors and ceilings.

Conduit Bends:

1.
2.
3.

Make bends with standard conduit bending machines.
Conduit hickey may be used for slight offsets, and for straightening stubbed out conduits.
Bending of conduits with a pipe tee or vise is prohibited.

Conduits and Backboxes for Electronic Safety and Security
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Layout and Homeruns:

1. Install conduit with wiring, including homeruns, as shown.

2. Deviations: Make only where necessary to avoid interferences and only after drawings
showing the proposed deviations have been submitted approved by the COR.

Fire Alarm:

1. Fire alarm conduit shall be painted red (a red “top-coated” conduit from the conduit
manufacturer may be used in lieu of painted conduit) in accordance with the
requirements of Section 28 31 00, “FIRE DETECTION AND ALARM”.

3.3 CONCEALED WORK INSTALLATION

In Concrete:

1. Conduit: Rigid steel, IMC or EMT. Do not install EMT in concrete slabs that are in contact
with soil, gravel or vapor barriers.

2. Align and run conduit in direct lines.

3. Install conduit through concrete beams only when the following occurs:

a. Where shown on the structural drawings.
b. As approved by the COR prior to construction, and after submittal of drawing
showing location, size, and position of each penetration.

4, Installation of conduit in concrete that is less than 75 mm (3 inch) thick is prohibited.

a. Conduit outside diameter larger than 1/3 of the slab thickness is prohibited.

b. Space between conduits in slabs: Approximately six conduit diameters apart,
except one conduit diameter at conduit crossings.

C. Install conduits approximately in the center of the slab so that there will be a
minimum of 19 mm (3/4 inch) of concrete around the conduits.

5. Make couplings and connections watertight. Use thread compounds that are UL

approved conductive type to insure low resistance ground continuity through the
conduits. Tightening set screws with pliers is prohibited.

Furred or Suspended Ceilings and in Walls:

1. Conduit for conductors above 600 volts:
a. Rigid steel or rigid aluminum.
b. Aluminum conduit mixed indiscriminately with other types in the same system is
prohibited.
2. Conduit for conductors 600 volts and below:

a. Rigid steel, IMC, rigid aluminum, or EMT. Different type conduits mixed
indiscriminately in the same system is prohibited.

3. Align and run conduit parallel or perpendicular to the building lines.

4, Connect recessed lighting fixtures to conduit runs with maximum 1800 mm (6 feet) of
flexible metal conduit extending from a junction box to the fixture.

5. Tightening set screws with pliers is prohibited.

3.4 EXPOSED WORK INSTALLATION

Unless otherwise indicated on the drawings, exposed conduit is only permitted in mechanical
and electrical rooms.

Conduit for Conductors 600 volts and below:
1. Rigid steel, IMC, rigid aluminum, or EMT. Different type of conduits mixed
indiscriminately in the system is prohibited.

Align and run conduit parallel or perpendicular to the building lines.
Install horizontal runs close to the ceiling or beams and secure with conduit straps.
Support horizontal or vertical runs at not over 2400 mm (eight foot) intervals.

Surface metal raceways: Use only where shown.

Conduits and Backboxes for Electronic Safety and Security
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Painting:
1. Paint exposed conduit as specified in Section09 91 00, “PAINTING”.
2. Paint all conduits containing cables rated over 600 volts safety orange. Refer to Section

09 91 00, “PAINTING” for preparation, paint type, and exact color. In addition, paint
legends, using 50 mm (two inch) high black numerals and letters, showing the cable
voltage rating. Provide legends where conduits pass through walls and floors and at
maximum 6000 mm (20 foot) intervals in between.

3.5 EXPANSION JOINTS

Conduits 75 mm (3 inches) and larger, that are secured to the building structure on opposite
sides of a building expansion joint, require expansion and deflection couplings. Install the
couplings in accordance with the manufacturer's recommendations.

Provide conduits smaller than 75 mm (3 inches) with junction boxes on both sides of the
expansion joint. Connect conduits to junction boxes with sufficient slack of flexible conduit to
produce 125 mm (5 inch) vertical drop midway between the ends. Flexible conduit shall have a
copper green ground bonding jumper installed. In lieu of this flexible conduit, expansion and
deflection couplings as specified above for 375 mm (15 inches) and larger conduits are
acceptable.

Install expansion and deflection couplings where shown.
3.6 CONDUIT SUPPORTS, INSTALLATION

Safe working load shall not exceed 1/4 of proof test load of fastening devices.

Use pipe straps or individual conduit hangers for supporting individual conduits. Maximum
distance between supports is 2.5 m (8 foot) on center.

Support multiple conduit runs with trapeze hangers. Use trapeze hangers that are designed to
support a load equal to or greater than the sum of the weights of the conduits, wires, hanger
itself, and 90 kg (200 pounds). Attach each conduit with U-bolts or other approved fasteners.

Support conduit independently of junction boxes, pull boxes, fixtures, suspended ceiling T-bars,
angle supports, and similar items.

Fasteners and Supports in Solid Masonry and Concrete:

1. New Construction: Use steel or malleable iron concrete inserts set in place prior to
placing the concrete.
2. Existing Construction:
a. Steel expansion anchors not less than 6 mm (1/4 inch) bolt size and not less than
28 mm (1-1/8 inch) embedment.
b. Power set fasteners not less than 6 mm (1/4 inch) diameter with depth of
penetration not less than 75 mm (3 inches).
C. Use vibration and shock resistant anchors and fasteners for attaching to concrete
ceilings.

Hollow Masonry: Toggle bolts are permitted.
Bolts supported only by plaster or gypsum wallboard are not acceptable.

Metal Structures: Use machine screw fasteners or other devices specifically designed and
approved for the application.

Attachment by wood plugs, rawl plug, plastic, lead or soft metal anchors, or wood blocking and
bolts supported only by plaster is prohibited.

Chain, wire, or perforated strap shall not be used to support or fasten conduit.

Spring steel type supports or fasteners are prohibited for all uses except: Horizontal and vertical
supports/fasteners within walls.

Conduits and Backboxes for Electronic Safety and Security
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Vertical Supports: Vertical conduit runs shall have riser clamps and supports in accordance with
the NEC and as shown. Provide supports for cable and wire with fittings that include internal
wedges and retaining collars.

3.7 BOX INSTALLATION

Boxes for Concealed Conduits:
1. Flush mounted.
2. Provide raised covers for boxes to suit the wall or ceiling, construction and finish.

In addition to boxes shown, install additional boxes where needed to prevent damage to cables
and wires during pulling in operations.

Remove only knockouts as required and plug unused openings. Use threaded plugs for cast
metal boxes and snap-in metal covers for sheet metal boxes.

Outlet boxes in the same wall mounted back-to-back are prohibited. A minimum 600 mm (24
inch), center-to-center lateral spacing shall be maintained between boxes).

Minimum size of outlet boxes for ground fault interrupter (GFI) receptacles is 100 mm (4 inches)
square by 55 mm (2-1/8 inches) deep, with device covers for the wall material and thickness
involved.

Stencil or install phenolic nameplates on covers of the boxes identified on riser diagrams; for
example "SIG-FA JB No. 1".

On all Branch Circuit junction box covers, identify the circuits with black marker.
3.8 ELECTRONIC SAFETY AND SECURITY CONDUIT

Install the electronic safety and security raceway system as shown on drawings.
Minimum conduit size of 19 mm (3/4 inch), but not less than the size shown on the drawings.
All conduit ends shall be equipped with insulated bushings.

All 100 mm (four inch) conduits within buildings shall include pull boxes after every two 90
degree bends. Size boxes per the NEC.

Vertical conduits/sleeves through closets floors shall terminate not less than 75 mm (3 inches)
below the floor and not less than 75 mm (3 inches) below the ceiling of the floor below.

Terminate conduit runs to/from a backboard in a closet or interstitial space at the top or bottom
of the backboard. Conduits shall enter communication closets next to the wall and be flush with
the backboard.

Where drilling is necessary for vertical conduits, locate holes so as not to affect structural
sections such as ribs or beams.

All empty conduits located in communications closets or on backboards shall be sealed with a
standard non-hardening duct seal compound to prevent the entrance of moisture and gases and
to meet fire resistance requirements.

Conduit runs shall contain no more than four quarter turns (90 degree bends) between pull
boxes/backboards. Minimum radius of communication conduit bends shall be as follows (special
long radius):

Conduits and Backboxes for Electronic Safety and Security
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Sizes of Conduit Radius of Conduit Bends
Trade Size mm, Inches
Ya 150 (6)
1 230 (9)
1-1/4 350 (14)
1-1/2 430 (17)
2 525 (21)
2-1/2 635 (25)
3 775 (31)
3-1/2 900 (36)
4 1125 (45)

Furnish and install 19 mm (3/4 inch) thick fire retardant plywood specified in on the wall of
communication closets where shown on drawings . Mount the plywood with the bottom edge
300 mm (one foot) above the finished floor.

Furnish and pull wire in all empty conduits. (Sleeves through floor are exceptions).
3.9 COMMISSIONING

Provide commissioning documentation in accordance with the requirements of Section 28 08 00
— “COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS?” for all
inspection, start up, and contractor testing required above and required by the System
Readiness Checklist provided by the Commissioning Agent.

Components provided under this section of the specification will be tested as part of a larger
system. Refer to Section 28 08 00, “COMMISSIONING OF ELECTRONIC SAFETY AND
SECURITY SYSTEMS” and related sections for contractor responsibilities for system
commissioning.

---END---
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SECTION 28 08 00

COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS

PART 1 - GENERAL

1.1

1.2

w

1.3

1.4

15

1.6

DESCRIPTION
The requirements of this Section apply to all sections of Division 28.

This project will have selected building systems commissioned. The complete list of equipment
and systems to be commissioned is specified in Section 01 91 00 GENERAL
COMMISSIONING REQUIREMENTS. The commissioning process, which the Contractor is
responsible to execute, is defined in Section 01 91 00 GENERAL COMMISSIONING
REQUIREMENTS. A Commissioning Agent (CxA) appointed by the VA will manage the
commissioning process.

RELATED WORK

Section 01 00 00 GENERAL REQUIREMENTS.

Section 01 91 00 GENERAL COMMISSIONING REQUIREMENTS.
Section 01 33 23 SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES.
SUMMARY

This Section includes requirements for commissioning the Facility electronic safety and security
systems, related subsystems and related equipment. This Section supplements the general
requirements specified in Section 01 91 00 General Commissioning Requirements.

Refer to Section 01 91 00 GENERAL COMMISSIONING REQUIREMENTS for more details
regarding processes and procedures as well as roles and responsibilities for all Commissioning
Team members.

DEFINITIONS
Refer to Section 01 91 00 GENERAL COMMISSIONING REQUIREMENTS for definitions.
COMMISSIONED SYSTEMS

Commissioning of a system or systems specified in Division 28 is part of the construction
process. Documentation and testing of these systems, as well as training of the VA’s Operation
and Maintenance personnel in accordance with the requirements of Section 01 91 00 and of
Division 28, is required in cooperation with the VA and the Commissioning Agent.

The Facility exterior closure systems commissioning will include the systems listed in Section 01
91 00 General Commissioning Requirements:

SUBMITTALS

The commissioning process requires review of selected Submittals that pertain to the systems
to be commissioned. The Commissioning Agent will provide a list of submittals that will be
reviewed by the Commissioning Agent. This list will be reviewed and approved by the VA prior
to forwarding to the Contractor. Refer to Section 01 33 23 SHOP DRAWINGS, PRODUCT
DATA, and SAMPLES for further details.

The commissioning process requires Submittal review simultaneously with engineering review.
Specific submittal requirements related to the commissioning process are specified in Section
01 91 00 GENERAL COMMISSIONING REQUIREMENTS.

Commissioning of Electronic Safety and Security Systems
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PART 2 - PRODUCTS (NOT USED)

PART 3 - EXECUTION

3.1

3.2

3.3

3.4

3.5

A.

CONSTRUCTION INSPECTIONS

Commissioning of Electronic Safety and Security systems will require inspection of individual
elements of the electronic safety and security systems throughout the construction period. The
Contractor shall coordinate with the Commissioning Agent in accordance with Section 01 91 00
and the Commissioning plan to schedule electronic safety and security systems inspections as
required to support the Commissioning Process.

PRE-FUNCTIONAL CHECKLISTS

The Contractor shall complete Pre-Functional Checklists to verify systems, subsystems, and
equipment installation is complete and systems are ready for Systems Functional Performance
Testing. The Commissioning Agent will prepare Pre-Functional Checklists to be used to
document equipment installation. The Contractor shall complete the checklists. Completed
checklists shall be submitted to the VA and to the Commissioning Agent for review. The
Commissioning Agent may spot check a sample of completed checklists. If the Commissioning
Agent determines that the information provided on the checklist is not accurate, the
Commissioning Agent will return the marked-up checklist to the Contractor for correction and
resubmission. If the Commissioning Agent determines that a significant number of completed
checklists for similar equipment are not accurate, the Commissioning Agent will select a broader
sample of checklists for review. If the Commissioning Agent determines that a significant
number of the broader sample of checklists is also inaccurate, all the checklists for the type of
equipment will be returned to the Contractor for correction and resubmission. Refer to
SECTION 01 91 00 GENERAL COMMISSIONING REQUIREMENTS for submittal requirements
for Pre-Functional Checklists, Equipment Startup Reports, and other commissioning
documents.

CONTRACTORS TESTS

Contractor tests as required by other sections of Division 28 shall be scheduled and
documented in accordance with Section 01 00 00 GENERAL REQUIREMENTS. All testing
shall be incorporated into the project schedule. Contractor shall provide no less than 7 calendar
days’ notice of testing. The Commissioning Agent will witness selected Contractor tests at the
sole discretion of the Commissioning Agent. Contractor tests shall be completed prior to
scheduling Systems Functional Performance Testing.

SYSTEMS FUNCTIONAL PERFORMANCE TESTING

The Commissioning Process includes Systems Functional Performance Testing that is intended
to test systems functional performance under steady state conditions, to test system reaction to
changes in operating conditions, and system performance under emergency conditions. The
Commissioning Agent will prepare detailed Systems Functional Performance Test procedures
for review and approval by the Resident Engineer. The Contractor shall review and comment
on the tests prior to approval. The Contractor shall provide the required labor, materials, and
test equipment identified in the test procedure to perform the tests. The Commissioning Agent
will witness and document the testing. The Contractor shall sign the test reports to verify tests
were performed. See Section 01 91 00 GENERAL COMMISSIONING REQUIREMENTS, for
additional details.

TRAINING OF VA PERSONNEL

Training of the VA operation and maintenance personnel is required in cooperation with the
Resident Engineer and Commissioning Agent. Provide competent, factory authorized
personnel to provide instruction to operation and maintenance personnel concerning the
location, operation, and troubleshooting of the installed systems. Contractor shall submit

Commissioning of Electronic Safety and Security Systems
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training agendas and trainer resumes in accordance with the requirements of Section 01 91 00.
The instruction shall be scheduled in coordination with the VA Resident Engineer after
submission and approval of formal training plans. Refer to Section 01 91 00 GENERAL

COMMISSIONING REQUIREMENTS and Division 28 Sections for additional Contractor training
requirements.
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SECTION 28 13 00

PHYSICAL ACCESS CONTROL SYSTEM

PART 1 - GENERAL

1.1 DESCRIPTION

A. This section specifies the finishing, installation, connection, testing and certification of a
complete and fully operating Physical Access Control System, hereinafter referred to as the
PACS.

B. This Section includes a Physical Access Control System consisting of a system server, one or
more networked workstation computers, operating system and application software, and field-
installed Controllers connected by a high-speed electronic data transmission network. The
PACS shall have the following:

1. Physical Access Control:
Regulating access through doors , gates
Anti-passbhack
Visitor assignment
Surge and tamper protection
Secondary alarm annunciator
Credential cards and readers
Biometric identity verification equipment
Push-button switches
RS-232 ASCII interface
Credential creation and credential holder database and management
Monitoring of field-installed devices
Interface with paging systems.

. Reporting

ecurity:

Real-time guard tour.

Time and attendance.

Key tracking.

Video and camera control.

Time and attendance

3TARTTSQ@0200T
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C. System Architecture:

1. Criticality, operational requirements, and/or limiting points of failure may dictate the
development of an enterprise and regional server architecture as opposed to system
capacity. Provide server and workstation configurations with all necessary connectors,
interfaces and accessories as shown.

D. PACS shall provide secure and reliable identification of Federal employees and contractors by
utilizing credential authentication per FIPS-201.

E. Physical Access Control System (PACS) shall consist of:

Head-End equipment server,

One or more networked PC-based workstations,

Physical Access Control System and Database Management Software,
Credential validation software/hardware,

Field installed controllers,

PIV Middelware,

Card readers,

Biometric identification devices,

ONoU~LONE
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9. PIV, PIV-Il, Legacy CAC cards,
10.  Supportive information system,
11. Door locks and sensors,
12.  Power supplies,
13. Interfaces with:
Video Surveillance and Assessment System,
Gate, turnstile, and traffic arm controls,
Automatic door operators,
Intrusion Detection System,
Intercommunication System
Fire Protection System,
HVAC,
Building Management System,
Elevator Controls,

TSQ@mo oo T

Head-End equipment server, workstations and controllers shall be connected by a high-speed
electronic data transmission network.

Information system supporting PACS , Head-End equipment server, workstations, network
switches, routers and controllers shall comply with FIPS 200 requirements (Minimum Security
Requirements for Federal Information and Information Systems)and NIST Special Publication
800-53 (Recommended Security Controls for Federal Information Systems).

PACS system shall support:

1. Multiple credential authentication modes,
2. Bidirectional communication with the reader,
3. Incident response policy implementation capability; system shall have capability to

automatically change access privileges for certain user groups to high security areas in
case of incident/emergency.
4. Visitor management,

All security relevant decisions shall be made on “secure side of the door”. Secure side
processing shall include;

1. Challenge/response management,
2. PKI path discovery and validation,
3. Credential identifier processing,

4, Authorization decisions.

For locations where secure side processing is not applicable the tamper switches and certified
cryptographic processing shall be provided per FIPS-140-2.

System Software: Based on central-station, workstation operating system, server operating
system, and application software.

Software and controllers shall be capable of matching full 56 bit FASC-N plus minimum of 32
bits of public key certificate data.

Software shall have the following capabilities:

1. Multiuser multitasking to allow for independent activities and monitoring to occur
simultaneously at different workstations.
2. Support authentication and enrolment;

PIV verification,

Expiration date check,

Biometric check,

Digital photo display/check,

Validate digital signatures of data objects (Objects are signed by the Trusted
Authority

Private key challenge (CAK & PAK to verify private key public key pairs exist and
card is not a clone)

®Poo T
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3. Support CRL validation via OCSP or SCVP on a scheduled basis and automatically deny
access to any revoked credential in the system.

4, Graphical user interface to show pull-down menus and a menu tree format that complies
with interface guidelines of Microsoft Windows operating system.

5. System license shall be for the entire system and shall include capability for future
additions that are within the indicated system size limits specified in this Section.

6. System shall have open architecture that allows importing and exporting of data and
interfacing with other systems that are compatible with OIT’s operating system.

7. Operator login and access shall be utilized via integrated smart card reader and

password protection.

Systems Networks:

1. A standalone system network shall interconnect all components of the system. This
network shall include communications between a central station and any peer or
subordinate workstations, enrollment stations, local annunciation stations, portal control
stations or redundant central stations.

Security Management System Server Redundancy:
1. The SMS shall support multiple levels of fault tolerance and SMS redundancy listed and
described below:
a. Hot Standby Servers
b. Clustering
C. Disk Mirroring
d. RAID Level 10

e. Distributed Intelligence

Number of points:

1. PACS shall support multiple autonomous regional servers that can connect to a master
command and controller server.

2. Unlimited number of access control readers, unlimited number of inputs or outputs,
unlimited number of client workstations, unlimited number of cardholders.

3. Total system solution to enable enterprise-wide, networked, multi-user access to all
system resources via a wide range of options for connectivity with the customer’s existing
LAN and WAN.

Console Network:

1. Console network, if required, shall provide communication between a central station and
any subordinate or separate stations of the system. Where redundant central or parallel
stations are required, the console network shall allow the configuration of stations as
master and slave. The console network may be a part of the field device network or may
be separate depending upon the manufacturer's system configuration.

Network(s) connecting PCs and Controllers shall comply with NIST Special Publication 800-53

(Recommended Security Controls for Federal Information Systems) and consist of one or more

of the following:

1. Local area, IEEE 802.3 Fast Ethernet 100 BASE-TX, star topology network based on
TCP/IP.

2. Direct-connected, RS-232 cable from the COM port of the Central Station to the first
Controller, then RS-485 to interconnect the remainder of the Controllers at that Location.

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.
Section 08 71 00 - DOOR HARDWARE. Requirements for door installation.

Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.

Physical Access Control System
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Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. Requirements for
connection of high voltage.

Section 26 05 19 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES
(600 VOLTS AND BELOW). Requirements for power cables.

Section 26 05 33 — RACEWAYS AND BOXES FOR ELECTRICAL SYSTEMS. Requirements
for infrastructure.

Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION. Requirements for
underground installation of wiring.

Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter lighting.

Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. For general requirements that are common to more than one section in Division 28.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND SECURITY.
Requirements for infrastructure.

Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY. For
requirements for commissioning, systems readiness checklists, and training.

Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera systems.

Section 28 31 00 - FIRE DETECTION AND ALARM. Requirements for integration with fire
detection and alarm system.

QUALITY ASSURANCE

The Contractor shall be responsible for providing, installing, and the operation of the PACS as
shown. The Contractor shall also provide certification as required.

The security system will be installed and tested to ensure all components are fully compatible
as a system and can be integrated with all associated security subsystems, whether the security
system is stand-alone or a part of a complete Information Technology (IT) computer network.

Manufacturers Qualifications: The manufacturer shall regularly and presently produce, as one of
the manufacturer's principal products, the equipment and material specified for this project, and
shall have manufactured the item for at least three years.

Product Qualifications:

1. Manufacturer's product shall have been in satisfactory operation, on three installations of
similar size and type as this project, for approximately three years.
2. The Government reserves the right to require the Contractor to submit a list of

installations where the products have been in operation before approval.

Contractor Qualifications:

1. The Contractor or security sub-contractor shall be a licensed security Contractor with a
minimum of five (5) years experience installing and servicing systems of similar scope
and complexity. The Contractor shall be an authorized regional representative of the
Security Management System’s (PACS) manufacturer. The Contractor shall provide four
(4) current references from clients with systems of similar scope and complexity which
became operational in the past three (3) years. At least three (3) of the references shall
be utilizing the same system components, in a similar configuration as the proposed
system. The references must include a current point of contact, company or agency
name, address, telephone number, complete system description, date of completion, and

Physical Access Control System
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approximate cost of the project. The owner reserves the option to visit the reference
sites, with the site owner’s permission and representative, to verify the quality of
installation and the references’ level of satisfaction with the system. The Contractor shall
provide copies of system manufacturer certification for all technicians. The Contractor
shall only utilize factory-trained technicians to install, program, and service the PACS.
The Contractor shall only utilize factory-trained technicians to install, terminate and
service controller/field panels and reader modules. The technicians shall have a
minimum of five (5) continuous years of technical experience in electronic security
systems. The Contractor shall have a local service facility. The facility shall be located
within 60 miles of the project site. The local facility shall include sufficient spare parts
inventory to support the service requirements associated with this contract. The facility
shall also include appropriate diagnostic equipment to perform diagnostic procedures.
The Resident Engineer reserves the option of surveying the company’s facility to verify
the service inventory and presence of a local service organization.

a. The Contractor shall provide proof project superintendent with BICSI Certified
Commercial Installer Level 1, Level 2, or Technician to provide oversight of the
project.

b. Cable installer must have on staff a Registered Communication Distribution

Designer (RCDD) certified by Building Industry Consulting Service International.
The staff member shall provide consistent oversight of the project cabling
throughout design, layout, installation, termination and testing.

Service Qualifications: There shall be a permanent service organization maintained or trained
by the manufacturer which will render satisfactory service to this installation within four hours of
receipt of notification that service is needed. Submit name and address of service organizations.

SUBMITTALS

Submit below items in conjunction with Master Specification Sections 01 33 23, SHOP
DRAWINGS, PRODUCT DATA, AND SAMPLES, Section 02 41 00, DEMOLITION, and Section
28 05 00 COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY.

Provide certificates of compliance with Section 1.3, Quality Assurance.

Provide a complete and thorough pre-installation and as-built design package in both electronic
format and on paper, minimum size 48 x 48 inches (1220 x 1220 millimeters); drawing
submittals shall be per the established project schedule.

Shop drawing and as-built packages shall include, but not be limited to:

1. Index Sheet that shall:
a. Define each page of the design package to include facility name, building name,
floor, and sheet number.
b. Provide a complete list of all security abbreviations and symbols.
C. Reference all general notes that are utilized within the design package.
d. Specification and scope of work pages for all individual security systems that are

applicable to the design package that will:

1) Outline all general and job specific work required within the design package.

2) Provide a detailed device identification table outlining device Identification
(ID) and use for all security systems equipment utilized in the design

package.
2. Drawing sheets that will be plotted on the individual floor plans or site plans shall:

a. Include a title block as defined above.

b. Clearly define the drawings scale in both standard and metric measurements.

C. Provide device identification and location.

d Address all signal and power conduit runs and sizes that are associated with the
design of the electronic security system and other security elements (e.g., barriers,
etc.).

e. Identify all pull box and conduit locations, sizes, and fill capacities.
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f. Address all general and drawing specific notes for a particular drawing sheet.
3. A detailed riser drawing for each applicable security subsystem shall:
a. Indicate the sequence of operation.
b. Relationship of integrated components on one diagram.
C. Include the number, size, identification, and maximum lengths of interconnecting
wires.
d. Wire/cable types shall be defined by a wire and cable schedule. The schedule

shall utilize a lettering system that will correspond to the wire/cable it represents
(example: A = 18 AWG/1 Pair Twisted, Unshielded). This schedule shall also
provide the manufacturer’'s name and part number for the wire/cable being

installed.
4, A detailed system drawing for each applicable security system shall:

a. Clearly identify how all equipment within the system, from main panel to device,
shall be laid out and connected.

b. Provide full detail of all system components wiring from point-to-point.

C. Identify wire types utilized for connection, interconnection with associate security
subsystems.

d. Show device locations that correspond to the floor plans.

e. All general and drawing specific notes shall be included with the system drawings.

5. A detailed schedule for all of the applicable security subsystems shall be included. All
schedules shall provide the following information:

a. Device ID.

b. Device Location (e.g. site, building, floor, room number, location, and description).

C. Mounting type (e.g. flush, wall, surface, etc.).

d. Power supply or circuit breaker and power panel number.

e. In addition, for the PACS, provide the door ID, door type (e.g. wood or metal),
locking mechanism (e.g. strike or electromagnetic lock) and control device (e.g.
card reader or biometrics).

6. Detail and elevation drawings for all devices that define how they were installed and
mounted.

Pre-installation design packages shall go through a full review process conducted by the
Contractor along with a VA representative to ensure all work has been clearly defined and
completed. All reviews shall be conducted in accordance with the project schedule. There shall
be four (4) stages to the review process:

1. 35 percent

2. 65 percent

3. 90 percent

4. 100 percent

Provide manufacturer security system product cut-sheets. Submit for approval at least 30 days
prior to commencement of formal testing, a Security System Operational Test Plan. Include
procedures for operational testing of each component and security subsystem, to include
performance of an integrated system test.

Submit manufacture’s certification of Underwriters Laboratories, Inc. (UL) listing as specified.
Provide all maintenance and operating manuals per Section 01 00 00, GENERAL
REQUIREMENTS, and Section 28 05 00 COMMON WORK RESULTS FOR ELECTRONIC
SAFETY AND SECURITY.

Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

General: Submittals shall be in full compliance of the Contract Documents. All submittals shall
be provided in accordance with this section. Submittals lacking the breath or depth these
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requirements will be considered incomplete and rejected. Submissions are considered
multidisciplinary and shall require coordination with applicable divisions to provide a complete
and comprehensive submission package. Additional general provisions are as follows:

1.

The Contractor shall schedule submittals in order to maintain the project schedule. For
coordination drawings refer to Specification Section 01 33 23 - DESIGN SUBMITTAL
PROCEDURES, which outline basic submittal requirements and coordination. Section 01
33 23 shall be used in conjunction with this section.

The Contractor shall identify variations from requirements of Contract Documents and

state product and system limitations, which may be detrimental to successful

performance of the completed work or system.

Each package shall be submitted at one (1) time for each review and include components

from applicable disciplines (e.g., electrical work, architectural finishes, door hardware,

etc.) which are required to produce an accurate and detailed depiction of the project.

Manufacturer’s information used for submittal shall have pages with items for approval

tagged, items on pages shall be identified, and capacities and performance parameters

for review shall be clearly marked through use of an arrow or highlighting. Provide space
for Resident Engineer and Contractor review stamps.

Technical Data Drawings shall be in the latest version of AutoCAD®, drawn accurately,

and in accordance with VA CAD Standards. FREEHAND SKETCHES OR COPIED

VERSIONS OF THE CONSTRUCTION DOCUMENTS WILL NOT BE ACCEPTED. The

Contractor shall not reproduce Contract Documents or copy standard information as the

basis of the Technical Data Drawings. If departures from the technical data drawings are

subsequently deemed necessary by the Contractor, details of such departures and the
reasons thereof shall be submitted in writing to the Resident Engineer for approval before
the initiation of work.

Packaging: The Contractor shall organize the submissions according to the following

packaging requirements.

a. Binders: For each manual, provide heavy duty, commercial quality, durable three
(3) ring vinyl covered loose leaf binders, sized to receive 8.5 x 11 in paper, and
appropriate capacity to accommodate the contents. Provide a clear plastic sleeve
on the spine to hold labels describing the contents. Provide pockets in the covers
to receive folded sheets.

1) Where two (2) or more binders are necessary to accommodate data,
correlate data in each binder into related groupings according to the Project
Manual table of contents. Cross-referencing other binders where necessary
to provide essential information for communication of proper operation and
or maintenance of the component or system.

2) Identify each binder on the front and spine with printed binder title, Project
titte or name, and subject matter covered. Indicate the volume number if
applicable.

b. Dividers: Provide heavy paper dividers with celluloid tabs for each Section. Mark
each tab to indicate contents.

C. Protective Plastic Jackets: Provide protective transparent plastic jackets designed
to enclose diagnostic software for computerized electronic equipment.

d. Text Material: Where written material is required as part of the manual use the
manufacturer's standard printed material, or if not available, specially prepared
data, neatly typewritten on 8.5 inches by 11 inches 20 pound white bond paper.

e. Drawings: Where drawings and/or diagrams are required as part of the manual,
provide reinforced punched binder tabs on the drawings and bind them with the
text.

1) Where oversized drawings are necessary, fold the drawings to the same
size as the text pages and use as a foldout.

2) If drawings are too large to be used practically as a foldout, place the
drawing, neatly folded, in the front or rear pocket of the binder. Insert a type
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written page indicating the drawing title, description of contents and drawing
location at the appropriate location of the manual.

3) Drawings shall be sized to ensure details and text is of legible size. Text
shall be no less than 1/16” tall.

Manual Content: In each manual include information specified in the individual

Specification section, and the following information for each major component of

building equipment and controls:

1) General system or equipment description.

2) Design factors and assumptions.

3) Copies of applicable Shop Drawings and Product Data.

4) System or equipment identification including: manufacturer, model and
serial numbers of each component, operating instructions, emergency
instructions, wiring diagrams, inspection and test procedures, maintenance
procedures and schedules, precautions against improper use and
maintenance, repair instructions, sources of required maintenance materials
and related services, and a manual index.

Binder Organization: Organize each manual into separate sections for each piece

of related equipment. At a minimum, each manual shall contain a title page, table

of contents, copies of Product Data supplemented by drawings and written text,
and copies of each warranty, bond, certifications, and service Contract issued.

Refer to Group | through V Technical Data Package Submittal requirements for

required section content.

Title Page: Provide a title page as the first sheet of each manual to include the

following information; project name and address, subject matter covered by the

manual, name and address of the Project, date of the submittal, name, address,
and telephone number of the Contractor, and cross references to related systems
in other operating and/or maintenance manuals.

Table of Contents: After the title page, include a type written table of contents for

each volume, arranged systematically according to the Project Manual format.

Provide a list of each product included, identified by product name or other

appropriate identifying symbols and indexed to the content of the volume. Where

more than one (1) volume is required to hold data for a particular system, provide a

comprehensive table of contents for all volumes in each volume of the set.

General Information Section: Provide a general information section immediately

following the table of contents, listing each product included in the manual,

identified by product name. Under each product, list the name, address, and

telephone number of the installer and maintenance Contractor. In addition, list a

local source for replacement parts and equipment.

Drawings: Provide specially prepared drawings where necessary to supplement

the manufacturers printed data to illustrate the relationship between components of

equipment or systems, or provide control or flow diagrams. Coordinate these
drawings with information contained in Project Record Drawings to assure correct
illustration of the completed installation.

Manufacturer’s Data: Where manufacturer's standard printed data is included in

the manuals, include only those sheets that are pertinent to the part or product

installed. Mark each sheet to identify each part or product included in the
installation. Where more than one (1) item in tabular format is included, identify
each item, using appropriate references from the Contract Documents. ldentify
data that is applicable to the installation and delete references to information which
is not applicable.

Where manufacturer's standard printed data is not available and the information is

necessary for proper operation and maintenance of equipment or systems, or it is

necessary to provide additional information to supplement the data included in the
manual, prepare written text to provide the necessary information. Organize the
text in a consistent format under a separate heading for different procedures.
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Where necessary, provide a logical sequence of instruction for each operating or
maintenance procedure. Where similar or more than one product is listed on the
submittal the Contractor shall differentiate by highlighting the specific product to be

utilized.
n. Calculations: Provide a section for circuit and panel calculations.
0. Loading Sheets: Provide a section for DGP Loading Sheets.
p. Certifications: Provide section for Contractor’'s manufacturer certifications.

Contractor Review: Review submittals prior to transmittal. Determine and verify field
measurements and field construction criteria. Verify manufacturer’s catalog numbers and
conformance of submittal with requirements of contract documents. Return non-
conforming or incomplete submittals with requirements of the work and contract
documents. Apply Contractor’s stamp with signature certifying the review and verification
of products occurred, and the field dimensions, adjacent construction, and coordination of
information is in accordance with the requirements of the contract documents.
Resubmission: Revise and resubmit submittals as required within 15 calendar days of
return of submittal. Make resubmissions under procedures specified for initial submittals.
Identify all changes made since previous submittal.

Product Data: Within 15 calendar days after execution of the contract, the Contractor
shall submit for approval a complete list of all of major products proposed for use. The
data shall include name of manufacturer, trade name, model number, the associated
contract document section number, paragraph number, and the referenced standards for
each listed product.

Group 1 Technical Data Package: Group | Technical Data Package shall be one submittal
consisting of the following content and organization. Refer to VA Special Conditions Document
for drawing format and content requirements. The data package shall include the following:

Section | - Drawings:

a. General — Drawings shall conform to VA Special Conditions and CAD Standards
Documents. All text associated with security details shall be 1/8” tall and meet VA
text standard for AutoCAD™ drawings.

b. Cover Sheet — Cover sheet shall consist of Project Title and Address, Project
Number, Area and Vicinity Maps.

C. General Information Sheets — General Information Sheets shall consist of General
Notes, Abbreviations, Symbols, Wire and Cable Schedule, Project Phasing, and
Sheet Index.

d. Floor Plans — Floor plans shall be produced from the Architectural backgrounds

issued in the Construction Documents. The contractor shall receive floor plans
from the prime A/E to develop these drawing sets. Security devices shall be
placed on drawings in scale. All text associated with security details shall be 1/8”
tall and meet VA text standard for AutoCAD™ drawings. Floor plans shall identify
the following:

1) security devices by symbol,

2) the associated device point number (derived from the loading sheets),

3) wire & cable types and counts

4) conduit sizing and routing

5) conduit riser systems

6) device and area detail call outs

e. Architectural details — Architectural details shall be produced for each device
mounting type (door details for doors with physical access control, reader
pedestals and mounts, security panel and power supply details).

f. Riser Diagrams — Contractor shall provide a riser diagram indicating riser
architecture and distribution of the physical access control system throughout the
facility (or area in scope).

g. Block Diagrams — Contractor shall provide a block diagram for the entire system
architecture and interconnections with SMS subsystems. Block diagram shall
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identify SMS subsystem (e.g., physical access control, intrusion detection, closed
circuit television, intercom, and other associated subsystems) integration; and data
transmission and media conversion methodologies.

Interconnection Diagrams — Contractor shall provide interconnection diagram for

each sensor, and device component. Interconnection diagram shall identify

termination locations, standard wire detail to include termination schedule.

Diagram shall also identify interfaces to other systems such as elevator control, fire

alarm systems, and security management systems.

Security Details:

1) Panel Assembly Detail — For each panel assembly, a panel assembly details
shall be provided identifying individual panel component size and content.

2) Panel Details — Provide security panel details identify general arrangement
of the security system components, backboard size, wire through size and
location, and power circuit requirements.

3) Device Mounting Details — Provide mounting detailed drawing for each
security device (physical access control system, intrusion detection, video
surveillance and assessment, and intercom systems) for each type of wall
and ceiling configuration in project. Device details shall include device,
mounting detail, wiring and conduit routing.

4) Details of connections to power supplies and grounding

5) Details of surge protection device installation

6) Sensor detection patterns — Each system sensor shall have associated
detection patterns.

7 Equipment Rack Detail — For each equipment rack, provide a scaled detail
of the equipment rack location and rack space utilization. Use of BISCI wire
management standards shall be employed to identify wire management
methodology. Transitions between equipment racks shall be shown to
include use vertical and horizontal latter rack system.

8) Security Control Room — The contractor shall provide a layout plan for the
Security Control Room. The layout plan shall identify all equipment and
details associated with the installation.

9) Operator Console — The contractor shall provide a layout plan for the
Operator Console. The layout plan shall identify all equipment and details
associated with the installation. Equipment room - the contractor shall
provide a layout plan for the equipment room. The layout plan shall identify
all equipment and details associated with the installation.

10) Equipment Room — Equipment room details shall provide architectural,
electrical, mechanical, plumbing, IT/Data and associated equipment and
device placements both vertical and horizontally.

Electrical Panel Schedule — Electrical Panel Details shall be provided for all SMS

systems electrical power circuits. Panel details shall be provided identifying panel

type (Standard, Emergency Power, Emergency/Uninterrupted Power Source, and

Uninterrupted Power Source Only), panel location, circuit number, and circuit

amperage rating.

Door Schedule — A door schedule shall be developed for each door equipped with

electronic security components. At a minimum, the door schedule shall be

coordinated with Division 08 work and include the following information:

1) Item Number

2) Door Number (Derived from A/E Drawings)

3) Floor Plan Sheet Number

4) Standard Detail Number

5) Door Description (Derived from Loading Sheets)

6) Data Gathering Panel Input Number

7 Door Position or Monitoring Device Type & Model Number

8) Lock Type, Model Number & Power Input/Draw (standby/active)
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9) Card Reader Type & Model Number
10)  Shunting Device Type & Model Number
11) Sounder Type & Model Number
12) Manufacturer
13) Misc. devices as required
a) Delayed Egress Type & Model Number
b) Intercom
C) Camera
d) Electric Transfer Hinge
e) Electric Pass-through device
14) Remarks column indicating special notes or door configurations

Camera Schedule - A camera schedule shall be developed for each camera. Contractors

shall coordinate with the Resident Engineer to determine camera starting numbers and

naming conventions. All drawings shall identify wire and cable standardization
methodology. Color coding of all wiring conductors and jackets is required and shall be
communicated consistently throughout the drawings package submittal. At a minimum,
the camera schedule shall include the following information:

Item Number

Camera Number

Naming Conventions

Description of Camera Coverage

Camera Location

Floor Plan Sheet Number

Camera Type

Mounting Type

Standard Detail Reference

Power Input & Draw

Power Panel Location

l. Remarks Column for Camera

Section Il — Data Gathering Panel Documentation Package

a. Contractor shall provide Data Gathering Panel (DGP) input and output
documentation packages for review at the Shop Drawing submittal stage and also
with the as-built documentation package. The documentation packages shall be
provided in both printed and magnetic form at both review stages.

b. The Contractor shall provide loading sheet documentation package for the
associated DGP, including input and output boards for all field panels associated
with the project. Documentation shall be provided in current version Microsoft
Excel spreadsheets following the format currently utilized by VA. A separate
spreadsheet file shall be generated for each DGP and associated field panels.

C. The spreadsheet names shall follow a sequence that shall display the
spreadsheets in numerical order according to the DGP system number. The
spreadsheet shall include the prefix in the file name that uniquely identifies the
project site. The spreadsheet shall detail all connected items such as card
readers, alarm inputs, and relay output connections. The spreadsheet shall
include an individual section (row) for each panel input, output and card reader.
The spreadsheet shall automatically calculate the system numbers for card
readers, inputs, and outputs based upon data entered in initialization fields.

AT T TQT0a0 o

d. All entries must be verified against the field devices. Copies of the floor plans shall
be forwarded under separate cover.
e. The DGP spreadsheet shall include an entry section for the following information:

1) DGP number

2) First Reader Number

3) First Monitor Point Number
4) First Relay Number

5) DGP, input or output Location
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6) DGP Chain Number
7 DGP Cabinet Tamper Input Number
8) DGP Power Fail Input Number
9) Number of Monitor Points Reserved For Expansion Boards
10) Number of Control Points (Relays) Reserved For Expansion Boards
The DGP, input module and output module spreadsheets shall automatically
calculate the following information based upon the associated entries in the above
fields:
1) System Numbers for Card Readers
2) System Numbers for Monitor Point Inputs
3) System Numbers for Control Points (Relays)
4) Next DGP or input module First Monitor Point Number
5) Next DGP or output module First Control Point Number
The DGP spreadsheet shall provide the following information for each card reader:
1) DGP Reader Number
2) System Reader Number
3) Cable ID Number
4) Description Field (Room Number)
5) Description Field (Device Type i.e.: In Reader, Out Reader, etc.)
6) Description Field
7) DGP Input Location
8) Date Test
9) Date Passed
10) Cable Type
11) Camera Numbers (of cameras viewing the reader location)
The DGP and input module spreadsheet shall provide the following information for
each monitor point (alarm input).
1) DGP Monitor Point Input Number
2) System Monitor Point Number
3) Cable ID Number
4) Description Field (Room Number)
5) Description Field (Device Type i.e.: Door Contact, Motion Detector, etc.)
6) DGP or input module Input Location
7 Date Test
8) Date Passed
9) Cable Type
10) Camera Numbers (of associated alarm event preset call-ups)
The DGP and output module spreadsheet shall provide the following information
for each control point (output relay).
1) DGP Control Point (Relay) Number
2) System (Control Point) Number
3) Cable ID Number
4) Description Field (Room Number)
5) Description Field (Device: Lock Control, Local Sounder, etc.)
6) Description Field
7) DGP or OUTPUT MODULE Output Location
8) Date Test
9) Date Passed Cable Type
10) Camera Number (of associated alarm event preset call-ups)
The DGP, input module and output module spreadsheet shall include the following
information or directions in the header and footer:
1) Header
a) DGP Input and Output Worksheet
b) Enter Beginning Reader, Input, and Output Starting Numbers and
Sheet Will Automatically Calculate the Remaining System Numbers.
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2) Footer
a) File Name
b) Date Printed
c) Page Number

Section Il - Construction Mock-up: In areas with exposed EMT/Conduit Raceways,

contractor shall conceal raceway as much as practical and unobtrusively. In addition,

historic significance must be considered to determine installation means and methods for
approval by the owner.

Section IV - Manufacturers’ Data: The data package shall include manufacturers’ data

for all materials and equipment, including sensors, local processors and console

equipment provided under this specification.

Section V - System Description and Analysis: The data package shall include system

descriptions, analysis, and calculations used in sizing equipment required by these

specifications. Descriptions and calculations shall show how the equipment will operate
as a system to meet the performance requirements of this specification. The data
package shall include the following:

a. Central processor memory size; communication speed and protocol description;
rigid disk system size and configuration; flexible disk system size and
configuration; back-up media size and configuration; alarm response time
calculations; command response time calculations; start-up operations; expansion
capability and method of implementation; sample copy of each report specified;
and color photographs representative of typical graphics.

b. Software Data: The data package shall consist of descriptions of the operation and
capability of the system, and application software as specified.
C. Overall System Reliability Calculations: The data package shall include all

manufacturers’ reliability data and calculations required to show compliance with
the specified reliability.
Section VI — Certifications & References: All specified manufacturer’s certifications shall
be included with the data package. Contractor shall provide Project references as
outlined in Paragraph 1.4 “Quality Assurance”.

K. Group Il Technical Data Package

1.

The Contractor shall prepare a report of “Current Site Conditions” and submit a report to
the Resident Engineer documenting changes to the site, particularly those conditions that
affect performance of the system to be installed. The Contractor shall provide
specification sheets, or written functional requirements to support the findings, and a cost
estimate to correct those site changes or conditions which affect the installation of the
system or its performance. The Contractor shall not correct any deficiency without
written permission from the COTR.

System Configuration and Functionality: The contractor shall provide the results of the
meeting with VA to develop system requirements and functionality including but not
limited to:

Baseline configuration

Access levels

Schedules (intrusion detection, physical access control, holidays, etc.)

Badge database

System monitoring and reporting (unit level and central control)

Naming conventions and descriptors

~poooTw

L. Group Ill Technical Data Package

1.

Development of Test Procedures: The Contractor will prepare performance test
procedures for the system testing. The test procedures shall follow the format of the VA
Testing procedures and be customized to the contract requirements. The Contractor will
deliver the test procedures to the Resident Engineer for approval at least 60 calendar
days prior to the requested test date.
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M. Group IV Technical Data Package
1. Performance Verification Test

a.

Based on the successful completion of the pre-delivery test, the Contractor shall
finalize the test procedures and report forms for the performance verification test
(PVT) and the endurance test. The PVT shall follow the format, layout and content
of the pre-delivery test. The Contractor shall deliver the PVT and endurance test
procedures to the Resident Engineer for approval. The Contractor may schedule
the PVT after receiving written approval of the test procedures. The Contractor
shall deliver the final PVT and endurance test reports within 14 calendar days from
completion of the tests. Refer to Part 3 of this section for System Testing and
Acceptance requirements.

2. Training Documentation

a.

New Facilities and Major Renovations: Familiarization training shall be provided
for new equipment or systems. Training can include site familiarization training for
VA technicians and administrative personnel. Training shall include general
information on new system layout including closet locations, turnover of the
completed system including all documentation, including manuals, software, key
systems, and full system administration rights. Lesson plans and training manuals
training shall be oriented to type of training to be provided.

New Unit Control Room:

1) Provide the security personnel with training in the use, operation, and
maintenance of the entire control room system (Unit Control and Equipment
Rooms). The training documentation must include the operation and
maintenance. The first of the training sessions shall take place prior to
system turnover and the second immediately after turnover. Coordinate the
training sessions with the Owner. Completed classroom sessions will be
witnessed and documented by the Architect/Engineer, and approved by the
Resident Engineer. Instruction is not to begin until the system is operational
as designed.

2) The training documents will cover the operation and the maintenance
manuals and the control console operators’ manuals and service manuals in
detail, stressing all important operational and service diagnostic information
necessary for the maintenance and operations personnel to efficiently use
and maintain all systems.

3) Provide an illustrated control console operator's manual and service manual.
The operator's manual shall be written in laymen's language and printed so
as to become a permanent reference document for the operators, describing
all control panel switch operations, graphic symbol definitions and all
indicating functions and a complete explanation of all software.

4) The service manual shall be written in laymen's language and printed so as
to become a permanent reference document for maintenance personnel,
describing how to run internal self diagnostic software programs,
troubleshoot head end hardware and field devices with a complete scenario
simulation of all possible system malfunctions and the appropriate corrective
measures.

5) Provide a professional color DVD instructional recording of all the
operational procedures described in the operator's manual. All charts used
in the training session shall be clearly presented on the video. Any DVD
found to be inferior in recording or material content shall be reproduced at
no cost until an acceptable DVD is submitted. Provide four copies of the
training DVD, one to the architect/engineer and three to the owner.

3. System Configuration and Data Entry:

a.

The contractor is responsible for providing all system configuration and data entry
for the SMS and subsystems (e.g., video matrix switch, intercom, digital video
recorders, network video recorders). All data entry shall be performed per VA
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standards & guidelines. The Contractor is responsible for participating in all
meetings with the client to compile the information needed for data entry. These
meetings shall be established at the beginning of the project and incorporated in to
the project schedule as a milestone task. The contractor shall be responsible for
all data collection, data entry, and system configuration. The contractor shall
collect, enter, & program and/or configure the following components:
1) Physical Access control system components,
2) All intrusion detection system components,
3) Video surveillance, control and recording systems,

4) Intercom systems components,
5) All other security subsystems shown in the contract documents.
b. The Contractor is responsible for compiling the card access database for the VA

employees, including programming reader configurations, access shifts,
schedules, exceptions, card classes and card enrollment databases.
C. Refer to Part 3 for system programming requirements and planning guidelines.

4. Graphics: Based on CAD as-built drawings developed for the construction project, create
all map sets showing locations of all alarms and field devices. Graphical maps of all
alarm points installed under this contract including perimeter and exterior alarm points
shall be delivered with the system. The Contractor shall create and install all graphics
needed to make the system operational. The Contractor shall utilize data from the
contract documents, Contractor’s field surveys, and all other pertinent information in the
Contractor’s possession to complete the graphics. The Contractor shall identify and
request from the COTR, any additional data needed to provide a complete graphics
package. Graphics shall have sufficient level of detail for the system operator to assess
the alarm. The Contractor shall supply hard copy, color examples at least 203.2 x 254
mm (8 x 10 in) of each type of graphic to be used for the completed Security system.
The graphics examples shall be delivered to the Resident Engineer for review and
approval at least 90 calendar days prior to the scheduled date the Contractor requires
them.

Group V Technical Data Package: Final copies of the manuals shall be delivered to the
Resident Engineer as part of the acceptance test. The draft copy used during site testing shall
be updated with any changes required prior to final delivery of the manuals. Each manual’s
contents shall be identified on the cover. The manual shall include names, addresses, and
telephone numbers of each sub-contractor installing equipment or systems, as well as the
nearest service representatives for each item of equipment for each system. The manuals shall
include a table of contents and tab sheets. Tab sheets shall be placed at the beginning of each
chapter or section and at the beginning of each appendix. The final copies delivered after
completion of the endurance test shall include all modifications made during installation,
checkout, and acceptance. Six (6) hard-copies and one (1) soft copy on CD of each item listed
below shall be delivered as a part of final systems acceptance.

1. Functional Design Manual: The functional design manual shall identify the operational
requirements for the entire system and explain the theory of operation, design
philosophy, and specific functions. A description of hardware and software functions,
interfaces, and requirements shall be included for all system operating modes.
Manufacturer developed literature may be used; however, shall be produced to match the
project requirements.

2. Equipment Manual: A manual describing all equipment furnished including:

a. General description and specifications; installation and checkout procedures;
equipment electrical schematics and layout drawings; system schematics and
layout drawings; alignment and calibration procedures; manufacturer’s repair list
indicating sources of supply; and interface definition.

3. Software Manual: The software manual shall describe the functions of all software and
include all other information necessary to enable proper loading, testing, and operation.
The manual shall include:
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a. Definition of terms and functions; use of system and applications software;
procedures for system initialization, start-up, and shutdown; alarm reports; reports
generation, database format and data entry requirements; directory of all disk files;
and description of all communications protocols including data formats, command
characters, and a sample of each type of data transfer.

Operator’'s Manual: The operator’'s manual shall fully explain all procedures and

instructions for the operation of the system, including:

a. Computers and peripherals; system start-up and shutdown procedures; use of
system, command, and applications software; recovery and restart procedures;
graphic alarm presentation; use of report generator and generation of reports; data
entry; operator commands’ alarm messages, and printing formats; and system
access requirements.

Maintenance Manual: The maintenance manual shall include descriptions of

maintenance for all equipment including inspection, recommend schedules, periodic

preventive maintenance, fault diagnosis, and repair or replacement of defective
components.

Spare Parts & Components Data: At the conclusion of the Contractor's work, the

Contractor shall submit to the Resident Engineer a complete list of the manufacturer's

recommended spare parts and components required to satisfactorily maintain and

service the systems, as well as unit pricing for those parts and components.

Operation, Maintenance & Service Manuals: The Contractor shall provide two (2)

complete sets of operating and maintenance manuals in the form of an instructional

manual for use by the VA Security Guard Force personnel. The manuals shall be
organized into suitable sets of manageable size. Where possible, assemble instructions
for similar equipment into a single binder. If multiple volumes are required, each volume
shall be fully indexed and coordinated.

8. Equipment and Systems Maintenance Manual: The Contractor shall provide the

following descriptive information for each piece of equipment, operating system, and

electronic system:

Equipment and/or system function.

Operating characteristics.

Limiting conditions.

Performance curves.

Engineering data and test.

Complete nomenclature and number of replacement parts.

Provide operating and maintenance instructions including assembly drawings and

diagrams required for maintenance and a list of items recommended to stock as

spare parts.

h. Provide information detailing essential maintenance procedures including the
following: routine operations, trouble shooting guide, disassembly, repair and re-
assembly, alignment, adjusting, and checking.

i. Provide information on equipment and system operating procedures, including the
following; start-up procedures, routine and normal operating instructions,
regulation and control procedures, instructions on stopping, shut-down and
emergency instructions, required sequences for electric and electronic systems,
and special operating instructions.

j- Manufacturer equipment and systems maintenance manuals are permissible.

Project Redlines: During construction, the Contractor shall maintain an up-to-date set of

construction redlines detailing current location and configuration of the project

components. The redline documents shall be marked with the words ‘Master Redlines’
on the cover sheet and be maintained by the Contractor in the project office. The

Contractor will provide access to redline documents anytime during the project for review

and inspection by the Resident Engineer or authorized Office of Protection Services

representative. Master redlines shall be neatly maintained throughout the project and
secured under lock and key in the contractor’s onsite project office. Any project
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component or assembly that is not installed in strict accordance with the drawings shall
be so noted on the drawings. Prior to producing Record Construction Documents, the
contractor will submit the Master Redline document to the Resident Engineer for review
and approval of all changes or modifications to the documents. Each sheet shall have

Resident Engineer initials indicating authorization to produce “As Built” documents. Field

drawings shall be used for data gathering & field changes. These changes shall be made

to the master redline documents daily. Field drawings shall not be considered “master
redlines”.

Record Specifications: The Contractor shall maintain one (1) copy of the Project

Specifications, including addenda and modifications issued, for Project Record

Documents. The Contractor shall mark the Specifications to indicate the actual

installation where the installation varies substantially from that indicated in the Contract

Specifications and modifications issued. (Note related Project Record Drawing

information where applicable). The Contractor shall pay particular attention to

substitutions, selection of product options, and information on concealed installations that
would be difficult to identify or measure and record later. Upon completion of the mark
ups, the Contractor shall submit record Specifications to the COTR. As with master
relines, Contractor shall maintain record specifications for Resident Engineer review and
inspection at anytime.

Record Product Data: The Contractor shall maintain one (1) copy of each Product Data

submittal for Project Record Document purposes. The Data shall be marked to indicate

the actual product installed where the installation varies substantially from that indicated
in the Product Data submitted. Significant changes in the product delivered to the site
and changes in manufacturer's instructions and recommendations for installation shall be
included. Particular attention will be given to information on concealed products and
installations that cannot be readily identified or recorded later. Note related Change

Orders and mark up of Record Construction Documents, where applicable. Upon

completion of mark up, submit a complete set of Record Product Data to the COTR.

Miscellaneous Records: The Contractor shall maintain one (1) copy of miscellaneous

records for Project Record Document purposes. Refer to other Specifications for

miscellaneous record-keeping requirements and submittals concerning various
construction activities. Before substantial completion, complete miscellaneous records
and place in good order, properly identified and bound or filed, ready for use and

reference. Categories of requirements resulting in miscellaneous records include, a

minimum of the following:

Certificates received instead of labels on bulk products.

Testing and qualification of tradesmen. (“Contractor’s Qualifications”)

Documented qualification of installation firms.

Load and performance testing.

Inspections and certifications.

Final inspection and correction procedures.

. Project schedule

ecord Construction Documents (Record As-Built)

Upon project completion, the contractor shall submit the project master redlines to

the Resident Engineer prior to development of Record construction documents.

The Resident Engineer shall be given a minimum of a thirty (30) day review period

to determine the adequacy of the master redlines. If the master redlines are found

suitable by the Resident Engineer, the Resident Engineer will initial and date each
sheet and turn redlines over to the contractor for as built development.

b. The Contractor shall provide the Resident Engineer a complete set of "as-built"
drawings and original master redlined marked "as-built" blue-line in the latest
version of AutoCAD drawings unlocked on CD or DVD. The as-built drawing shall
include security device number, security closet connection location, data gathering
panel number, and input or output number as applicable. All corrective notations
made by the Contractor shall be legible when submitted to the COTR. If, in the
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opinion of the COTR, any redlined notation is not legible, it shall be returned to the
Contractor for re-submission at no extra cost to the Owner. The Contractor shall
organize the Record Drawing sheets into manageable sets bound with durable
paper cover sheets with suitable titles, dates, and other identifications printed on
the cover. The submitted as built shall be in editable formats and the ownership of
the drawings shall be fully relinquished to the owner.

C. Where feasible, the individual or entity that obtained record data, whether the
individual or entity is the installer, sub-contractor, or similar entity, is required to
prepare the mark up on Record Drawings. Accurately record the information in a
comprehensive drawing technique. Record the data when possible after it has
been obtained. For concealed installations, record and check the mark up before
concealment. At the time of substantial completion, submit the Record
Construction Documents to the COTR. The Contractor shall organize into bound
and labeled sets for the COTR's continued usage. Provide device, conduit, and
cable lengths on the conduit drawings. Exact in-field conduit placement/routings
shall be shown. All conduits shall be illustrated in their entire length from
termination in security closets; no arrowed conduit runs shall be shown. Pull box
and junction box sizes are to be shown if larger than 100mm (4 inch).

FIPS 201 Compliance Certificates

1. Provide Certificates for all software components and device types utilizing credential
verification. Provide certificates for:

Fingerprint Capture Station

Card Readers

Facial Image Capturing Camera

PIV Middelware

Template Matcher

Electromagnetically Opaque Sleeve

Certificate Management

1) CAK Authentication System

2) PIV Authentication System

3) Certificate Validator

4) Cryptographic Module
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h.
Approvals will be based on complete submission of manuals together with shop drawings.

Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

APPLICABLE PUBLICATIONS

The publications listed below (including amendments, addenda, revisions, supplement, and
errata) form a part of this specification to the extent referenced. The publications are referenced
in the text by the basic designation only.

American National Standards Institute (ANSI)/ Security Industry Association (SIA):

AC-03 ..o Access Control: Access Control Guideline Dye Sublimation
Printing Practices for PVC Access Control Cards

TVAC-01..coceooiiiiiieeee e, CCTV to Access Control Standard - Message Set for System
Integration

American National Standards Institute (ANSI)/ International Code Council (ICC):
ALL7. D i, Standard on Accessible and Usable Buildings and Facilities

Physical Access Control System
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Department of Justice American Disability Act (ADA)
28CFR Part36.......ccccvveeeeen. ADA Standards for Accessible Design 2010

Department of Veterans Affairs (VA):
PACS-R:.iiieiiiicieeeeeeees Physical Access Control System (PACS) Requirements
VA Handbook 0730............... Security and Law Enforcement

Government Accountability Office (GAO):

.............................................. GAO-03-8-02 Security Responsibilities for Federally Owned
and Leased Facilities

National Electrical Contractors Association
303-2005 ......cccovveeereeeeere Installing Closed Circuit Television (CCTV) Systems

National Electrical Manufactures Association (NEMA):
250-08 ..., Enclosures for Electrical Equipment (1000 Volts Maximum)

National Fire Protection Association (NFPA):
T0-11 oo National Electrical Code

Underwriters Laboratories, Inc. (UL):

294-99 ..., The Standard of Safety for Access Control System Units
305-08 ... Standard for Panic Hardware

639-97 .o Standard for Intrusion-Detection Units

752-05 ., Standard for Bullet-Resisting Equipment

827-08 ..ot Central Station Alarm Services

1076-95 ...ooveiiiiiiiieeeen Standards for Proprietary Burglar Alarm Units and Systems
1981-03 ..ceeviieeeeiiiieeeee e Central Station Automation System
2058-05....ccccciviiiiiiiieiieeeee, High Security Electronic Locks

Homeland Security Presidential Directive (HSPD):
HSPD-12 ......ovviiiviiiiiiiininiiinns Policy for a Common Identification Standard for Federal
Employees and Contractors

Federal Communications Commission (FCC):

(47 CFR 15) Part 15.............. Limitations on the Use of Wireless Equipment/Systems
Federal Information Processing Standards (FIPS):
FIPS-201-1.....ccccciieiieeeeees Personal Identity Verification (PI1V) of Federal Employees and
Contractors

National Institute of Standards and Technology (NIST):

IR6887 V2.1 ....cccivieeveeeeeees Government Smart Card Interoperability Specification (GSC-IS)
Special Pub 800-63............... Electronic Authentication Guideline

Special Pub 800-96............... PIV Card Reader Interoperability Guidelines

Special Pub 800-73-3............ Interfaces for Personal Identity Verification (4 Parts)

.............................................. Pt. 1- End Point PIV Card Application Namespace, Data Model &
Representation
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.............................................. Pt. 2- PIV Card Application Card Command Interface

.............................................. Pt. 3- PIV Client Application Programming Interface
.............................................. Pt. 4- The PIV Transitional Interfaces & Data Model Specification

Special Pub 800-76-1............ Biometric Data Specification for Personal Identity Verification

Special Pub 800-78-2............ Cryptographic Algorithms and Key Sizes for Personal Identity
Verification

Special Pub 800-79-1............ Guidelines for the Accreditation of Personal Identity Verification
Card Issuers

Special Pub 800-85B-1 ......... DRAFTPIV Data Model Test Guidelines

Special Pub 800-85A-2 ......... PIV Card Application and Middleware Interface Test Guidelines
(SP 800-73-3 compliance)

Special Pub 800-96............... PIV Card Reader Interoperability Guidelines

Special Pub 800-37 ............... Guide for Applying the Risk Management Framework to Federal
Information Systems

Special Pub 800-96............... PIV Card Reader Interoperability Guidelines

Special Pub 800-96............... PIV Card Reader Interoperability Guidelines

Special Pub 800-104A .......... Scheme for PIV Visual Card Topography

Special Pub 800-116............. Recommendation for the Use of PIV Credentials in Physical
Access Control Systems (PACS)

O. Institute of Electrical and Electronics Engineers (IEEE):

CB2.41. ..., IEEE Recommended Practice on Surge Voltages in Low-Voltage

AC Power Circuits
P. International Organization for Standardization (ISO):

7810 .o, Identification cards — Physical characteristics

4= Physical Characteristics for Magnetic Stripe Cards

4= I Identification cards - Integrated circuit(s) cards with contacts -

Part 1: Physical characteristics

T8L16-2 .o Identification cards - Integrated circuit cards - Part 2: Cards with
contacts -Dimensions and location of the contacts

T816-3 . Identification cards - Integrated circuit cards - Part 3: Cards with
contacts - Electrical interface and transmission protocols

T8L6-4 .o Identification cards - Integrated circuit cards - Part 11: Personal
verification through biometric methods

7816-10 ....ceiiiiiiieeiiiiieieeeenn, Identification cards - Integrated circuit cards - Part 4:
Organization, security and commands for interchange

14443 ..o, Identification cards - Contactless integrated circuit cards;
Contactless Proximity Cards Operating at 13.56 MHz inup to 5
inches distance

15693 ..o Identification cards -- Contactless integrated circuit cards -
Vicinity cards; Contactless Vicinity Cards Operating at 13.56
MHz in up to 50 inches distance
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19794 ..., Information technology - Biometric data interchange formats

Uniform Federal Accessibility Standards (UFAS) 1984
ADA Standards for Accessible Design 2010

Section 508 of the Rehabilitation Act of 1973
DEFINITIONS

ABA Track: Magnetic stripe that is encoded on track 2, at 75-bpi density in binary-coded
decimal format; for example, 5-bit, 16-character set.

Access Control List: A list of (identifier, permissions) pairs associated with a resource or an
asset. As an expression of security policy, a person may perform an operation on a resource or
asset if and only if the person’s identifier is present in the access control list (explicitly or
implicitly), and the permissions in the (identifier, permissions) pair include the permission to
perform the requested operation.

Access Control: A function or a system that restricts access to authorized persons only.
API Application Programming Interface

Assurance Level (or E-Authentication Assurance Level): A measure of trust or confidence in an
authentication mechanism defined in OMB Memorandum M-04-04 and NIST Special Publication
(SP) 800-63, in terms of four levels: M-04-04

1. Level 1: LITTLE OR NO confidence

2. Level 2: SOME confidence

3. Level 3: HIGH confidence

4, Level 4: VERY HIGH confidence

Authentication: A process that establishes the origin of information, or determines an entity’s
identity. In this publication, authentication often means the performance of a PIV authentication
mechanism.

Authenticator: A memory, possession, or quality of a person that can serve as proof of identity,
when presented to a verifier of the appropriate kind. For example, passwords, cryptographic
keys, and fingerprints are authenticators.

Authorization: A process that associates permission to access a resource or asset with a person
and the person’s identifier(s).

BIO or BIO-A: A FIPS 201 authentication mechanism that is implemented by using a Fingerprint
data object sent from the PIV Card to the PACS. Note that the short-hand “BIO (-A)” is used
throughout the document to represent both BIO and BIO-A authentication mechanisms.

Biometric: An authenticator produced from measurable qualities of a living person.
CAC EP — CAC End Point with end point PIV applet
CAC NG — CAC Next Generation with transitional PIV applet

Card Authentication Key (CAK): A PIV authentication mechanism (or the PIV Card key of the
same name) that is implemented by an asymmetric or symmetric key challenge/response
protocol. The CAK is an optional mechanism defined in NIST SP 800-73. SP800-73 NIST
strongly recommends that every PIV Card contain an asymmetric CAK and corresponding
certificate, and that agencies use the asymmetric CAK protocol, rather than a symmetric CAK
protocol, whenever the CAK authentication mechanism is used with PACS.

CCTV: Closed-circuit television.

Central Station: A PC with software designated as the main controlling PC of the PACS.
Where this term is presented with initial capital letters, this definition applies.
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Controller: An intelligent peripheral control unit that uses a computer for controlling its
operation. Where this term is presented with an initial capital letter, this definition applies.

CPU: Central processing unit.

Credential: Data assigned to an entity and used to identify that entity.

File Server: A PC in a network that stores the programs and data files shared by users.
FIPS Federal Information Processing Standards

FRAC - First Responder Authentication Credential

HSPD Homeland Security Presidential Directive

I/O: Input/Output.

Identifier: A credential card, keypad personal identification number or code, biometric
characteristic, or other unique identification entered as data into the entry-control database for
the purpose of identifying an individual. Where this term is presented with an initial capital
letter, this definition applies.

IEC International Electrotechnical Commission

ISO International Organization for Standardization

KB Kilobyte

kbit/s Kilobits / second

LAN: Local area network.

LED: Light-emitting diode.

Legacy CAC — Contact only Common Access Card with v1 and v2 applets

Location: A Location on the network having a PC-to-Controller communications link, with
additional Controllers at the Location connected to the PC-to-Controller link with RS-485
communications loop. Where this term is presented with an initial capital letter, this definition
applies.

NIST: National Institute of Standards and Technology
PACS: Physical Access Control System
PC/SC: Personal Computer / Smart Card

PC: Personal computer. This acronym applies to the Central Station, workstations, and file
servers.

PCI Bus: Peripheral component interconnect; a peripheral bus providing a high-speed data
path between the CPU and peripheral devices (such as monitor, disk drive, or network).

PDF: (Portable Document Format.) The file format used by the Acrobat document exchange
system software from Adobe.

PIV: Personal Identification Verification
PIV-I — PIV Interoperable credential
PPS: Protocol and Parameters Selection
RF: Radio frequency.

ROM: Read-only memory. ROM data are maintained through losses of power.
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RS-232: An TIA/EIA standard for asynchronous serial data communications between terminal
devices. This standard defines a 25-pin connector and certain signal characteristics for
interfacing computer equipment.

RS-485: An TIA/EIA standard for multipoint communications.

TCP/IP: Transport control protocol/Internet protocol incorporated into Microsoft Windows.
TPDU: Transport Protocol Data Unit

TWIC — Transportation Worker Identification Credential

UPS: Uninterruptible power supply.

Vcc: Voltage at the Common Collector

WAN: Wide area network.

WAV: The digital audio format used in Microsoft Windows.

. Wiegand: Patented magnetic principle that uses specially treated wires embedded in the

credential card.

Windows: Operating system by Microsoft Corporation.

Workstation: A PC with software that is configured for specific limited security system functions.
COORDINATION

Coordinate arrangement, mounting, and support of electronic safety and security equipment:

1. To allow maximum possible headroom unless specific mounting heights that reduce
headroom are indicated.

2. To provide for ease of disconnecting the equipment with minimum interference to other
installations.

3. To allow right of way for piping and conduit installed at required slope.

4, So connecting raceways, cables, wireways, cable trays, and busways will be clear of

obstructions and of the working and access space of other equipment.

Coordinate installation of required supporting devices and set sleeves in cast-in-place concrete,
masonry walls, and other structural components as they are constructed.

Coordinate location of access panels and doors for electronic safety and security items that are
behind finished surfaces or otherwise concealed.

MAINTENANCE & SERVICE

General Requirements

1. The Contractor shall provide all services required and equipment necessary to maintain
the entire integrated electronic security system in an operational state as specified for a
period of one (1) year after formal written acceptance of the system. The Contractor shall
provide all necessary material required for performing scheduled adjustments or other
non-scheduled work. Impacts on facility operations shall be minimized when performing
scheduled adjustments or other non-scheduled work. See also General Project
Requirements.

Description of Work

1. The adjustment and repair of the security system includes all software updates, panel
firmware, and the following new items computers equipment, communications
transmission equipment and data transmission media (DTM), local processors, security
system sensors, physical access control equipment, facility interface, signal transmission
equipment, and video equipment.

Personnel
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Service personnel shall be certified in the maintenance and repair of the selected type of
equipment and qualified to accomplish all work promptly and satisfactorily. The Resident
Engineer shall be advised in writing of the name of the designated service representative,
and of any change in personnel. The Resident Engineer shall be provided copies of
system manufacturer certification for the designated service representative.

D. Schedule of Work

1.

The work shall be performed during regular working ours, Monday through Friday,

excluding federal holidays. These inspections shall include:

a. The Contractor shall perform two (2) minor inspections at six (6) month intervals or
more if required by the manufacturer, and two (2) major inspections offset equally
between the minor inspections to effect quarterly inspection of alternating
magnitude.

1) Minor Inspections shall include visual checks and operational tests of all
console equipment, peripheral equipment, local processors, sensors,
electrical and mechanical controls, and adjustments on printers.

2) Major Inspections shall include all work described for Minor Inspections and
the following: clean all system equipment and local processors including
interior and exterior surfaces; perform diagnostics on all equipment;
operational tests of the CPU, switcher, peripheral equipment, recording
devices, monitors, picture quality from each camera; check, walk test, and
calibrate each sensor; run all system software diagnostics and correct all
problems; and resolve any previous outstanding problems.

E. Emergency Service

1.

The owner shall initiate service calls whenever the system is not functioning properly.
The Contractor shall provide the Owner with an emergency service center telephone
number. The emergency service center shall be staffed 24 hours a day 365 days a year.
The Owner shall have sole authority for determining catastrophic and non-catastrophic
system failures within parameters stated in General Project Requirements.

a. For catastrophic system failures, the Contractor shall provide same day four (4)
hour service response with a defect correction time not to exceed eight (8) hours
from notification. Catastrophic system failures are defined as any system failure
that the Owner determines will place the facility(s) at increased risk.

b. For non-catastrophic failures, the Contractor within eight (8) hours with a defect
correction time not to exceed 24 hours from notification.

F. Operation

1.

Performance of scheduled adjustments and repair shall verify operation of the system as
demonstrated by the applicable portions of the performance verification test.

Records & Logs
1.

The Contractor shall maintain records and logs of each task and organize cumulative
records for each component and for the complete system chronologically. A continuous
log shall be submitted for all devices. The log shall contain all initial settings, calibration,
repair, and programming data. Complete logs shall be maintained and available for
inspection on site, demonstrating planned and systematic adjustments and repairs have
been accomplished for the system.

H. Work Request

1.

The Contractor shall separately record each service call request, as received. The
record shall include the serial number identifying the component involved, its location,
date and time the call was received, specific nature of trouble, names of service
personnel assigned to the task, instructions describing the action taken, the amount and
nature of the materials used, and the date and time of commencement and completion.
The Contractor shall deliver a record of the work performed within five (5) working days
after the work was completed.
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System Modifications
1. The Contractor shall make any recommendations for system modification in writing to the
COTR. No system modifications, including operating parameters and control settings,
shall be made without prior written approval from the COTR. Any modifications made to
the system shall be incorporated into the operation and maintenance manuals and other
documentation affected.

Software

1. The Contractor shall provide all software updates when approved by the Owner from the
manufacturer during the installation and 12-month warranty period and verify operation of
the system. These updates shall be accomplished in a timely manner, fully coordinated
with the system operators, and incorporated into the operations and maintenance
manuals and software documentation. There shall be at least one (1) scheduled update
near the end of the first year's warranty period, at which time the Contractor shall install
and validate the latest released version of the Manufacturer’s software. All software
changes shall be recorded in a log maintained in the unit control room. An electronic
copy of the software update shall be maintained within the log. At a minimum, the
contractor shall provide a description of the modification, when the modification occurred,
and name and contact information of the individual performing the modification. The log
shall be maintained in a white 3 ring binder and the cover marked “SOFTWARE
CHANGE LOG".

PERFORMANCE REQUIREMENTS

PACS shall provide support for multiple authentication modes and bidirectional communication
with the reader. PACS shall provide implementation capability for enterprise security policy and
incident response.

All processing of authentication information must occur on the “safe side” of a door

Physical Access Control System shall provide access to following Security Areas:
1. Controlled

2. Limited

3. Exclusion

PACS shall provide:

1. One authentication factor for access to Controlled security areas
2. Two authentication factors for access to Limited security areas

3. Three authentication factors for access to Exclusion security areas

PACS shall provide Credential Validation and Path Validation per NIST 800-116.

The PACS System shall have an Enterprise Path Validation Module (PVM) component that
processes X.509 certification paths composed of X.509 v3 certificates and X.509 v2 CRLs. The
PVM component MUST support the following features:

Name chaining;

Signature chaining;

Certificate validity;

Key usage, basic constraints, and certificate policies certificate extensions;

Full CRLs; and

CRLs segmented on names.

oukhwnE

Distributed Processing: System shall be a fully distributed processing system so that
information, including time, date, valid codes, access levels, and similar data, is downloaded to
Controllers so that each Controller makes access-control decisions for that Location. Do not
use intermediate Controllers for physical access control. If communications to Central Station
are lost, all Controllers shall automatically buffer event transactions until communications are
restored, at which time buffered events shall be uploaded to the Central Station.
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Number of Locations: Support unlimited number of separate Locations using a single PC with

combinations of direct-connect, dial-up, or TCP/IP LAN connections to each Location.
1. Each Location shall have its own database and history in the Central Station. Locations
may be combined to share a common database.

Capacity:
1. 130 different card-reader formats.
2. 999 comments.

3. 16 graphic file types for importing maps.

Location Capacity:

128 reader-controlled doors.

50,000 total access credentials.

2048 supervised alarm inputs.

2048 programmable outputs.

32,000 custom action messages per Location to instruct operator on action required
when alarm is received.

agrwNRE

System Network Requirements:

1. Interconnect system components and provide automatic communication of status
changes, commands, field-initiated interrupts, and other communications required for
proper system operation.

2. Communication shall not require operator initiation or response, and shall return to
normal after partial or total network interruption such as power loss or transient upset.

3. System shall automatically annunciate communication failures to the operator and
identify the communication link that has experienced a partial or total failure.

4. Communications Controller may be used as an interface between the Central Station

display systems and the field device network. Communications Controller shall provide
functions required to attain the specified network communications performance.

Central Station shall provide operator interface, interaction, display, control, and dynamic and
real-time monitoring. Central Station shall control system networks to interconnect all system
components, including workstations and field-installed Controllers.

Field equipment shall include Controllers, sensors, and controls. Controllers shall serve as an
interface between the Central Station and sensors and controls. Data exchange between the
Central Station and the Controllers shall include down-line transmission of commands, software,
and databases to Controllers. The up-line data exchange from the Controller to the Central
Station shall include status data such as intrusion alarms, status reports, and entry-control
records. Controllers are classified as alarm-annunciation or entry-control type.

System Response to Alarms: Field device network shall provide a system end-to-end response
time of 1 second(s) or less for every device connected to the system. Alarms shall be
annunciated at the Central Station within 1 second of the alarm occurring at a Controller or
device controlled by a local Controller, and within 100 ms if the alarm occurs at the Central
Station. Alarm and status changes shall be displayed within 100 ms after receipt of data by the
Central Station. All graphics shall be displayed, including graphics-generated map displays, on
the console monitor within 5 seconds of alarm receipt at the security console. This response
time shall be maintained during system heavy load.

False Alarm Reduction: The design of Central Station and Controllers shall contain features to
reduce false alarms. Equipment and software shall comply with SIA CP-01.

Error Detection: A cyclic code error detection method shall be used between Controllers and
the Central Station, which shall detect single- and double-bit errors, burst errors of eight bits or
less, and at least 99 percent of all other multibit and burst error conditions. Interactive or
product error detection codes alone will not be acceptable. A message shall be in error if one
bit is received incorrectly. System shall retransmit messages with detected errors. A two-digit
decimal number shall be operator assignable to each communication link representing the
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number of retransmission attempts. When the number of consecutive retransmission attempts
equals the assigned quantity, the Central Station shall print a communication failure alarm
message. System shall monitor the frequency of data transmission failure for display and
logging.

Q. Data Line Supervision: System shall initiate an alarm in response to opening, closing, shorting,
or grounding of data transmission lines.

R. Door Hardware Interface: Coordinate with Division 08 Sections that specify door hardware
required to be monitored or controlled by the PACS. The Controllers in this Section shall have
electrical characteristics that match the signal and power requirements of door hardware.
Integrate door hardware specified in Division 08 Sections to function with the controls and PC-
based software and hardware in this Section.

S. References to industry and trade association standards and codes are minimum installation
requirement standards.

T. Drawings and other specification sections shall govern in those instances where requirements
are greater than those specified in the above standards.

1.10 EQUIPMENT AND MATERIALS

A. Materials and equipment furnished shall be of current production by manufacturers regularly
engaged in the manufacture of such items, for which replacement parts shall be available.

B. When more than one unit of the same class of equipment is required, such units shall be the
product of a single manufacturer.

C. Equipment Assemblies and Components:

1. Components of an assembled unit need not be products of the same manufacturer.

2. Manufacturers of equipment assemblies, which include components made by others,
shall assume complete responsibility for the final assembled unit.

3. Components shall be compatible with each other and with the total assembly for the
intended service.

4, Constituent parts which are similar shall be the product of a single manufacturer.

D. Factory wiring shall be identified on the equipment being furnished and on all wiring diagrams.

E. When Factory Testing Is Specified:
1. The Government shall have the option of witnessing factory tests. The contractor shall
notify the VA through the Resident Engineer a minimum of 15 working days prior to the
manufacturers making the factory tests.

2. Four copies of certified test reports containing all test data shall be furnished to the
Resident Engineer prior to final inspection and not more than 90 days after completion of
the tests.

3. When equipment fails to meet factory test and re-inspection is required, the contractor

shall be liable for all additional expenses, including expenses of the Government.
1.11 WARRANTY OF CONSTRUCTION.
A. Warrant PACS work subject to the Article “Warranty of Construction” of FAR clause 52.246-21.
B. Demonstration and training shall be performed prior to system acceptance.
1.12 GENERAL REQUIREMENTS

A. For general requirements that are common to more than one section in Division 28 refer to
Section 28 05 00, REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY
INSTALLATIONS.

B. General requirements applicable to this section include:

1. General Arrangement Of Contract Documents,
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All equipment and materials for the system will be compatible to ensure correct operation as

outlined in FIPS 201, March 2006 and HSPD-12.

The security system characteristics listed in this section will serve as a guide in selectio

n of

equipment and materials for the PACS. If updated or more suitable versions are available then

the Contracting Officer will approve the acceptance of prior to an installation.
PACS equipment shall meet or exceed all requirements listed below.

A PACS shall be comprised of, but not limited to, the following components:

1 Physical Access Control System

2 Application Software

3 System Database

4, Surge and Tamper Protection

5. Standard Workstation Hardware

6 Communications Workstation

7 Controllers (Data Gathering Panel)

8 Secondary Alarm Annunciator

9. Keypads

10. Card Readers

11. Credential Cards

12. Biometric Identity Verification Equipment

13.  Enrolment Center (To be provided in accordance with the VA PIV enrollment and
issuance system.)

14. System Sensors and Related Equipment

15.  Push Button Switches

16. Interfaces

17. Door and Gate Hardware interface

18. RS-232 ASCII Interface

19. Floor Select Elevator Control

20.  After-Hours HVAC Control

21. Real Time Guard Tour

22.  Video and Camera Control

23. Cables

24.  Transformers

SECURITY MANAGEMENT SYSTEM (SMS)

Shall allow the configuration of an enrollment and badging, alarm monitoring, administrative,
asset management, digital video management, intrusion detection, visitor enrollment, remote
access level management, and integrated client workstations or any combination of all or some.

Shall be expandable to support an unlimited number of individual module or integrated client

workstations. All access control field hardware, including Data Gathering Panels(DGP),
connected to all physical access control system workstation on the network.
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Shall have the ability to compose, file, maintain, update, and print reports for either individuals

or the system as follows.

1. Individual reports that consist of an employee’s name, office location, phone number or
direct extension, and normal hours of operation. The report shall provide a detail listing of
the employee’s daily events in relation to accessing points within a facility.

2. System reports shall be able to produce information on a daily/weekly/monthly basis for
all events, alarms, and any other activity associated with a system user.

All reports shall be in a date/time format and all information shall be clearly presented. Shall be
designed to allow it to work with any industry standard network protocol and topology listed
below:

Transmission Control Protocol (TCP)/IP

Novell Netware (IPX/SPX)

Banyan VINES

IBM LAN Server (NetBEUI)

Microsoft LAN Manager (NetBEUI)

Network File System (NFS) Networks

Remote Access Service (RAS) via ISDN, x.25, and standard phone lines.

Nookrwpdr

Shall provide full interface and control of the PACS to include the following subsystems within
the PACS:

1. Public Key Infrastructure

2. Card Management

3. Identity and Access Management
4. Personal Identity Verification

Shall have the following features or compatibilities:

1 The ability to be operated locally or remotely via a LAN, WAN, internet, or intranet.

2 Event and Alarm Monitoring

3 Database Partitioning

4, Ability to fully integrate with all other security subsystems

5. Enhanced Monitoring Station with Split Screen Views

6 Alternate and Extended Shunt by Door

7 Escort Management

8 Enhanced IT-based Password Protection

9. N-man Rule and Occupancy Restrictions

10. Open Journal Data Format for Enhanced Reporting

11. Automated Personnel Import

12. ODBC Support

13.  Windows 2000 Professional, Windows Server 2003, Windows XP Professionals for
Servers, Windows 7

14. Field-Level Audit Trail

15. Cardholder Access Events

APPLICATION SOFTWARE

System Software: Based on 32-bit, Microsoft Windows central-station and workstation

operating system and application software. Software shall have the following features:

1. Multiuser multitasking to allow independent activities and monitoring to occur
simultaneously at different workstations.

2. Graphical user interface to show pull-down menus and a menu tree format.

3. Capability for future additions within the indicated system size limits.

4 Open architecture that allows importing and exporting of data and interfacing with other
systems that are compatible with operating system.

5. Password-protected operator and smart card login and access.

Peer Computer Control Software: Shall detect a failure of a central computer, and shall cause
the other central computer to assume control of all system functions without interruption of
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operation. Drivers shall be provided in both central computers to support this mode of
operation.

Application Software: Interface between the alarm annunciation and entry-control Controllers,
to monitor sensors and DTS links, operate displays, report alarms, generate reports, and help
train system operators. Software shall have the following functions:

1.

2.
3.

10.

Resides at the Central Station, workstations, and Controllers as required to perform
specified functions.

Operate and manage peripheral devices.

Manage files for disk 1/O, including creating, deleting, and copying files; and automatically
maintain a directory of all files, including size and location of each sequential and
random-ordered record.

Import custom icons into graphics views to represent alarms and 1/O devices.

Globally link I/O so that any I/O can link to any other I/O within the same Location,
without requiring interaction with the host PC. This operation shall be at the Controller.
Globally code /0O links so that any access-granted event can link to any I/O with the
same Location without requiring interaction with the host PC. This operation shall be at
the Controller.

Messages from PC to Controllers and Controllers to Controllers shall be on a polled
network that utilizes check summing and acknowledgment of each message.
Communication shall be automatically verified, buffered, and retransmitted if message is
not acknowledged.

Selectable poll frequency and message time-out settings shall handle bandwidth and
latency issues for TCP/IP, RF, and other PC-to-Controller communications methods by
changing the polling frequency and the amount of time the system waits for a response.
Automatic and encrypted backups for database and history backups shall be
automatically stored at the central control PC and encrypted with a nine-character
alphanumeric password, which must be used to restore or read data contained in backup.
Operator audit trail for recording and reporting all changes made to database and system
software.

Workstation Software:

1.

2.

Password levels shall be individually customized at each workstation to allow or disallow
operator access to program functions for each Location.

Workstation event filtering shall allow user to define events and alarms that will be
displayed at each workstation. If an alarm is unacknowledged (not handled by another
workstation) for a preset amount of time, the alarm will automatically appear on the
filtered workstation.

Controller Software:

1.

Controllers shall operate as an autonomous intelligent processing unit. Controllers shall
make decisions about physical access control, alarm monitoring, linking functions, and
door locking schedules for its operation, independent of other system components.
Controllers shall be part of a fully distributed processing control network. The portion of
the database associated with a Controller and consisting of parameters, constraints, and
the latest value or status of points connected to that Controller, shall be maintained in the
Controller.

Functions: The following functions shall be fully implemented and operational within each
Controller:

Monitoring inputs.

Controlling outputs.

Automatically reporting alarms to the Central Station.

Reporting of sensor and output status to Central Station on request.

Maintaining real time, automatically updated by the Central Station at least once a
day.

Communicating with the Central Station.
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Executing Controller resident programs.
Diagnosing.
Downloading and uploading data to and from the Central Station.

Controller Operations at a Location:

a.

c.
Individ
a.

Location: Up to 64 Controllers connected to RS-485 communications loop.
Globally operating /O linking and anti-passback functions between Controllers
within the same Location without central-station or workstation intervention.
Linking and anti-passback shall remain fully functional within the same Location
even when the Central Station or workstations are off line.

In the event of communications failure between the Central Station and a Location,
there shall be no degradation in operations at the Controllers at that Location. The
Controllers at each Location shall be connected to a memory buffer with a capacity
to store up to 10,000 events; there shall be no loss of transactions in system
history files until the buffer overflows.

Buffered events shall be handled in a first-in-first-out mode of operation.

ual Controller Operation:

Controllers shall transmit alarms, status changes, and other data to the Central
Station when communications circuits are operable. If communications are not
available, Controllers shall function in a stand-alone mode and operational data,
including the status and alarm data normally transmitted to the Central Station,
shall be stored for later transmission to the Central Station. Storage capacity for
the latest 1024 events shall be provided at each Controller.

Card-reader ports of a Controller shall be custom configurable for at least 120
different card-reader or keypad formats. Multiple reader or keypad formats may be
used simultaneously at different Controllers or within the same Controller.
Controllers shall provide a response to card-readers or keypad entries in less than
0.25 seconds, regardless of system size.

Controllers that are reset, or powered up from a nonpowered state, shall
automatically request a parameter download and reboot to its proper working
state. This shall happen without any operator intervention.

Initial Startup: When Controllers are brought on-line, database parameters shall
be automatically downloaded to them. After initial download is completed, only
database changes shall be downloaded to each Controller.

Failure Mode: On failure for any reason, Controllers shall perform an orderly
shutdown and force Controller outputs to a predetermined failure mode state,
consistent with the failure modes shown and the associated control device.

Startup After Power Failure: After power is restored, startup software shall initiate
self-test diagnostic routines, after which Controllers shall resume normal operation.
Startup After Controller Failure: On failure, if the database and application
software are no longer resident, Controllers shall not restart, but shall remain in the
failure mode until repaired. If database and application programs are resident,
Controllers shall immediately resume operation. If not, software shall be restored
automatically from the Central Station.

Communications Monitoring:

a.

b.

C.

System shall monitor and report status of RS-485 communications loop TCP/IP
communication status of each Location.

Communication status window shall display which Controllers are currently
communicating, a total count of missed polls since midnight, and which Controller
last missed a poll.

Communication status window shall show the type of CPU, the type of I/O board,
and the amount of RAM memory for each Controller.

Operating systems shall include a real-time clock function that maintains seconds,
minutes, hours, day, date, and month. The real-time clock shall be automatically
synchronized with the Central Station at least once a day to plus or minus 10 seconds.
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The time synchronization shall be automatic, without operator action and without
requiring system shutdown.

PC-to-Controller Communications:

1.

Central-station or workstation communications shall use the following:

a. Direct connection using serial ports of the PC.
b. TCP/IP LAN network interface cards.
C. Dial-up modems for connections to Locations.

Serial Port Configuration: Each serial port used for communications shall be individually
configurable for "direct communications," "modem communications incoming and
outgoing," or "'modem communications incoming only"; or as an ASCII output port.
Multiport Communications Board: Use if more than two serial ports are needed.

a. Expandable and modular design. Use a 4-, 8-, or 16-serial port configuration that
is expandable to 32 or 64 serial ports.
b. Connect the first board to an internal PCI bus adapter card.

Direct serial, TCP/IP, and dial-up communications shall be alike in the monitoring or
control of system, except for the connection that must first be made to a dial-up Location.
TCP/IP network interface card shall have an option to set the poll frequency and
message response time-out settings.

PC-to-Controller and Controller-to-Controller communications (direct, dial-up, or TCP/IP)
shall use a polled-communication protocol that checks sum and acknowledges each
message. All communications shall be verified and buffered and retransmitted if not
acknowledged.

Direct Serial or TCP/IP PC-to-Controller Communications:

1.

2.

3.

Communication software on the PC shall supervise the PC-to-Controller communications
link.

Loss of communications to any Controller shall result in an alarm at all PCs running the
communications software.

When communications are restored, all buffered events shall automatically upload to the
PC, and any database changes shall be automatically sent to the Controller.

Dial-up Modem PC-to-Controller Communications:

1.

2.

Communication software on the PC shall supervise the PC-to-Controller communications
link during dial-up modem connect times.

Communication software shall be programmable to routinely poll each of the remote dial-
up modem Locations, collecting event logs and verifying phone lines at time intervals that
are operator selectable for each Location.

System shall be programmable for dialing and connecting to all dial-up modem Locations
and for retrieving the accrued history transactions on an automatic basis as often as once
every 10 minutes and up to once every 9999 minutes.

Failure to communicate to a dial-up Location three times in a row shall result in an alarm
at the PC.

Time offset capabilities shall be present so that Locations in a different geographical time
zone than the host PC will be set to, and maintained at, the proper local time. This
feature shall allow for geographical time zones that are ahead of or behind the host PC.
The Controller connected to a dial-up modem shall automatically buffer all normal
transactions until its buffer reaches 80 percent of capacity. When the transaction buffer
reaches 80 percent, the Controller shall automatically initiate a call to the Central Station
and upload all transactions.

Alarms shall be reported immediately.

Dial-up modems shall be provided by manufacturer of the system. Modems used at the
Controller shall be powered by the Controller. Power to the modem shall include battery
backup if the Controller is so equipped.

Controller-to-Controller Communications:
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Controller-to-Controller Communications: RS-485, 4-wire, point-to-point, regenerative
(repeater) communications network methodology.
RS-485 communications signal shall be regenerated at each Controller.

Database Downloads:

1.

All data transmissions from PCs to a Location, and between Controllers at a Location,
shall include a complete database checksum to check the integrity of the transmission. If
the data checksum does not match, a full data download shall be automatically
retransmitted.

If a Controller is reset for any reason, it shall automatically request and receive a
database download from the PC. The download shall restore data stored at the
Controller to their normal working state and shall take place with no operator intervention.
Software shall provide for setting downloads via dial-up connection to once per 24-hour
period, with time selected by the operator.

Software shall provide for setting delays of database downloads for dial-up connections.
Delays change the download from immediately to a delay ranging from 1 to 999 minutes.

Operator Interface:

1.

2.

Inputs in system shall have two icon representations, one for the normal state and one for
the abnormal state.

When viewing and controlling inputs, displayed icons shall automatically change to the
proper icon to display the current system state in real time. Icons shall also display the
input's state, whether armed or bypassed, and if the input is in the armed or bypassed
state due to a time zone or a manual command.

Outputs in system shall have two icon representations, one for the secure (locked) state
and one for the open (unlocked) state.

Icons displaying status of the 1/0O points shall be constantly updated to show their current
real-time condition without prompting by the operator.

The operator shall be able to scroll the list of I/Os and press the appropriate toolbar
button, or right click, to command the system to perform the desired function.

Graphic maps or drawings containing inputs, outputs, and override groups shall include
the following:

a. Database to import and store full-color maps or drawings and allow for input,
output, and override group icons to be placed on maps.

b. Maps to provide real-time display animation and allow for control of points
assigned to them.

C. System to allow inputs, outputs, and override groups to be placed on different
maps.

d. Software to allow changing the order or priority in which maps will be displayed.

Override Groups Containing I/Os:

a. System shall incorporate override groups that provide the operator with the status
and control over user-defined "sets" of 1/0s with a single icon.

b. Icon shall change automatically to show the live summary status of points in that
group.

C. Override group icon shall provide a method to manually control or set to time zone
points in the group.

d. Override group icon shall allow the expanding of the group to show icons

representing the live status for each point in the group, individual control over each
point, and the ability to compress the individual icons back into one summary icon.

Schedule Overrides of 1/0s and Override Groups:

a. To accommodate temporary schedule changes that do not fall within the holiday
parameters, the operator shall have the ability to override schedules individually for
each input, output, or override group.

b. Each schedule shall be composed of a minimum of two dates with separate times
for each date.
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C. The first time and date shall be assigned the override state that the point shall
advance to, when the time and date become current.
d. The second time and date shall be assigned the state that the point shall return to,

when the time and date become current.
Copy command in database shall allow for like data to be copied and then edited for
specific requirements, to reduce redundant data entry.

Operator Access Control:

1.

Control operator access to system controls through three password-protected operator
levels. System operators and managers with appropriate password clearances shall be
able to change operator levels for operators.

Three successive attempts by an operator to execute functions beyond their defined level
during a 24-hour period shall initiate a software tamper alarm.

A minimum of 32 passwords shall be available with the system software. System shall
display the operator's name or initials in the console's first field. System shall print the
operator's name or initials, action, date, and time on the system printer at login and
logoff.

The password shall not be displayed or printed.

Each password shall be definable and assignable for the following:

a. Commands usable.

b. Access to system software.

C. Access to application software.

d. Individual zones that are to be accessed.
e. Access to database.

Operator Commands:

1.

Command Input: Plain-language words and acronyms shall allow operators to use the
system without extensive training or data-processing backgrounds. System prompts
shall be a word, a phrase, or an acronym.
Command inputs shall be acknowledged and processing shall start in not less than 1
second(s).
Tasks that are executed by operator's commands shall include the following:
a. Acknowledge Alarms: Used to acknowledge that the operator has observed the
alarm message.
b. Place Zone in Access: Used to remotely disable intrusion alarm circuits emanating
from a specific zone. System shall be structured so that console operator cannot
disable tamper circuits.
Place Zone in Secure: Used to remotely activate intrusion alarm circuits
emanating from a specific zone.
System Test: Allows the operator to initiate a system-wide operational test.
Zone Test: Allows the operator to initiate an operational test for a specific zone.
Print reports.
Change Operator: Used for changing operators.
Security Lighting Controls: Allows the operator to remotely turn on/off security
lights.
Display Graphics: Used to display any graphic displays implemented in the
system. Graphic displays shall be completed within 20 seconds from time of
operator command.
j- Run system tests.
k. Generate and format reports.
l. Request help with the system operation.
1) Include in main menus.
2) Provide unique, descriptive, context-sensitive help for selections and
functions with the press of one function key.
3) Provide navigation to specific topic from within the first help window.
4) Help shall be accessible outside the applications program.
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m. Entry-Control Commands:
1) Lock (secure) or unlock (open) each controlled entry and exit up to four
times a day through time-zone programming.
2) Arm or disarm each monitored input up to four times a day through time-
zone programming.
3) Enable or disable readers or keypads up to twice a day through time-zone
programming.
4) Enable or disable cards or codes up to four times per day per entry point
through access-level programming.

4, Command Input Errors: Show operator input assistance when a command cannot be
executed because of operator input errors. Assistance screen shall use plain-language
words and phrases to explain why the command cannot be executed. Error responses
that require an operator to look up a code in a manual or other document are not
acceptable. Conditions causing operator assistance messages include the following:

a. Command entered is incorrect or incomplete.

b. Operator is restricted from using that command.

C. Command addresses a point that is disabled or out of service.
d. Command addresses a point that does not exist.

e. Command is outside the system's capacity.

N. Alarms:
1. System Setup:

a. Assign manual and automatic responses to incoming point status change or
alarms.
b. Automatically respond to input with a link to other inputs, outputs, operator-

response plans, unigue sound with use of WAV files, and maps or images that
graphically represent the point location.

C. 60-character message field for each alarm.

d. Operator-response-action messages shall allow message length of at least 65,000
characters, with database storage capacity of up to 32,000 messages. Setup shall
assign messages to access point.

e. Secondary messages shall be assignable by the operator for printing to provide
further information and shall be editable by the operator.
f. Allow 25 secondary messages with a field of 4 lines of 60 characters each.
g. Store the most recent 1000 alarms for recall by the operator using the report
generator.
2. Software Tamper:
a. Annunciate a tamper alarm when unauthorized changes to system database files

are attempted. Three consecutive unsuccessful attempts to log onto system shall
generate a software tamper alarm.

b. Annunciate a software tamper alarm when an operator or other individual makes
three consecutive unsuccessful attempts to invoke functions beyond their
authorization level.

C. Maintain a transcript file of the last 5000 commands entered at the each Central
Station to serve as an audit trail. System shall not allow write access to system
transcript files by any person, regardless of their authorization level.

d. Allow only acknowledgment of software tamper alarms.

3. Read access to system transcript files shall be reserved for operators with the highest
password authorization level available in system.

4. Animated Response Graphics: Highlight alarms with flashing icons on graphic maps;

display and constantly update the current status of alarm inputs and outputs in real time
through animated icons.

5. Multimedia Alarm Annunciation: WAV files to be associated with alarm events for audio
annunciation or instructions.
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6. Alarm Handling: Each input may be configured so that an alarm cannot be cleared
unless it has returned to normal, with options of requiring the operator to enter a
comment about disposition of alarm. Allow operator to silence alarm sound when alarm
is acknowledged.
7. Alarm Automation Interface: High-level interface to Central Station alarm automation
software systems. Allows input alarms to be passed to and handled by automation
systems in same manner as burglar alarms, using an RS-232 ASCII interface.

8. CCTV Alarm Interface: Allow commands to be sent to CCTV systems during alarms (or
input change of state) through serial ports.

9. Camera Control: Provides operator ability to select and control cameras from graphic
maps.

Alarm Monitoring: Monitor sensors, Controllers, and DTS circuits and notify operators of an

alarm condition. Display higher-priority alarms first and, within alarm priorities, display the

oldest unacknowledged alarm first. Operator acknowledgment of one alarm shall not be

considered acknowledgment of other alarms nor shall it inhibit reporting of subsequent alarms.

1. Displayed alarm data shall include type of alarm, location of alarm, and secondary alarm
messages.

2. Printed alarm data shall include type of alarm, location of alarm, date and time (to nearest
second) of occurrence, and operator responses.

3. Maps shall automatically display the alarm condition for each input assigned to that map,
if that option is selected for that input location.

4. Alarms initiate a status of "pending” and require the following two handling steps by
operators:

a. First Operator Step: "Acknowledged.” This action shall silence sounds associated
with the alarm. The alarm remains in the system "Acknowledged" but "Un-
Resolved."

b. Second Operator Step: Operators enter the resolution or operator comment,
giving the disposition of the alarm event. The alarm shall then clear.

5. Each workstation shall display the total pending alarms and total unresolved alarms.

6. Each alarm point shall be programmable to disallow the resolution of alarms until the
alarm point has returned to its normal state.

7. Alarms shall transmit to Central Station in real time, except for allowing connection time
for dial-up locations.

8. Alarms shall be displayed and managed from a minimum of four different windows.

a. Input Status Window: Overlay status icon with a large red blinking icon. Selecting
the icon will acknowledge the alarm.

b. History Log Transaction Window: Display name, time, and date in red text.
Selecting red text will acknowledge the alarm.

C. Alarm Log Transaction Window: Display name, time, and date in red. Selecting
red text will acknowledge the alarm.

d. Graphic Map Display: Display a steady colored icon representing each alarm input
location. Change icon to flashing red when the alarm occurs. Change icon from
flashing red to steady red when the alarm is acknowledged.

9. Once an alarm is acknowledged, the operator shall be prompted to enter comments
about the nature of the alarm and actions taken. Operator's comments may be manually
entered or selected from a programmed predefined list, or a combination of both.

10. For locations where there are regular alarm occurrences, provide programmed
comments. Selecting that comment shall clear the alarm.

11. The time and name of the operator who acknowledged and resolved the alarm shall be
recorded in the database.

12. Identical alarms from same alarm point shall be acknowledged at same time the operator
acknowledges the first alarm. Identical alarms shall be resolved when the first alarm is
resolved.
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13.  Alarm functions shall have priority over downloading, retrieving, and updating database
from workstations and Controllers.
14. When a reader-controlled output (relay) is opened, the corresponding alarm point shall be
automatically bypassed.

Monitor Display: Display text and graphic maps that include zone status integrated into the
display. Colors are used for the various components and current data. Colors shall be uniform
throughout the system.

1. Color Code:

a. FLASHING RED: Alerts operator that a zone has gone into an alarm or that
primary power has failed.

b. STEADY RED: Alerts operator that a zone is in alarm and alarm has been
acknowledged.

C. YELLOW: Advises operator that a zone is in access.

d. GREEN: Indicates that a zone is secure and that power is on.

2. Graphics:
a. Support 32,000 graphic display maps and allow import of maps from a minimum of

16 standard formats from another drawing or graphics program.
b. Allow /O to be placed on graphic maps by the drag-and-drop method.

C. Operators shall be able to view the inputs, outputs, and the point's hame by
moving the mouse cursor over the point on graphic map.

d. Inputs or outputs may be placed on multiple graphic maps. The operator shall be
able to toggle to view graphic map associated with inputs or outputs.

e. Each graphic map shall have a display-order sequence number associated with it
to provide a predetermined order when toggled to different views.

f. Camera icons shall have the ability to be placed on graphic maps that, when

selected by an operator, will open a video window, display the camera associated
with that icon, and provide pan-tilt-zoom control.

g. Input, output, or camera placed on a map shall allow the ability to arm or bypass
an input, open or secure an output, or control the pan-tilt-zoom function of the
selected camera.

System test software enables operators to initiate a test of the entire system or of a particular

portion of the system.

1. Test Report: The results of each test shall be stored for future display or printout. The
report shall document the operational status of system components.

Report Generator Software: Include commands to generate reports for displaying, printing, and
storing on disk and tape. Reports shall be stored by type, date, and time. Report printing shall
be the lowest priority activity. Report generation mode shall be operator selectable but set up
initially as periodic, automatic, or on request. Include time and date printed and the name of
operator generating the report. Report formats may be configured by operators.

1. Automatic Printing: Setup shall specify, modify, or inhibit the report to be generated; the
time the initial report is to be generated; the time interval between reports; the end of
period; and the default printer.

2. Printing on Requests: An operator may request a printout of any report.

3. Alarm Reports: Reporting shall be automatic as initially set up. Include alarms recorded
by system over the selected time and information about the type of alarm (such as door
alarm, intrusion alarm, tamper alarm, etc.), the type of sensor, the location, the time, and
the action taken.

4. Access and Secure Reports: Document zones placed in access, the time placed in
access, and the time placed in secure mode.

5. Custom Reports: Reports tailored to exact requirements of who, what, when, and where.
As an option, custom report formats may be stored for future printing.

6. Automatic History Reports: Named, saved, and scheduled for automatic generation.
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Cardholder Reports: Include data, or selected parts of the data, as well as the ability to

be sorted by name, card number, imprinted number, or by any of the user-defined fields.

Cardholder by Reader Reports: Based on who has access to a specific reader or group

of readers by selecting the readers from a list.

Cardholder by Access-Level Reports: Display everyone that has been assigned to the

specified access level.

Who Is In (Muster) Report:

a. Emergency Muster Report: One click operation on toolbar launches report.

b. Cardholder Report. Contain a count of persons that are "In" at a selected Location
and a count with detailed listing of name, date, and time of last use, sorted by the
last reader used or by the group assignment.

Panel Labels Reports: Printout of control-panel field documentation including the actual

location of equipment, programming parameters, and wiring identification. Maintain

system installation data within system database so that they are available on-site at all
times.

Activity and Alarm On-Line Printing: Activity printers for use at workstations; prints all

events or alarms only.

History Reports: Custom reports that allows the operator to select any date, time, event

type, device, output, input, operator, Location, name, or cardholder to be included or

excluded from the report.

a. Initially store history on the hard disk of the host PC.

b. Permit viewing of the history on workstations or print history to any system printer.

C. The report shall be definable by a range of dates and times with the ability to have
a daily start and stop time over a given date range.

d. Each report shall depict the date, time, event type, event description, device, or I/O
name, cardholder group assignment, and cardholder name or code number.

e. Each line of a printed report shall be numbered to ensure that the integrity of the
report has not been compromised.

f. Total number of lines of the report shall be given at the end of the report. If the

report is run for a single event such as "Alarms," the total shall reflect how many
alarms occurred during that period.
Reports shall have the following four options:

a. View on screen.

b. Print to system printer. Include automatic print spooling and "Print To" options if
more than one printer is connected to system.

C. "Save to File" with full path statement.

d. System shall have the ability to produce a report indicating status of system inputs

and outputs or of inputs and outputs that are abnormal, out of time zone, manually
overridden, not reporting, or in alarm.
Custom Code List Subroutine: Allow the access codes of system to be sorted and
printed according to the following criteria:
Active, inactive, or future activate or deactivate.
Code number, name, or imprinted card number.
Group, Location, access levels.
Start and stop code range.
Codes that have not been used since a selectable number of days.
In, out, or either status.
g. Codes with trace designation.
The reports of system database shall allow options so that every data field may be
printed.
The reports of system database shall be constructed so that the actual position of the
printed data shall closely match the position of the data on the data-entry windows.

~poooTw

Anti-Passback:
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System shall have global and local anti-passback features, selectable by Location.
System shall support hard and soft anti-passback.
Hard Anti-Passback: Once a credential holder is granted access through a reader with
one type of designation (IN or OUT), the credential holder may not pass through that type
of reader designation until the credential holder passes though a reader of opposite
designation.
Soft Anti-Passback: Should a violation of the proper IN or OUT sequence occur, access
shall be granted, but a unique alarm shall be transmitted to the control station, reporting
the credential holder and the door involved in the violation. A separate report may be run
on this event.
Timed Anti-Passback: A Controller capability that prevents an access code from being
used twice at the same device (door) within a user-defined amount of time.
Provide four separate zones per Location that can operate without requiring interaction
with the host PC (done at Controller). Each reader shall be assignable to one or all four
anti-passback zones. In addition, each anti-passback reader can be further designated
as "Hard," "Soft,"” or "Timed" in each of the four anti-passback zones. The four anti-
passback zones shall operate independently.
The anti-passback schemes shall be definable for each individual door.
The Master Access Level shall override anti-passback.
System shall have the ability to forgive (or reset) an individual credential holder or the
entire credential holder population anti-passback status to a neutral status.

T. Visitor Assignment:

1.

Provide for and allow an operator to be restricted to only working with visitors. The visitor
badging subsystem shall assign credentials and enroll visitors. Allow only access levels
that have been designated as approved for visitors.

Provide an automated log of visitor name, time and doors accessed, and whom visitor
contacted.

Allow a visitor designation to be assigned to a credential holder.

PACS shall be able to restrict the access levels that may be assigned to credentials that
are issued to visitors.

Allow operator to recall visitors' credential holder file, once a visitor is enrolled in the
system.

The operator may designate any reader as one that deactivates the credential after use
at that reader. The history log shall show the return of the credential.

System shall have the ability to use the visitor designation in searches and reports.
Reports shall be able to print all or any visitor activity.

U. Time and Attendance:

1.

2.

3.

Time and attendance reporting shall be provided to match IN and OUT reads and display
cumulative time in for each day and cumulative time in for length of the report.

Shall be provided to match IN and OUT reads and display cumulative time in for each
day and cumulative time in for length of the report.

System software setup shall allow designation of selected access-control readers as time
and attendance hardware to gather the clock-in and clock-out times of the users at these
readers.

a. Reports shall show in and out times for each day, total in time for each day, and a
total in time for period specified by the user.

b. Allow the operator to view and print the reports, or save the report to a file.

C. Alphabetically sort reports on the person's last name, by Location or location

group. Include all credential holders or optionally select individual credential
holders for the report.

V. Training Software: Enables operators to practice system operation including alarm
acknowledgment, alarm assessment, response force deployment, and response force
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communications. System shall continue normal operation during training exercises and shall
terminate exercises when an alarm signal is received at the console.

Entry-Control Enroliment Software: Database management functions that allow operators to
add, delete, and modify access data as needed.

1.
2.

©®

10.
11.

The enrollment station shall not have alarm response or acknowledgment functions.

Provide multiple, password-protected access levels. Database management and

modification functions shall require a higher operator access level than personnel

enrollment functions.

The program shall provide means to disable the enrollment station when it is unattended

to prevent unauthorized use.

The program shall provide a method to enter personnel identifying information into the

entry-control database files through enroliment stations. In the case of personnel identity

verification subsystems, this shall include biometric data. Allow entry of personnel

identifying information into the system database using menu selections and data fields.

The data field names shall be customized during setup to suit user and site needs.

Personnel identity verification subsystems selected for use with the system shall fully

support the enrolliment function and shall be compatible with the entry-control database

files.

Cardholder Data: Provide 99 user-defined fields. System shall have the ability to run

searches and reports using any combination of these fields. Each user-defined field shall

be configurable, using any combination of the following features:

a. MASK: Determines a specific format that data must comply with.

b. REQUIRED: Operator is required to enter data into field before saving.

C. UNIQUE: Data entered must be unique.

d DEACTIVATE DATE: Data entered will be evaluated as an additional deactivate
date for all cards assigned to this cardholder.

e. NAME ID: Data entered will be considered a unique ID for the cardholder.

Personnel Search Engine: A report generator with capabilities such as search by last

name, first name, group, or any predetermined user-defined data field; by codes not used

in definable number of days; by skills; or by seven other methods.

Multiple Deactivate Dates for Cards: User-defined fields to be configured as additional

stop dates to deactivate any cards assigned to the cardholder.

Batch card printing.

Default card data can be programmed to speed data entry for sites where most card data

are similar.

Enhanced ACSII File Import Utility: Allows the importing of cardholder data and images.

Card Expire Function: Allows readers to be configured to deactivate cards when a card

is used at selected devices.

System Redundancy & High Availability: The system shall provide multiple levels of
communications redundancy and failover for all PACS hosted controllers, digital video
recorders, and client workstations. The PACS shall be capable of automatically re-routing
communications to alternate computers across the system without operator intervention.

1.

PACS system configuration with a single application/ database server shall provide at a

minimum the following redundancy and failover capability:

a. The PACS shall provide communications redundancy and failover for network-
attached devices. Each network attached device shall have one or more
alternative communication sever(s) that can provide hosting in case of primary
communications server failure.

b. In case of primary communications server failure, the system shall automatically
re-route network-attached devices to their designated backup communications
servers to allow continuous system operations without loss of alarm and event
transaction processing during failover.
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C. Network-attached devices which transition to backup communications servers,
shall be able to be redirected back to their default primary servers, once the
primary communications servers have been restored.

2. PACS system configuration with multiple regional application/ database servers shall
provide at a minimum the following redundancy and failover capability:

a. The PACS shall support the same level of communications redundancy and
failover for network-attached devices per regional application/database server,
allowable to span across regional application/database servers in the event of a
regional application/database server failure.

b. In case of a regional application/database server failure, client workstations shall
be able to failover to their designated backup regional application/database server
to allow continuous system operations.

C. In case of a regional application/database server failure, upon server restoration,
the ISMS shall automatically update and synchronize the regional
application/database server.

d. Client workstations which transition to a backup regional application/database
server, shall be able to be redirected back to their default regional
application/database server, once the regional application/database server
functions have been restored.

SURGE AND TAMPER PROTECTION

Surge Protection: Protect components from voltage surges originating external to equipment
housing and entering through power, communication, signal, control, or sensing leads. Include
surge protection for external wiring of each conductor-entry connection to components.

1. Minimum Protection for Power Connections 120 V and More: Auxiliary panel
suppressors complying with requirements in Division 26 Section "Transient-Voltage
Suppression for Low-Voltage Electrical Power Circuits."

2. Minimum Protection for Communication, Signal, Control, and Low-Voltage Power
Connections: Comply with requirements in Division 26 Section "Transient-Voltage
Suppression for Low-Voltage Electrical Power Circuits" as recommended by
manufacturer for type of line being protected.

Tamper Protection: Tamper switches on enclosures, control units, pull boxes, junction boxes,
cabinets, and other system components shall initiate a tamper-alarm signal when unit is opened
or partially disassembled. Control-station control-unit alarm display shall identify tamper alarms
and indicate locations.

PACS SERVER HARDWARE

SMS Server Computer: Standard unmodified PC of modular design. The CPU word size shall

be 64 bytes or larger; the CPU operating speed shall be at least 3.4 GHz.

1. Processor family: Intel® Xeon® E5640 (4 core, 2.66 GHz, 12MB L3, 80W).

2. Number of processors: 2

3. Memory: 12 GB RAM , expandable to a minimum of 192 GB without additional chassis or
power supplies. Memory protection Mirrored Memory, Online Spare, Advanced ECC,
Memory Lock Step Mode.

4, Input/Output: 2 expansions slots, Network Controller (2) 1GbE NC382i Multifunction 4
Ports.

5. Power Supply: Dual - minimum capacity of 460W hot plug.

6. Real-Time Clock:

a. Accuracy: Plus or minus 1 minute per month.

b. Time Keeping Format: 24-hour time format including seconds, minutes, hours,
date, day, and month; resettable by software.

C. Clock shall function for 1 year without power.

d. Provide automatic time correction once every 24 hours by synchronizing clock with

the Time Service Department of the U.S. Naval Observatory.
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Serial Ports: Provide two RS-232-F serial ports for general use, with additional ports as
required. Data transmission rates shall be selectable under program control.
Parallel Port: An enhanced parallel port.
The server shall have a 1 GB NIC or greater network card, rated at 100/1000 MB/sec.
The server shall have dual 100 GB hard disk drives at 7200 RPM.
The server shall have a CD / DVD combo drive.
The server operating system shall be either:

a. Windows 2003 Server, 32 bit native mode, with Service Pack 2 or later with default
services enabled.
b. Windows XP Professional Service Pack 2 or later and default services enabled.

C. Windows 2008.
The Web Server shall be IIS 7.0 or better.
The Database shall be SQL Server 2005 (Express, Standard, Data Center, or
Enterprise).
Sound Card: For playback and recording of digital WAV sound files that are associated
with audible warning and alarm functions.
Color Monitor: 17” or larger SVGA (1024 x 768) monitor with true color support.. The
server shall have a dedicated 256 MB SVGA accelerated video card with at least 64 MB
onboard RAM.
Keyboard: With a minimum of 64 characters, standard ASCII character set based on
ANSI X3.154.
Mouse: Standard, compatible with the installed software.
Special function keyboard attachments or special function keys to facilitate data input of
the following operator tasks:
Help.
Alarm Acknowledge.
Place Zone in Access.
Place Zone in Secure.
System Test.
Print Reports.
Change Operator.
D-ROM Dirive:
Nominal storage capacity of 650 MB.
Data Transfer Rate: 1.2 Mbps.
Average Access Time: 150 ms.
Cache Memory: 256 KB.
Data Throughput: 1MB/second, minimum.
ot Matrix Alarm Printer:
Connected to the Central Station.
Minimum of 96 characters, standard ASCII character set based on ANSI X3.154,
and with graphics capability and programmable control of top-of-form.
Prints in both red and black without ribbon change.
Adjustable sprockets for paper width up to 11 inches.
80 columns per line, minimum speed of 200 characters per second.
Character Spacing: Selectable at 10, 12, or 17 characters per inch.
. Paper: Sprocket-fed fan fold paper.
eport Printer:
Connected to the Central Station and designated workstations.
Laser printer with minimum resolution of 1200 dpi.
RAM: 2 MB, minimum.
Printing Speed: Minimum 12 pages per minute.
Paper Handling: Automatic sheet feeder with 250-sheet paper cassette and with
automatic feed.
Interface: Bidirectional parallel and universal serial bus.
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Redundant Central Computer: One identical redundant central computer, connected in a hot
standby, peer configuration. This computer shall automatically maintain its own copies of
system software, application software, and data files. System transactions and other activities
that alter system data files shall be updated to system files of redundant computer in near real-
time. If central computer fails, redundant computer shall assume control immediately and
automatically.

PACS controllers clustering shall support the following features:

1. Assignment of Master and alternate master controllers for cluster communication to the
SMS server

Primary and backup communication paths to the SMS server

Encrypted communications

Up to 16 controllers per cluster

Logical event linking between controllers in a cluster independent of SMS server
communication

6. Asynchronous communication via TCP/IP (Polled devices shall not be acceptable)

akrwn

UPS: Self-contained; complying with requirements in Division 26 Section "Static Uninterruptible
Power Supply."

1 Size: Provide a minimum of 15 hours of operation of the central-station equipment,
including 2 hours of alarm printer operation.

2. Batteries: Sealed, valve regulated, recombinant, lead calcium.

3. Accessories:

Transient voltage suppression.
Input-harmonics reduction.

Rectifier/charger.

Battery disconnect device.

Static bypass transfer switch.

Internal maintenance bypass/isolation switch.
External maintenance bypass/isolation switch.
Output isolation transformer.

Remote UPS monitoring.

Battery monitoring.

Remote battery monitoring.

STANDARD WORKSTATION HARDWARE

AT T TQT0 o0 T

Workstation shall consist of a standard unmodified PC, with accessories and peripherals that
configure the workstation for a specific duty.

Workstation Computer: Standard unmodified PC of modular design. The CPU word size shall

be 32 bytes or larger; the CPU operating speed shall be at least 66 MHz.

1. Memory: 256 MB of usable installed memory, expandable to a minimum of 1024 MB
without additional chassis or power supplies.

2. Power Supply: Minimum capacity of 250W.

3. Real-Time Clock:

a. Accuracy: Plus or minus 1 minute per month.
b. Time Keeping Format: 24-hour time format including seconds, minutes, hours,
date, day, and month; resettable by software.
C. Provide automatic time correction once every 24 hours by synchronizing clock with
the Central Station.
4, Serial Ports: Provide two RS-232-F serial ports for general use, with additional ports as
required. Data transmission rates shall be selectable under program control.
5. Parallel Port: An enhanced parallel port.

6. LAN Adapter Card: 10/100 Mbps PCI bus, internal network interface card.
7. Sound Card: For playback and recording of digital WAV sound files that are associated
with audible warning and alarm functions.
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Color Monitor: Not less than 17 inches (430 mm), with a minimum resolution of 1280 by
1024 pixels, noninterlaced, and a maximum dot pitch of 0.28 mm. The video card shall
support at least 256 colors at a resolution of 1280 by 1024 at a minimum refresh rate of
70 Hz.
Keyboard: With a minimum of 64 characters, standard ASCII character set based on
ANSI X3.154.
Mouse: Standard, compatible with the installed software.
Disk storage shall include the following, each with appropriate controller:

a. Minimum 10 GB hard disk, maximum average access time of 10 ms.
b. Floppy Disk Drive: High density, 3-1/2-inch (90-mm) size.

CD-ROM Drive:

a. Nominal storage capacity of 650MB.

b Data Transfer Rate: 1.2 Mbps.

c Average Access Time: 150 ms.

d Cache Memory: 256 KB.

e Data Throughput: 1 MB/second, minimum.

Printer:

a Connected to the Central Station and designated workstations.

b Laser printer with minimum resolution of 600 dpi.

(o RAM: 2 MB, minimum.

d Printing Speed: Minimum 12 pages per minute.

e Paper Handling: Automatic sheet feeder with 250-sheet paper cassette and with
automatic feed.

Interface: Bidirectional parallel, and universal serial bus.

LAN Adapter Card: 10/100 Mbps internal network interface card.

C. Redundant Workstation: One identical redundant workstation, connected in a hot standby, peer
configuration. This workstation shall automatically maintain its own copies of system software,
application software, and data files. System transactions and other activities that alter system
data files shall be updated to system files of redundant workstation in near real time. If its

associ

ated workstation fails, redundant workstation shall assume control immediately and

automatically.

D. UPS: Self-contained, complying with requirements in Division 26 Section "Static Uninterruptible

Power
1.

Supply."
Size: Provide a minimum of 6 hours of operation of the central-station equipment,
including 2 hours of alarm printer operation.

2. Batteries: Sealed, valve regulated, recombinant, lead calcium.

3. Accessories:
a. Transient voltage suppression.
b. Input-harmonics reduction.
C. Rectifier/charger.
d. Battery disconnect device.
e. Static bypass transfer switch.
f. Internal maintenance bypass/isolation switch.
g. External maintenance bypass/isolation switch.
h. Output isolation transformer.
i. Remote UPS monitoring.
j- Battery monitoring.
k. Remote battery monitoring.
l.

2.7 COMMUNICATIONS WORKSTATION
A. Standard workstation, modified as follows:
1. Additional RS-232-F serial ports. The CPU word size shall be 32 bytes or larger; the

CPU operating speed shall be at least 66 MHz. Multiplexed serial ports shall be
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expandable with 8 character transmit and receive buffers for each port. Total buffer size
shall be a minimum of 1 MB.

2. Redundant workstation is not required.

3. Printer is required.

CONTROLLERS

Controllers: Intelligent peripheral control unit, complying with UL 294, that stores time, date,

valid codes, access levels, and similar data downloaded from the Central Station or workstation
for controlling its operation.

B. Subject to compliance with requirements in this Article, manufacturers may use multipurpose

Controllers.

Battery Backup: Sealed, lead acid; sized to provide run time during a power outage of 90

minutes, complying with UL 924.

D. Alarm Annunciation Controller:
1. The Controller shall automatically restore communication within 10 seconds after an
interruption with the field device network with dc line supervision on each of its alarm
inputs.

a.

Inputs: Monitor dry contacts for changes of state that reflect alarm conditions.
Provides at least eight alarm inputs, which are suitable for wiring as normally open
or normally closed contacts for alarm conditions.

b. Alarm-Line Supervision:

1) Supervise the alarm lines by monitoring each circuit for changes or
disturbances in the signal, and for conditions as described in UL 1076 for
line security equipment using dc change measurements. System shall
initiate an alarm in response to an abnormal current, which is a dc change of
5 percent or more for longer than 500 ms.

2) Transmit alarm-line-supervision alarm to the Central Station during the next
interrogation cycle after the abnormal current condition.

C. Outputs: Managed by Central Station software.
2. Auxiliary Equipment Power: A GFI service outlet inside the Controller enclosure.
E. Entry-Control Controller:
1. Function: Provide local entry-control functions including one- and two-way

communications with access-control devices such as card readers, keypads, biometric
personal identity verification devices, door strikes, magnetic latches, gate and door
operators, and exit push-buttons.

a.

Operate as a stand-alone portal Controller using the downloaded database during
periods of communication loss between the Controller and the field-device
network.

Accept information generated by the entry-control devices; automatically process

this information to determine valid identification of the individual present at the

portal:

1) On authentication of the credentials or information presented, check
privileges of the identified individual, allowing only those actions granted as
privileges.

2) Privileges shall include, but not be limited to, time of day control, day of
week control, group control, and visitor escort control.

Maintain a date-, time-, and Location-stamped record of each transaction. A

transaction is defined as any successful or unsuccessful attempt to gain access

through a controlled portal by the presentation of credentials or other identifying
information.

2. Inputs:

a.

Data from entry-control devices; use this input to change modes between access
and secure.
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b. Database downloads and updates from the Central Station that include enrollment
and privilege information.

Outputs:

a. Indicate success or failure of attempts to use entry-control devices and make
comparisons of presented information with stored identification information.

b. Grant or deny entry by sending control signals to portal-control devices and mask
intrusion alarm annunciation from sensors stimulated by authorized entries.

C. Maintain a date-, time-, and Location-stamped record of each transaction and
transmit transaction records to the Central Station.

d. Door Prop Alarm: If a portal is held open for longer than 20 seconds, alarm
sounds.

With power supplies sufficient to power at voltage and frequency required for field

devices and portal-control devices.

Data Line Problems: For periods of loss of communications with Central Station, or when

data transmission is degraded and generating continuous checksum errors, the

Controller shall continue to control entry by accepting identifying information, making

authentication decisions, checking privileges, and controlling portal-control devices.

a. Store up to 1000 transactions during periods of communication loss between the
Controller and access-control devices for subsequent upload to the Central Station
on restoration of communication.

Controller Power: NFPA 70, Class Il power supply transformer, with 12- or 24-V ac

secondary, backup battery and charger.

a. Backup Battery: Premium, valve-regulated, recombinant-sealed, lead-calcium
battery; spill proof; with a full 1-year warranty and a pro rata 19-year warranty.
With single-stage, constant-voltage-current, limited battery charger, comply with
battery manufacturer's written instructions for battery terminal voltage and charging
current recommendations for maximum battery life.

b. Backup Battery: Valve-regulated, recombinant-sealed, lead-acid battery; spill
proof. With single-stage, constant-voltage-current, limited battery charger, comply
with battery manufacturer's written instructions for battery terminal voltage and
charging current recommendations for maximum battery life.

C. Backup Power Supply Capacity: 90 minutes of battery supply. Submit battery and
charger calculations.

d. Power Monitoring: Provide manual dynamic battery load test, initiated and
monitored at the control center; with automatic disconnection of the Controller
when battery voltage drops below Controller limits. Report by using local
Controller-mounted LEDs and by communicating status to Central Station.
Indicate normal power on and battery charger on trickle charge. Indicate and
report the following:

1) Trouble Alarm: Normal power off load assumed by battery.
2) Trouble Alarm: Low battery.
3) Alarm: Power off.

PIV MIDDLEWARE

PIV Middleware shall provide three-factor authentication, including biometric matching using a
fingerprint capture device capable of single fingerprint capture. Unit shall enable digital
certificates can to be verified by security personnel using the issuer's certificate authority,
SCVP, OCSP responder/repeater, orthe TSA hot list for TWIC cardholders. All cards shall be
validated using FIPS-201 challenge-response protocol in order to identify forged or cloned
cards. PIV Middleware solution shall validate all PIV, TWIC, NG CAC, and FRAC cards. TWIC
card FASC-Ns shall also be verified against a live or cached TSA hot list.

PIV Middleware shall have ability to :

Verify cardholder identity and validates FIPS 201-compliant PIV-Il, next-generation (NG)
CAC, TWIC, or FRAC credentials in real-time
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2. Perform three-factor authentication of cardholder using PIN, biometrics, and certificate (or
serial numbers) detecting forged or cloned cards
3. Enroll FASC-N, photo, and pertinent cardholder information into PACS software
4, Automatically suspend a cardholder’s badge if his or her PIV, TWIC, or CAC card
certificate serial number is on the Certificate Revocation List (CRL)

5. Upload a cardholder transaction audit trail to central database or exports it to a .csv file
for centralized transaction management

6. Be compatible with biometric mobile terminal for off-site verification and enrollment

7. Re-validate imported cardholder certificates on a periodic basis via the Internet

8. Operate with commercial, off-the-shelf (COTS) FIPS 201 PIV-Il and ANSI INCITS 378-
compliant fingerprint capture devices

9. Revalidate imported cardholder certificates at regular intervals, ensuring that the
credentials used in PACS system are backed by a valid set of digital certificates. Digital
certificates are verified against local OCSP repeater/validation authority using the issuer's
validation authority, or Microsoft Crypto Application Programming Interface (API) on
Windows XP SP3 or Vista.

10. Certificate Manager shall fully support SCVP and OCSP for fast, online validation.

11. Provide verification of TWIC credentials against a live TSA hot list.

12.  Support uploading local transactions to a central database for consolidated activity
reporting. This application shall support a variety of ODBC- or ADO-compliant databases,
including Oracle, SQL Server 2005, Informix, DB2, and Firebird.

13.  Provide user with ability to produce canned transaction log queries as well as creating
queries directly from the SQL database.

PIV Middleware PC requirements:

1. PIV Middleware software shall operate on Intel-based PC with minimum 1.8 GHz CPU, 1
GB RAM, 40 GB hard disk, and Microsoft Windows XP SP2 with Microsoft .NET
Framework 2.0

2. Unit shall fingerprint capture devices and smart card reader.

PIV Middleware shall be FIPS 201 approved product.
CARD READERS

Power: Card reader shall be powered from its associated Controller, including its standby
power source.

Response Time: Card reader shall respond to passage requests by generating a signal that is
sent to the Controller. Response time shall be 800ms or less, from the time the card reader
finishes reading the credential card until a response signal is generated.

Enclosure: Suitable for surface, semiflush, or pedestal mounting. Mounting types shall
additionally be suitable for installation in the following locations:

1. Indoors, controlled environment.
2. Indoors, uncontrolled environment.
3. Outdoors, with built-in heaters or other cold-weather equipment to extend the operating

temperature range as needed for operation at the site.

Display: LED or other type of visual indicator display shall provide visual and audible status
indications and user prompts. Indicate power on/off, whether user passage requests have been
accepted or rejected, and whether the door is locked or unlocked.

Shall be utilized for controlling the locking hardware on a door and allows for reporting back to
the main control panel with the time/date the door was accessed, the name of the person
accessing the point of entry, and its location.

Will be fully programmable and addressable, locally and remotely, and hardwired to the system.

Shall be individually home run to the main panel.
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Shall be installed in a manner that they comply with:
1. The Uniform Federal Accessibility Standards (UFAS)
2. The Americans with Disabilities Act (ADA)
3. The ADA Standards for Accessible Design

Shall support a variety of card readers that must encompass a wide functional range. The
PACS may combine any of the card readers described below for installations requiring multiple
types of card reader capability (i.e., card only, card and/or PIN, card and/or biometrics, card
and/or pin and/or biometrics, supervised inputs, etc.). These card readers shall be available in
the approved technology to meet FIPS 201, and is ISO 14443 A or B, ISO/IEC 7816 compliant.
The reader output can be Wiegand, RS-22, 485 or TCP/IP.

Shall be housed in an aluminum bezel with a wide lead-in for easy card entry.
Shall contain read head electronics, and a sender to encode digital door control signals.
LED'’s shall be utilized to indicate card reader status and access status.

Shall be able to support a user defined downloadable off-line mode of operation (e.g. locked,
unlocked), which will go in effect during loss of communication with the main control panel.

Shall provide audible feedback to indicate access granted/denied decisions. Upon a card swipe,
two audible tones or beeps shall indicate access granted and three tones or beeps shall
indicate access denied. All keypad buttons shall provide tactile audible feedback.

Shall have a minimum of two programmable inputs and two programmable outputs.

All card readers that utilize keypad controls along with a reader and shall meet the following

specifications:

1. Entry control keypads shall use a unique combination of alphanumeric and other symbols
as an identifier. Keypads shall contain an integral alphanumeric/special symbols
keyboard with symbols arranged in ascending ASCII code ordinal sequence.
Communications protocol shall be compatible with the local processor.

Shall include a Light Emitting Diode (LED) or other type of visual indicator display and provide
visual or visual and audible status indications and user prompts. The display shall indicate
power on/off, and whether user passage requests have been accepted or rejected. The design
of the keypad display or keypad enclosure shall limit the maximum horizontal and vertical
viewing angles of the keypad. The maximum horizontal viewing angle shall be plus and minus
five (5) degrees or less off a vertical plane perpendicular to the plane of the face of the keypad
display. The maximum vertical viewing angle shall be plus and minus 15 degrees or less off a
horizontal plane perpendicular to the plane of the face of the keypad display.
1. Shall respond to passage requests by generating a signal to the local processor. The
response time shall be 800 milliseconds or less from the time the last alphanumeric
symbol is entered until a response signal is generated.

2. Shall be powered from the source as designed and shall not dissipate more than 150
Watts.

3. Shall be suitable for surface, semi-flush, pedestal, or weatherproof mounting as required.

4, Shall provide a means for users to indicate a duress situation by entering a special code.

PIV Contact Card Reader

1. Application Protocol Data Unit (APDU) Support: At a minimum, the contact interface shall

support all card commands for contact based access specified in Section 7, End-point
PIV Card Application Card Command Interface of SP 800-73-1, Interfaces for Personal
Identity Verification.

2. Buffer Size: The reader must contain a buffer large enough to receive the maximum size
frame permitted by International Organization for Standardization International
Electrotechnical Commission (ISO/IEC) 7816-3:1997, Section 9.4.

3. Programming Voltage: PIV Readers shall not generate a Programming Voltage.
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Support for Operating Class: PIV Readers shall support cards with Class A Vccs as
defined in ISO/IEC 7816-3:1997 and ISO/IEC 7816-3:1997/Amd 1:2002.
Retrieval Time: Retrieval time? for 12.5 kilobytes (KB) of data through the contact
interface of the reader shall not exceed 2.0 seconds.
Transmission Protocol: The PIV Reader shall support both the character-based T=0
protocol and block-based T=1 protocol as defined in ISO/IEC 7816-3:1997.
Support for PPS Procedure: The reader shall support Protocol and Parameters Selection
(PPS) procedure by having the ability to read character TA1 of the Answer to Reset
(ATR) sent by the card as defined in ISO/IEC 7816-3:1997.

Contactless Smart Cards and Readers

1.

2.

3.

Smart card readers shall read credential cards whose characteristics of size and

technology meet those defined by ISO/IEC 7816, 14443, 15693.

The readers shall have "flash" download capability to accommodate card format

changes.

The card reader shall have the capability of reading the card data and transmitting the

data to the main monitoring panel.

The card reader shall be contactless and meet or exceed the following technical

characteristics:

a. Data Output Formats: FIPS 201 low outputs the FASC-N in an assortment of
Wiegand bit formats from 40 — 200 bits. FIPS 201 medium outputs a combination
FASC-N and HMAC in an assortment of Wiegand bit formats from 32 — 232 bits.
All Wiegand formats or the upgradeability from Low to Medium Levels can be field
configured with the use of a command card.

b. FIPS 201 readers shall be able to read, but not be limited to, DESfire and iCLASS
cards.

C. Reader range shall comply with ISO standards 7816, 14443, and 15693, and also
take into consideration conditions, are at a minimum 1” to 2" (2.5 - 5 cm).

d. APDU Support: At a minimum, the contactless interface shall support all card
commands for contactless based access specified in Section 7, End-point PIV
Card Application Card Command Interface of SP 800-73-1, Interfaces for Personal
Identity Verification.

e. Buffer Size: The reader shall contain a buffer large enough to receive the
maximum size frame permitted by ISO/IEC 7816-3, Section 9.4.

f. ISO 14443 Support: The PIV Reader shall support parts (1 through 4) of ISO/IEC
14443 as amended in the References of this publication.

g. Type A and B Communication Signal Interfaces: The contactless interface of the

reader shall support both the Type A and Type B communication signal interfaces
as defined in ISO/IEC 14443-2:2001.

h. Type A and B Initialization and Anti-Collision The contactless interface of the
reader shall support both Type A and Type B initialization and anti-collision
methods as defined in ISO/IEC 14443-3:2001.

i. Type A and B Transmission Protocols: The contactless interface of the reader shall
support both Type A and Type B transmission protocols as defined in ISO/IEC
14443-4:2001.

j- Retrieval Time: Retrieval time for 4 KB of data through the contactless interface of
the reader shall not exceed 2.0 seconds.

k. Transmission Speeds: The contactless interface of the reader shall support bit
rates of fc/128 (~106 kbits/s), fc/64(~212 kbits/s), and configurable to allow
activation/deactivation.

l. Readibility Range: The reader shall not be able to read PIV card more than
10cm(4inch) from the reader
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BIOMETRIC IDENTITY VERIFICATION EQUIPMENT

Shall be FIPS 201 and NIST SP 800-76 compliant.

Shall utilize hand/palm, fingerprint, retinal, facial image, or voice verification and could be
utilized as secondary authentication in conjunction with card readers in high security area as
defined by the VA. (Note: VA policy requires that the use of biometric measurements is limited
to secondary authentication in high or medium security applications).

Shall be programmable, addressable, and hardwired directly to the main control panel and
individually home run to the main control panel.

Shall be installed in a manner that they comply with:

1. The Uniform Federal Accessibility Standards (UFAS)
2. The Americans with Disabilities Act (ADA)

3. The ADA Standards for Accessible Design

Shall include a means to construct individual templates or profiles based upon measurements
taken from the person to be enrolled. This template shall be stored as part of the System
Reference Database Files. The stored template shall be used as a comparative base by the
personnel identity verification equipment to generate appropriate signals to the associated local
processors.

Shall interface with PACS and SMS and provide the employee’s name, contact information, and
point of access.

Shall allow for surface, flush, or pedestal mounting.
Shall have communications protocol in place that shall allow for communications with the SMS.

Shall determine when multiple attempts were made for verification, and shall automatically
prompt the user for additional attempts up to a maximum of three tries. After a third failed
attempt the unit shall generate an entry control alarm. This alarm will report to the SMS and the
CCTV system. The camera viewpoint for where the alarm was generated shall automatically be
called up onto a monitor and be recorded via the recording equipment. An alarm within the SMS
shall also be generated recording, at a minimum, the date, time, and attempted point of entry.

Hand/Palm Geometry Verification:

1. Shall utilize unique human hand measurements to identify authorized, enrolled
personnel.
2. During the scan process the hand geometry device, which shall allow the user’s hand to

remain in full view during the scanning process, shall a three (3) dimensional
measurement of the user’s hand identifying its size and shape.

3. This scan process shall start automatically once the user's hand is positioned. The hand
geometry device shall be able to use either left or right hands for enroliment and
verification.

4, Shall include an LED or other type of visual indicator display and provide visual or visual

and audible status indications and user prompts. The display shall indicate power on/off,
and whether user passage requests have been accepted or rejected.

5. Shall only be updated at the unit itself and automatic updates via the SMS shall not be
allowed.

6. Any significant change to the user’s hand, scars, loss of digit, or any other change that
will alter the three dimension view of the hand shall require an update to the unit and
SMS.

7. Shall provide an enrollment, recognition, and code/credential verification mode. The

enrollment mode shall create a hand template for new personnel and enter the template
into the entry control database file created for that person. Template information shall be
compatible with the system application software. The operating mode shall be selectable
by the system manager/operator from the central processor. When operating in
recognition mode, the hand geometry device shall allow passage when the hand scan
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data from the verification attempt matches a hand geometry template stored in the
database files. When operating in code/credential verification mode, the hand geometry
device shall allow passage when the hand scan data from the verification attempt
matches the hand geometry template associated with the identification code entered into
a keypad; or matches the hand geometry template associated with credential card data
read by a card reader.

Fingerprint Verification:

1.
2.

10.

11.

12.

Shall use a unique human fingerprint pattern to identify authorized, enrolled personnel.
Shall allow the user’s hand to remain in full view during the scanning process, shall
incorporate positive measures to establish that the hand or fingers being scanned by the
device belong to a living human being.

Shall provide an optical or other type of scan of the user’s fingers. The fingerprint

verification scanner shall automatically initiate the scan process provided the user’s

fingers are positioned.

LED or other type of visual indicator displays shall provide a visual or visual and audible

status indication and enrollee prompts. The display shall indicate power on/off, and

whether user passage requests have been accepted or rejected.

Any significant change to the user’s finger such as scars, loss of digit, or any other

change that will alter the finger print shall require an update to the unit and SMS.

Shall provide an adjustable acceptance tolerance or template match criteria under

system manager/operator control.

Shall respond to passage requests by generating signals to the local processor. The

verification time shall be 2.0 seconds or less from the moment the finger print analysis

scanner initiates the scan process until the fingerprint analysis scanner generates a

response signal.

Shall:

a. Provide an enrollment mode, recognition mode, and code/credential verification
mode. The enrollment mode shall create a fingerprint template for new personnel
and enter the template into the system database file created for that person.

b. Template information shall be compatible with the system application software.

C. The operating mode shall be selectable by the system manager/operator from the
central station.

When operating in recognition mode, the fingerprint analysis scanner shall allow passage

when the fingerprint data from the verification attempt matches a fingerprint template

stored in the database files.

When operating in code/credential verification mode, the fingerprint analysis scanner

shall allow passage when the fingerprint data from the verification attempt matches a

fingerprint template associated with the identification code. When entered into a keypad

or it matches the fingerprint template associated with credential, the card data will then
be recognized by the card reader.

Shall store template transactions involving fingerprint scans. The template match scores

shall be stored in the matching personnel data file in a format compatible with the system

application software, and shall be used for report generation.

Shall be unit listed as FIPS 201 Approved product.

Iris Verification:

1.

2.

Shall utilize unique patterns within the human eye to identify authorized, enrolled
personnel.

Shall use ambient light to capture an image of the iris of the person presenting
themselves for identification. The resulting video image shall be compared against a
stored template that was captured during the enrollment process.

Shall utilize a threshold for identification. The efficiency and accuracy of the device shall
not be adversely affected by enrollees who wear contact lenses or eye glasses.

Shall provide a means for enrollees to align their eye for identification that does not
require facial contact with the device.
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Initiation for the scan should be automatic, but push-button could be provided to initiate

the scan process. The device shall include adjustments to accommodate differences in

enrollee height and mounting height shall be UFAS compliant.

The LED or other type of visual indicator displays shall provide a visual or visual and

audible status indication and enrollee prompts. The display shall indicate power on/off,

and whether user passage requests have been accepted or rejected.

Verification time for the retinal verification unit shall be no greater that 1.5 seconds from

the moment the action is initiated until a response signal has been generated.

Shall provide an enroliment mode, recognition mode, and code/credential verification

mode:

a. The enroliment mode shall create an iris template for new personnel and enter the
template into the system database file created for that person. Template
information shall be compatible with the system application software.

b. When operating in recognition mode, the retinal verification unit shall allow
passage when the retinal verification data from the verification attempt matches an
iris template stored in the database files.

C. When operating in code/credential verification mode, the iris scanner shall allow
passage when the retinal verification data from the verification attempt matches
the retinal verification template. This will occur when the associated information
matches the identification code entered into a keypad or matches the retinal
verification template associated with the credential card data when recognized by
a card reader.

Shall store template transactions involving retinal verifications. The template match

scores shall be stored in the matching personnel data file in a file format compatible with

the system application software, and shall be used for report generation.

Voice Verification:

1.

2.

Shall utilize unique patterns within the human speech pattern to identify authorized,

enrolled personnel.

Shall digitize a profile of a person's speech to produce a stored model voice print, or

template. Users shall record their full names utilizing their natural voice tendencies. This

process shall be initiated by a push to talk button on the voice verification device.

Shall utilize a threshold for identification. The efficiency and accuracy of the device shall

not be adversely affected by enrollees who have a speech impediment.

Shall provide a means for enrollees to align their voice for identification that does not

require contact with the device.

The LED or other type of visual indicator displays shall provide a visual or visual and

audible status indication and enrollee prompts. The display shall indicate power on/off,

and whether user passage requests have been accepted or rejected.

Verification time for the voice verification unit shall be no greater that 1.5 seconds from

the moment the action is initiated until a response signal has been generated.

Shall provide an enrolliment mode, recognition mode, and code/credential verification

mode:

a. The enroliment mode shall create a voice template for new personnel and enter
the template into the system database file created for that person. Template
information shall be compatible with the system application software.

b. When operating in recognition mode, the voice verification unit shall allow passage
when the voice verification data from the verification attempt matches a voice
template stored in the database files.

C. When operating in code/credential verification mode, the voice verifier shall allow
passage when the voice verification data from the verification attempt matches the
voice verification template. This will occur when the associated information of the
identification code entered into a keypad matches the voice verification template
associated with a credential card data is recognized by a card reader.
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8. Shall store template transactions involving voice verifications. The template match scores
shall be stored in the matching personnel data file in a file format compatible with the
system application software, MPEG or equivalent, and shall be used for report
generation.

2.12 KEYPADS

A. Designed for use with unique combinations of alphanumeric and other symbols as an Identifier.
Keys of keypads shall contain an integral alphanumeric/special symbol keyboard with symbols
arranged in ascending ASCII-code ordinal sequence. Communications protocol shall be
compatible with Controller.

1. Keypad display or enclosure shall limit viewing angles of the keypad as follows:
a. Maximum Horizontal Viewing Angle: 5 degrees or less off in either direction of a
vertical plane perpendicular to the plane of the face of the keypad display.
b. Maximum Vertical Viewing Angle: 15 degrees or less off in either direction of a
horizontal plane perpendicular to the plane of the face of the keypad display.
2. Duress Codes: Provide duress situation indication by entering a special code.

2.13 CREDENTIAL CARDS

A. Personal Identity Verification (PIV) credential cards shall comply to Federal Information
Processing Standards Publication (FIPS) 201.

B. Visual Card Topography shall be compliant with NIST 800-104.

PIV logical credentials shall contain multiple data elements for the purpose of verifying the
cardholder's identity at graduated assurance levels. These mandatory data elements shall
collectively comprise the data model for PIV logical credentials, and include the following:

1. CHUID

2. PIN

3. PI1V authentication data (one asymmetric key pair and corresponding certificate)
4, + Two biometric fingerprints.

D. The credential card (PI1V) shall be an ISO 14443 type smart card with contactless interface that
operates at 13.56 MHZ.

E. The credential card (P1V) shall be an ISO 7816 type smart card.
2.14 SYSTEM SENSORS AND RELATED EQUIPMENT

A. The PACS (Physical Access Control System) and related Equipment provided by the Contractor
shall meet or exceed the following performer specifications:

B. Request to Exit Detectors:

1. Passive Infrared Request to Exit Motion Detector (REX PIR) (1) The Contractor shall
provide a surface mounted motion detector to signal the physical access control system
request to exit input. The motion detector shall be a passive infrared sensor designed for
wall or ceiling mounting 2134 to 4572 mm (7 to 15 ft) height. The detector shall provide
two (2) form “C” (SPDT) relays rated one (1) Amp. @ 30 VDC for DC resistive loads. The
detectors relays shall be user adjustable with a latch time from 1-60 seconds. The
detector shall also include a selectable relay reset mode to follow the timer or absence of
motion. The detection pattern shall be adjustable plus or minus fourteen (+ 14) degrees.
The detector shall operate on 12 VDC with approximately 26 mA continuous current
draw. The detector shall have an externally visible activation LED. The motion detector
shall measure approximately 38 mm H x 158 mm W x 38 mm D (1.5 x 6.25 x 1.5 in). The
detector shall be immune to radio frequency interference. The detector shall not activate
or set-up on critical frequencies in the range 26 to 950 Megahertz using a 50 watt
transmitter located 30.5 cm (1 ft) from the unit or attached wiring. The detector shall be
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available on gray or black enclosures. The color of the housing shall be coordinated with
the surrounding surface.

Guard tour stations:
The guard tour station shall be single gang brushed steel plate flush mounted in a single
gang box. The switch shall be a normally open momentary keyed switch.

Delayed Egress (DE)
General:

1.

1.

2.

a.

The delay egress locking hardware shall provide a method to secure emergency
exits and provide an approved delayed emergency exit method. The package
shall be Underwriters Laboratories listed as a delay egress-locking device. The
delay egress device shall be available to support configurations with both rated
and non-rated fire doors. The delay egress device shall comply with Life Safety
Codes (NFPA-101, BOCA) as it applies to special locking arrangements for delay
egress locks. Unless specifically identified as a non-fire rated opening, all doors
shall be equipped with fire rated door hardware. The Contractor shall be
responsible for providing all equipment and installation to provide a fully
functioning system. Need to amend to use crashbars type mechanical release
switches.

The delay-locking device shall include all of the following features:

a.

Delay Egress Mode

1) The delayed egress device shall be a SDC 101V Series Exit Check with wall
mounted control module. Upon activation of an approved panic bar the
delay locking device shall begin a delay sequence of 30 seconds; a flush
mounted wall LED panel adjacent to the door will indicate initiation of the
countdown time. During the 30 second delay period, a local sounding
device shall annunciate a tone activation of the delay cycle and verbal exit
instructions. At the end of the delay cycle the locking device shall unlock
and allow free egress. The reset of the local sounding device shall be user
definable and include options to select either local sound until silenced by
reset or local sounder silenced upon opening of the door. Unless otherwise
indicated the local delay sounder shall be silenced upon opening of the
door. The SDC’s device trigger output shall be connected to the SMS DGP
alarm panel for pre-activation warning. The contractor shall specify the
bond sensor option when ordering the delayed egress hardware; this output
shall be wired to the SMS DGP to activate an alarm if the door does not
lock. Use of reset panel not top mounted device.

2) Delayed egress doors will have bond sensors.

3) Delayed egress activation shall also trigger CCTV call —up.

Fire Alarm Mode

1) Upon activation of the facility’s fire evacuation and water flow alarm signal
the delay locking devices shall immediately unlock and provide free egress.
The Contractor shall provide any required fire alarm relays or interface
devices.

Reset Mode

1) The delay egress device shall be manually reset by the Delayed Egress
controller located at the door via key switch.

2) The delay egress device shall automatically reset upon fire alarm system
reset.

3) The delayed egress shall be resettable through the SMS.

The Contractor shall provide a Master Open Switch for all the facility’s delayed

egress hardware, with protective cover and permanent labeling in the Unit Control

Room. The switch shall be wired into the fire alarm system to activate the

evacuation alarms. When the switch is pressed all delayed egress or evacuation

doors shall unlock and generate an alarm at the security console monitor showing
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and recording time and date of when the switch was pressed. The contractor is
responsible for coordinating the wiring and connection with the fire alarm
contactor. The Master Open Switch shall be linked to the fire alarm panel for the
release of doors locks.
Each individual delayed egress door shall have the ability to unlock through a
manual action on the SMS.
Unless otherwise indicated the Contractor shall provide all of the above reset
methods for each door. All signs will meet the latest ADA requirements.
Signs
1) The delay egress package shall be provided with a warning sign complying
with local code requirements. The warning sign shall be attached to the
interior side of the controlled door. The sign shall be located on the interior
side of the door above and within 304 mm (12 in) of the panic bar. The sign
shall read:
a) EMERGENCY EXIT.
b) PUSH UNTIL
C) ALARM SOUNDS
d) DOOR CAN BE OPENED,
e) IN 30 SECONDS.
2) Signs shall be coordinated and comply with the building’s existing sign
specifications. Signs shall include grade 2 Braille.
3) Signs shall meet the current ADA requirements.
4) In instances of code and specification conflicts, the life safety code
requirement shall prevail.
5) The Division 10 Contractor shall provide samples for approval with their
submittal package.

Physical Access Control Interface

a.

b.

The delay egress device shall be capable of interface with card access control
systems.

The system shall include a bypass feature that is activated via a dry contact relay
output from the physical access control system. This bypass shall allow
authorized personnel to pass through the controlled portal without creating an
alarm condition or activating the delay egress cycle. The bypass shall include
internal electronic shunts or door switches to prevent activation (re-arming) until
the door returns to the closed position. An unused access event shall not cause a
false alarm and shall automatically rearm the delay egress lock upon expiration of
the programmed shunt time. The delay egress physical access control interface
shall support extended periods of automated and/or manual lock and unlock
cycles.

Emergency Exit with Alarm (Panic):

a.
b.

Entry control portals shall include panic bar emergency exit hardware as designed.
Panic bar emergency exit hardware shall provide an alarm shunt signal to the
PACS and SMS.

The panic bar shall include a conspicuous warning sign with one (1) inch (2.5 cm)
high, red lettering notifying personnel that an alarm will be annunciated if the panic
bar is operated.

Operation of the panic bar hardware shall generate an intrusion alarm that reports
to both the SMS and Intrusion Detection System. The use of a micro switch
installed within the panic bar shall be utilized for this.

The panic bar shall utilize a fully mechanical connection only and shall not depend
upon electric power for operation.
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f. The panic bar shall be compatible with mortise or rim mount door hardware and
shall operate by retracting the bolt manually by either pressing the panic bar or
with a key by-pass. Refer to Section 2.2.1.9 for key-bypass specifications.

g. Normal Exit:
1) Entry control portals shall include panic bar non-emergency exit hardware
as designed.
2) Panic bar non-emergency exit hardware shall be monitored by and report to
the SMS.

3) Operation of the panic bar hardware shall not generate a locally audible or
an intrusion alarm within the IDS.

4) When exiting, the panic bar shall depend upon a mechanical connection
only. The exterior, non-secure side of the door shall be provided with an
electrified thumb latch or lever to provide access after the credential I.D.
authentication by the SMS.

5) The panic bar shall be compatible with mortise or rim mount door hardware
and shall operate by retracting the bolt manually by either pressing the panic
bar or with a key by-pass. Refer to Section 2.2.1.9 for key-bypass
specifications. The strikes/bolts shall include a micro switch to indicate to
the system when the bolt is hot engaged or the strike mechanism is
unlocked. The signal switches shall report a forced entry to the system in
the event the door is left open or accessed without the identification

credentials.

Key Bypass:

1. Shall be utilized for all doors that have a mortise or rim mounted door hardware.

2. Each door shall be individually keyed with one master key per secured area.

3. Cylinders shall be six (6)-pin and made of brass or equivalent. Keys for the cylinders shall
be constructed of solid material and produced and cut by the same distributor. Keys shall
not be purchased, cut, and supplied by multiple dealers.

4, All keys shall have a serial number cut into the key. No two serial numbers shall be the
same.

5. All keys and cylinders shall be stored in a secure area that is monitored by the Intrusion

Detection System.

Automatic Door Opener and Closer:

1.
2.
3.

4,

Shall be low energy operators.

Door closing force shall be adjustable to ensure adequate closing control.

Shall have an adjustable back-check feature to cushion the door opening speed if
opened violently.

Motor assist shall be adjustable from 0 to 30 seconds in five (5) second increments.
Motor assist shall restart the time cycle with each new activation of the initiating device.
Unit shall have a three-position selector mode switch that shall permit unit to be switched
“ON” to monitor for function activation, switched to “H/O” for indefinite hold open function
or switched to “OFF,” which shall deactivate all control functions but will allow standard
door operation by means of the internal mechanical closer.

Door control shall be adjustable to provide compliance with the requirements of the
Americans with Disabilities Act (ADA) and ANSI standards A117.1.

All automatic door openers and closers shall:

Meet UL standards.

Be fire rated.

Have push and go function to activate power operator or power assist function.
Have push button controls for setting door close and door open positions.

Have open obstruction detection and close obstruction detection built into the unit.
Have door closer assembly with adjustable spring size, back-check valve, sweep
valve, latch valve, speed control valve and pressure adjustment valve to control
door closing.

~ooo0oTp
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g. Have motor start-up delay, vestibule interface delay; electric lock delay and door
hold open delay up to 30 seconds. All operators shall close door under full spring
power when power is removed.
h. Are to be hard wired with power input of 120 VAC, 60Hz and connected to a
dedicated circuit breaker located on a power panel reserved for security
equipment.

Door Status Indicators:

1.
2.

Shall monitor and report door status to the SMS.
Door Position Sensor:

a. Shall provide an open or closed indication for all doors operated on the PACS and
report directly to the SMS.
b. Shall also provide alarm input to the Intrusion Detection System for all doors

operated by the PACS and all other doors that require monitoring by the intrusion
detection system.

C. Switches for doors operated by the PACS shall be double pole double throw
(DPDT). One side of the switch shall monitor door position and the other side if the
switch shall report to the intrusion detection system. For doors with
electromagnetic locks a magnetic bonding sensor (MBS) can be used in place of
one side of a DPDT switch, in turn allowing for the use of a single pole double
throw (SPDT) switch in it place of a DPDT switch.

d. Switches for doors not operated by the PACS shall be SPDT and report directly to
the IDS.

e. Shall be surface or flush mounted and wide gap with the ability to operate at a
maximum distance of up to 2" (5 cm).

PUSH BUTTON SWITCHES

Push-Button Switches: Momentary-contact back-lighted push buttons, with stainless-steel
switch enclosures.

1.

Electrical Ratings:

a. Minimum continuous current rating of 10A at 120 V ac or 5A at 240-V ac.

b. Contacts that will make 720 VA at 60A and that will break at 720 VA at 10A.
Enclosures: Flush or surface mounting. Push buttons shall be suitable for flush
mounting in the switch enclosures.

Enclosures shall additionally be suitable for installation in the following locations:
a. Indoors, controlled environment.

b. Indoors, uncontrolled environment.

C. Outdoors.

Power: Push-button switches shall be powered from their associated Controller, using dc
control.

PORTAL CONTROL DEVICES

Shall be used to assist the PACS.

Such devices shall:

agrLONE

Provide a means of monitoring the doors status.

Allow for exiting a space via either a push button, request to exit, or panic/crash bar.
Provide a means of override to the PACS via a keypad or key bypass.

Assist door operations utilizing automatic openers and closures.

Provide a secondary means of access to a space via a keypad.

Shall be connected to and monitored by the main PACS panel.

Shall be installed in a manner that they comply with:

1.
2.

The Uniform Federal Accessibility Standards (UFAS)
The Americans with Disabilities Act (ADA)
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The ADA Standards for Accessible Design

Shall provide a secondary means of physical access control within a secure area.

Push-Button Switches:

Shall be momentary contact, back lighted push buttons, and stainless steel switch

enclosures for each push button as shown. Buttons are to be utilized for secondary

means of releasing a locking mechanism.

a. In an area where a push button is being utilized for remote access of the locking
device then no more than two (2) buttons shall operate one door from within one
secure space. Buttons will not be wired in series with one other.

b. In an area where locally stationed guards control entry to multiple secure points via
remote switches. An interface board shall be designed and constructed for only the
amount of buttons it shall house. These buttons shall be flush mounted and clearly
labeled for ease of use. All buttons shall be connected to the PACS and SMS
system for monitoring purposes.

C. Shall have double-break silver contacts that will make 720 VA at 60 amperes and
break 720 VA at 10 amperes.

Entry Control Devices:

1.

2.
3.

Shall be hardwired to the PACS main control panel and operated by either a card reader

or a biometric device via a relay on the main control panel.

Shall be fail-safe in the event of power failure to the PACS system.

Shall operate at 24 VCD, with the exception of turnstiles and be powered by a separate

power supply dedicated to the door control system. Each power supply shall be rated to

operate a minimum of two doors simultaneously without error to the system or overload

the power supply unit.

Shall have a diode or metal-oxide veristor (MOV) to protect the controller and power

supply from reverse current surges or back-check.

Electric Strikes/Bolts: Shall be:

a. Made of heavy-duty construction and tamper resistant design.

b. Tested to over one million cycles.

C. Rated for a minimum of 1000 Ibs. holding strength.

d Utilize an actuating solenoid for the strike/bolt. The solenoid shall move from fully
open to fully closed position and back in not more than 500 milliseconds and be
rated for continuous duty.

e. Utilize a signal switch that will indicate to the system if the strike/bolt is not
engaged or is unlocked when it should be secured.
f Flush mounted within the door frame.

Electric Mortise Locks: Shall be installed within the door and an electric transfer hinge
shall be utilized to allow the wires to be transferred from the door frame to the lock. If
utilized with a double door then the lock shall be installed inside the active leaf. Electric
Mortise Locks shall:
a. These locks shall be provided and installed by the Division 8 “DOOR
HARDWARE” Contractor.
b. Provide integration of the Electric Mortise Locks with the PACS for:
1) Lock Power
Electromagnetic Locks:

a. These locks shall be without mechanical linkage utilizing no moving parts, and
securing the door to its frame solely on electromagnetic force.
b. Shall be comprised of two pieces, the mag-lock and the door plate. The

electromagnetic locks shall be surface mounted to the door frame and the door
plate shall be surface mounted to the door.

C. Ensure a diode is installed in line with the DC voltage supplying power to the unit
in order to prevent back-check on the system when the electromagnetic lock is
powered.
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d. Electromagnetic locks shall meet the following minimum technical characteristics:
Operating Voltage 24 VDC
Current Draw 5A
Holding Force Swing Doors 675 kg (1500 Ibs)
Sliding Doors 225 kg (500 Ibs)

8. Turnstiles:

a. Shall operate at 110 VAC, 60 Hz or 220 VAC, 50 Hz supplied from a dedicated
circuit breaker on a security power panel. This device does not require a back-up
power source.

b. Shall be utilized as a means of monitoring and controlling access in a lobby.
C. Shall meet the following minimum requirements:
1) Be UFAS compliant.
2) Provide either an audible or visual confirmation that access has been
granted to a cleared individual.
3) Provide an audible alarm in the event a non-cleared individual is attempting
to gain access.
4) Interface with the SMS and utilize a card reader for accessing and exiting a
facility, and provide a recorded event of personnel accessing these points.
5) Have a built-in step-down transformer to provide power to a card reader
unit.
6) Have built-in signal wiring chassis to allow for plug and play capabilities with
the PACS.
7 Have the ability to detect tailgating within one quarter on an inch to prevent
unauthorized access to a facility.
9. Vehicle Gate Operator: Interface electrical operation of gate with controls of this Section.

Vehicle gate operators shall be connected, monitored, and controlled, by the security
access Controllers. Vehicle gate and accessories are specified in Division 32 Section
"Chain Link Fences and Gates."

SECONDARY ALARM ANNUNCIATOR

Secondary Alarm Annunciation Site: A workstation with limited I/O capacity, consisting of a
secondary alarm annunciation workstation to allow the operator to duplicate functions of the
main operator interface, and to show system status changes.

INTERFACES

CCTV System Interface

1. An RS232 Ethernet interface associated driver, and controller shall be provided for
connection of the SMS Central Computer to the CCTV Alarm interface and switcher. The
interface shall provide alarm data to the CCTV Alarm interface for automatic camera call-
up. If required the Security Contractor shall be responsible for programming the
command strings into the SMS Server.

Intercom System Interface

1. The CCTV call-up from intercom stations shall be through the intercom unit via RS232
Ethernet communications interface to the SMS system, then through the matrix switcher.
a. Application Software

1)

2)

Provides the interface between the Alarm Annunciation System and
Operator; all sensors, local processors and data links, drive displays, report
alarms, and report generation.

Software is categorized as System Software and Application Software.
System Software must consist of software to support set-up, operation, hard
drive back-ups and maintenance processor. Application Software must
consist of software to provide the completion of Physical Access Control
System.
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Power Supplies:

1.

2.

Shall be UL rated and able to adequately power (enter number) entry control devices on
a continuous base without failure.
Shall meet the following minimum technical characteristics:

INPUT POWER 110 VAC 60 Hi (enter amperage)A

OUTPUT VOLTAGE 12 VDC Nominal (13.8 VDC)

24 VDC Nominal (27.6 VDC)
Filtered and Regulated

BATTERY Dependant on Output Voltage shall provide up
to 1500mAh
OUTPUT CURRENT 10 amp max. @ 13.8 VDC

5amp max. @ 27.6 VDC

PRIMARY FUSE SIZE 6.3 amp (hon-removable)

BATTERY FUSE SIZE 12 amp, 3AG

CHARGING CIRCUIT Built-in standard

FLOOR SELECT ELEVATOR CONTROL

Elevator access control shall be integral to security access.

1.

2.

System shall be capable of providing full elevator security and control through dedicated
Controllers without relying on the control-station host PC for elevator control decisions.
Access-control system shall enable and disable car calls on each floor and floor select
buttons in each elevator car, restricting passengers' access to the floors where they have
been given access.

System setup shall, through programming, automatically secure and unsecure each floor
select button of a car individually by time and day. Each floor select button within a car
shall be separately controlled so that some floors may be secure while others remain
unsecure.

When a floor select button is secure, it shall require the passenger to use his/her access
code and have access to that floor before the floor select button will operate. The
passenger's credential shall determine which car call and floor select buttons are to be
enabled, restricting access to floors unless authorized by system's access code
database. Floor select button shall be enabled only in the car where the credential holder
is the passenger.

PACS shall record which call button is pressed, along with credential and time information.

1.
2.

3.

System Controller shall record elevator access data.

The Controller shall reset all additional call buttons that may have been enabled by the
user's credential.

The floor select elevator control shall allow for manual override either individually by floor
or by cab as a group from a workstation PC.

AFTER-HOURS HVAC CONTROL

After-Hours HVAC Control: Provide for any credential read to activate or control individual
HVAC zones based on access level. This control module shall control and record the after-
hours use of the heating and cooling system in zones or tenant space.

1.

This control shall give the administrator the ability to determine how much extra energy
consumption each tenant is responsible for. This information can be used in billing
tenants for the extra after-hour usage.

At the specified time every day, the HVAC shall automatically go into its after-hours
mode. It shall then revert into its normal business hours mode by a tenant using an
access code or card at a designated keypad or reader.
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3. Once enabled, the tenant's HVAC zone shall be under thermostat control for a preset
amount of time. When the preset amount of time elapses, the HVAC for that zone shall
revert back to after-hours mode unless a tenant uses his/her code or card again. This
shall continue until the unit automatically returns to its normal business hours operation.

Control module activates the HVAC system after a valid access by any of three methods;
however, the HVAC control shall always allow for manual override from the PC.

1. By time expiration after access of an adjustable period from 1 second to 546 minutes (9.1
hours).

2. By use of the card or code again at the same or different reader or keypad.

3. By system returning to its normal business hours operation.

After-hours HVAC control shall operate with all other features running simultaneously and use
the central-station PC that controls access for the building but shall not rely on the host PC for
any HVAC control decisions.

REAL TIME GUARD TOUR
Guard tour module shall provide the ability to plan, track, and route tours. Module shall input an

alarm during tour if guard fails to make a station. Tours can be programmed for sequential or
random tour-station order.

1. Guard tour setup shall define specific routes or tours for the guard to take, with time
restrictions in which to reach every predefined tour station.

2. Guard tour activity shall be automatically logged to the central-station PC's hard drive.

3. If the guard is early or late to a tour station, a unique alarm per station shall appear at the
Central Station to indicate the time and station.

4, Guard tour setup shall allow the tours to be executed sequentially or in a random order
with an overall time limit set for the entire tour instead of individual times for each tour
station.

5. Setup shall allow recording of predefined responses that will display for the operator at

the control station should a "Failed to Check-in" alarm occur.

A tour station is a physical location a guard shall reach and perform an action indicating that the
guard has arrived. This action, performed at the tour station, shall be 1 of 13 different events
with any combination of station types within the same tour. A tour station shall be one of the
following event types:

1 Access Granted.

2 Access Denied Code.

3 Access Denied Card plus PIN.

4. Access Denied Time Zone.

5. Access Denied Level.

6 Access Denied Facility.

7 Access Denied Code Timer.

8 Access Denied Anti-Passback.

9. Access Granted Passback Violation.
10. Alarm.

11. Restored.

12.  Input Normal.

13.  Input Abnormal.

Guard tour and other system features shall operate simultaneously with no interference.

Guard Tour Module Capacity: 999 possible guard tour definitions with each tour having up to
99 tour stations. System shall allow all 999 tours to be running at same time.

VIDEO AND CAMERA CONTROL

Control station or designated workstation displays live video from a CCTV source.
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1. Control Buttons: On the display window, with separate control buttons to represent Left,
Right, Up, Down, Zoom In, Zoom Out, Scan, and a minimum of two custom command
auxiliary controls.

2. Provide at least seven icons to represent different types of cameras, with ability to import
custom icons. Provide option for display of icons on graphic maps to represent their
physical location.

3. Provide the alarm-handling window with a command button that will display the camera
associated with the alarm point.

Display mouse-selectable icons representing each camera source, to select source to be
displayed. For CCTV sources that are connected to a video switcher, control station shall
automatically send control commands through a COM port to display the requested camera
when the camera icon is selected.

Allow cameras with preset positioning to be defined by displaying a different icon for each of the
presets. Provide control with Next and Previous buttons to allow operator to cycle quickly
through the preset positions.

WIRES AND CABLES

Comply with Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY
AND SECURITY."

PVC-Jacketed, RS-232 Cable: Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper
conductors, polypropylene insulation, and individual aluminum foil-polyester tape shielded pairs
with 100 percent shield coverage; PVC jacket. Pairs are cabled on common axis with No. 24
AWG, stranded (7x32) tinned copper drain wire.

1. NFPA 70, Type CM.

2. Flame Resistance: UL 1581 Vertical Tray.

Plenum-Type, RS-232 Cable: Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper
conductors, plastic insulation, and individual aluminum foil-polyester tape shielded pairs with
100 percent shield coverage; plastic jacket. Pairs are cabled on common axis with No. 24
AWG, stranded (7x32) tinned copper drain wire.

1. NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

RS-485 communications require 2 twisted pairs, with a distance limitation of 4000 feet (1220 m).

PVC-Jacketed, RS-485 Cable: Paired, 2 pairs, twisted, No. 22 AWG, stranded (7x30) tinned
copper conductors, PVC insulation, unshielded, PVC jacket, and NFPA 70, Type CMG.

Plenum-Type, RS-485 Cable: Paired, 2 pairs, No. 22 AWG, stranded (7x30) tinned copper
conductors, fluorinated-ethylene-propylene insulation, unshielded, and fluorinated-ethylene-
propylene jacket.

1.  NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Multiconductor, Readers and Wiegand Keypads Cables: No. 22 AWG, paired and twisted
multiple conductors, stranded (7x30) tinned copper conductors, semirigid PVC insulation,
overall aluminum foil-polyester tape shield with 100 percent shield coverage, plus tinned copper
braid shield with 65 percent shield coverage, and PVC jacket.

1. 1. NFPA 70, Type CMG.
2. 2. Flame Resistance: UL 1581 Vertical Tray.
3. 3. For TIA/EIA-RS-232 applications.

Paired Readers and Wiegand Keypads Cables: Paired, 3 pairs, twisted, No. 22 AWG, stranded
(7x30) tinned copper conductors, polypropylene insulation, individual aluminum foil-polyester
tape shielded pairs each with No. 22 AWG, stranded tinned copper drain wire, 100 percent
shield coverage, and PVC jacket.
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1. NFPA 70, Type CM.
2. Flame Resistance: UL 1581 Vertical Tray.

Paired Readers and Wiegand Keypads Cable: Paired, 3 pairs, twisted, No. 20 AWG, stranded
(7x28) tinned copper conductors, polyethylene (polyolefin) insulation, individual aluminum foil-
polyester tape shielded pairs each with No. 22 AWG, stranded (19x34) tinned copper drain wire,
100 percent shield coverage, and PVC jacket.

1. NFPA 70, Type CM.

2. Flame Resistance: UL 1581 Vertical Tray.

Plenum-Type, Paired, Readers and Wiegand Keypads Cable: Paired, 3 pairs, No. 22 AWG,
stranded (7x30) tinned copper conductors, plastic insulation, individual aluminum foil-
polypropylene tape shielded pairs each with No. 22 AWG, stranded tinned copper drain wire,
100 percent shield coverage, and fluorinated-ethylene-propylene jacket.

1. NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Plenum-Type, Multiconductor, Readers and Keypads Cable: 6 conductors, No. 20 AWG,
stranded (7x28) tinned copper conductors, fluorinated-ethylene-propylene insulation, overall
aluminum foil-polyester tape shield with 100 percent shield coverage plus tinned copper braid
shield with 85 percent shield coverage, and fluorinated-ethylene-propylene jacket.

1.  NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Paired Lock Cable: 1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper conductors,
PVC insulation, unshielded, and PVC jacket.

1. NFPA 70, Type CMG.

2. Flame Resistance: UL 1581 Vertical Tray.

Plenum-Type, Paired Lock Cable: 1 pair, twisted, No. 16 AWG, stranded (19x29) tinned copper
conductors, PVC insulation, unshielded, and PVC jacket.

1. NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Paired Lock Cable: 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper conductors,
PVC insulation, unshielded, and PVC jacket.

1. NFPA 70, Type CMG.

2. Flame Resistance: UL 1581 Vertical Tray.

Plenum-Type, Paired Lock Cable: 1 pair, twisted, No. 18 AWG, stranded (19x30) tinned copper
conductors, fluorinated-ethylene-propylene insulation, unshielded, and plastic jacket.

1. NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Paired Input Cable: 1 pair, twisted, No. 22 AWG, stranded (7x30) tinned copper conductors,
polypropylene insulation, overall aluminum foil-polyester tape shield with No. 22 AWG, stranded
(7x30) tinned copper drain wire, 100 percent shield coverage, and PVC jacket.

1.  NFPA 70, Type CMR.

2. Flame Resistance: UL 1666 Riser Flame Test.

Plenum-Type, Paired Input Cable: 1 pair, twisted, No. 22 AWG, stranded (7x30) tinned copper
conductors, fluorinated-ethylene-propylene insulation, aluminum foil-polyester tape shield (foil
side out), with No. 22 AWG drain wire, 100 percent shield coverage, and plastic jacket.

1. NFPA 70, Type CMP.

2. Flame Resistance: NFPA 262 Flame Test.

Paired AC Transformer Cable: 1 pair, twisted, No. 18 AWG, stranded (7x26) tinned copper
conductors, PVC insulation, unshielded, and PVC jacket.
1. NFPA 70, Type CMG.
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Plenum-Type, Paired AC Transformer Cable: 1 pair, twisted, No. 18 AWG, stranded (19x30)
tinned copper conductors, fluorinated-ethylene-propylene insulation, unshielded, and plastic
jacket.
1. NFPA 70, Type CMP.
2. Flame Resistance: NFPA 262 Flame Test.

Elevator Travel Cable: Steel center core, with shielded, twisted pairs, No. 20 AWG conductor
size.

1. Steel Center Core Support: Preformed, flexible, low-torsion, zinc-coated, steel wire rope;
insulated with 60 deg C flame-resistant PVC and covered with a nylon or cotton braid.
2. Shielded Pairs: Insulated copper conductors; color-coded, insulated with 60 deg C

flame-resistant PVC; each pair shielded with bare copper braid for 85 percent coverage.
Jute Filler: Electrical grade, dry.

Binder: Helically wound synthetic fiber.

Braid: Rayon or cotton braid applied with 95 percent coverage.

Jacket: 60 deg C PVC specifically compounded for flexibility and abrasion resistance.
UL VW-1 and CSA FT1 flame rated.

LAN (Ethernet) Cabling: Comply with Division 28 Section "Conductors and Cables for
Electronic Safety and Security."

ook w

PART 3 - PART 3 - EXECUTION

3.1

3.2

3.3

A.

3.1 GENERAL

A. The Contractor shall install all system components and appurtenances in accordance
with the manufacturers’ instructions, ANSI C2, and shall furnish all necessary interconnections,
services, and adjustments required for a complete and operable system as specified. Control
signals, communications, and data transmission lines grounding shall be installed as necessary
to preclude ground loops, noise, and surges from affecting system operation. Equipment,
materials, installation, workmanship, inspection, and testing shall be in accordance with
manufacturers’ recommendations and as modified herein.

B. Consult the manufacturers’ installation manuals for all wiring diagrams, schematics,
physical equipment sizes, etc., before beginning system installation. Refer to the
Riser/Connection diagram for all schematic system installation/termination/wiring data.

C. All equipment shall be attached to walls and ceiling/floor assemblies and shall be held
firmly in place (e.g., sensors shall not be supported solely by suspended ceilings). Fasteners
and supports shall be adequate to support the required load.

3.2 CURRENT SITE CONDITIONS

A. The Contractor shall visit the site and verify that site conditions are in agreement with the
design package. The Contractor shall report all changes to the site or conditions which will
affect performance of the system to the Owner in a report as defined in paragraph Group Il
Technical Data Package. The Contractor shall not take any corrective action without written
permission from the Owner.

3.3 EXAMINATION
A. Examine pathway elements intended for cables. Check raceways, cable trays, and other

elements for compliance with space allocations, installation tolerances, hazards to cable
installation, and other conditions affecting installation.

B. Examine roughing-in for LAN and control cable conduit systems to PCs, Controllers, card
readers, and other cable-connected devices to verify actual locations of conduit and back boxes
before device installation.
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C. Proceed with installation only after unsatisfactory conditions have been corrected.

3.4 PREPARATION

A. Comply with recommendations in SIA CP-01.

B. Comply with EIA/TIA-606, "Administration Standard for the Telecommunications
Infrastructure of Commercial Buildings."

C. Obtain detailed Project planning forms from manufacturer of access-control system;
develop custom forms to suit Project. Fill in all data available from Project plans and
specifications and publish as Project planning documents for review and approval.

1. 1. Record setup data for control station and workstations.

2. 2. For each Location, record setup of Controller features and access requirements.

3. 3. Propose start and stop times for time zones and holidays, and match up access
levels for doors.

4, 4, Set up groups, linking, and list inputs and outputs for each Controller.

5. 5. Assign action message names and compose messages.

6 6. Set up alarms. Establish interlocks between alarms, intruder detection, and
video surveillance features.

7. 7. Prepare and install alarm graphic maps.

8. 8. Develop user-defined fields.

9. 9. Develop screen layout formats.

10. 10. Propose setups for guard tours and key control.

11. 11, Discuss badge layout options; design badges.

12. 12 Complete system diagnostics and operation verification.

13. 13 Prepare a specific plan for system testing, startup, and demonstration.

14. 14, Develop acceptance test concept and, on approval, develop specifics of the test.

15. 15. Develop cable and asset management system details; input data from

construction documents. Include system schematics and Technical Drawings.

D. In meetings with Architect and Owner, present Project planning documents and review,
adjust, and prepare final setup documents. Use final documents to set up system software.

3.5 CABLING

A. Comply with NECA 1, "Good Workmanship in Electrical Contracting."

B. Install cables and wiring according to requirements in Division 28 Section "Conductors
and Cables for Electronic Safety and Security."

C. Wiring Method: Install wiring in raceway and cable tray except within consoles, cabinets,
desks, and counters. Conceal raceway and wiring except in unfinished spaces.

D. Wiring Method: Install wiring in raceway and cable tray except within consoles, cabinets,
desks, and counters and except in accessible ceiling spaces and in gypsum board partitions
where unenclosed wiring method may be used. Use NRTL-listed plenum cable in
environmental air spaces, including plenum ceilings. Conceal raceway and cables except in
unfinished spaces.

E. Install LAN cables using techniques, practices, and methods that are consistent with
Category 5E rating of components and that ensure Category 5E performance of completed and
linked signal paths, end to end.

F. Install cables without damaging conductors, shield, or jacket.

G. Boxes and enclosures containing security system components or cabling, and which are
easily accessible to employees or to the public, shall be provided with a lock. Boxes above
ceiling level in occupied areas of the building shall not be considered to be accessible. Junction
boxes and small device enclosures below ceiling level and easily accessible to employees or
the public shall be covered with a suitable cover plate and secured with tamperproof screws.
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H. Install end-of-line resistors at the field device location and not at the Controller or panel
location.

3.6 CABLE APPLICATION

A. Comply with EIA/TIA-569, "Commercial Building Standard for Telecommunications
Pathways and Spaces."

B. Cable application requirements are minimum requirements and shall be exceeded if
recommended or required by manufacturer of system hardware.

C. RS-232 Cabling: Install at a maximum distance of 50 feet (15 m).

D RS-485 Cabling: Install at a maximum distance of 4000 feet (1220 m).
E. Card Readers and Keypads:
1

1. Install number of conductor pairs recommended by manufacturer for the
functions specified.

2. 2. Unless manufacturer recommends larger conductors, install No. 22 AWG wire if
maximum distance from Controller to the reader is 250 feet (75 m), and install No. 20
AWG wire if maximum distance is 500 feet (150 m).

3. 3. For greater distances, install "extender" or "repeater" modules recommended by
manufacturer of the Controller.

4, 4, Install minimum No. 18 AWG shielded cable to readers and keypads that draw
50 mA or more.

F. Install minimum No. 16 AWG cable from Controller to electrically powered locks. Do not

exceed 250 feet (75 m).

G. Install minimum No. 18 AWG ac power wire from transformer to Controller, with a

maximum distance of 25 feet (8 m).
3.7 GROUNDING

A. Comply with Division 26 Section "Grounding and Bonding for Electrical Systems."
B. Comply with IEEE 1100, "Power and Grounding Sensitive Electronic Equipment.”

C. Ground cable shields, drain conductors, and equipment to eliminate shock hazard and to
minimize ground loops, common-mode returns, noise pickup, cross talk, and other impairments.

D. Signal Ground:

1. 1. Terminal: Locate in each equipment room and wiring closet; isolate from power
system and equipment grounding.

2. 2. Bus: Mount on wall of main equipment room with standoff insulators.

3. 3. Backbone Cable: Extend from signal ground bus to signal ground terminal in

each equipment room and wiring closet.
3.8 INSTALLATION

A. System installation shall be in accordance with UL 294, manufacturer and related
documents and references, for each type of security subsystem designed, engineered and
installed.

B. Components shall be configured with appropriate “service points” to pinpoint system
trouble in less than 30 minutes.

C. The Contractor shall install all system components including Government furnished
equipment, and appurtenances in accordance with the manufacturer's instructions,
documentation listed in Sections 1.4 and 1.5 of this document, and shall furnish all necessary
connectors, terminators, interconnections, services, and adjustments required for a operable
system.
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D. The PACS will be designed, engineered, installed, and tested to ensure all components
are fully compatible as a system and can be integrated with all associated security subsystems,
whether the system is a stand alone or a network.

E. For integration purposes, the PACS shall be integrated where appropriate with the
following associated security subsystems:
1. 1. CCTV:
a. a. Provide 24 hour coverage of all entry points to the perimeter and agency
buildings. As well as all emergency exits utilizing a fixed color camera.
b. b. Be able to monitor, control and record cameras on a 24 hours basis.
C. C. Be programmed automatically call up a camera when an access point is
but into an alarm state.
d. d. For additional PACS system requirements as they relate to the CCTV,
refer to Section 28 23 00, VIDEO SURVEILLANCE.
2. 2. IDS:
a. a. Be able monitor door control sensors.
b. b. Be able to monitor and control the IDS on a 24 hours basis.
C. C. Be programmed to go into an alarm state when an IDS device is put into

an alarm state, and notify the operator via an audible alarm.
. Security Access Detection:
a. a. Be able to monitor all objects that have been screened with an x-ray
machine and be able to monitor all data acquired by the bomb detection unit.
4, 4, EPPS:
a. a. Be programmed to go into an alarm state when an emergency call box or
duress alarm/panic device is activated, and notify the Physical Access Control
System and Database Management of an alarm event.

w
w

F. Integration with these security subsystems shall be achieved by computer programming
or the direct hardwiring of the systems.

G. For programming purposes refer to the manufacturers requirements for correct system
operations. Ensure computers being utilized for system integration meet or exceed the minimum
system requirements outlined on the systems software packages.

H. The Contractor shall visit the site and verify that site conditions are in agreement with the
design package. The Contractor shall report all changes to the site or conditions that will affect
performance of the system. The Contractor shall not take any corrective action without written
permission from the Government.

l. The Contractor shall visit the site and verify that site conditions are in
agreement/compliance with the design package. The Contractor shall report all changes to the
site or conditions that will affect performance of the system to the Contracting Officer in the form
of a report. The Contractor shall not take any corrective action without written permission
received from the Contracting Officer.

J. Existing Equipment:

1. 1. The Contractor shall connect to and utilize existing door equipment, control
signal transmission lines, and devices as outlined in the design package. Door equipment
and signal lines that are usable in their original configuration without modification may be
reused with Contracting Officer approval.

2. 2. The Contractor shall perform a field survey, including testing and inspection of all
existing door equipment and signal lines intended to be incorporated into the PACS, and
furnish a report to the Contracting Officer as part of the site survey report. For those
items considered nonfunctioning, provide (with the report) specification sheets, or written
functional requirements to support the findings and the estimated cost to correct the
deficiency. As part of the report, the Contractor shall include a schedule for connection to
all existing equipment.
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3. The Contractor shall make written requests and obtain approval prior to
disconnecting any signal lines and equipment, and creating equipment downtime. Such
work shall proceed only after receiving Contracting Officer approval of these requests. If
any device fails after the Contractor has commenced work on that device, signal or
control line, the Contractor shall diagnose the failure and perform any necessary
corrections to the equipment.

4. The Contractor shall be held responsible for repair costs due to Contractor
negligence, abuse, or improper installation of equipment.
5. The Contracting Officer shall be provided a full list of all equipment that is to be

removed or replaced by the Contractor, to include description and serial/manufacturer
numbers where possible. The Contractor shall dispose of all equipment that has been
removed or replaced based upon approval of the Contracting Officer after reviewing the
equipment removal list. In all areas where equipment is removed or replaced the
Contractor shall repair those areas to match the current existing conditions.

Enclosure Penetrations: All enclosure penetrations shall be from the bottom of the

enclosure unless the system design requires penetrations from other directions. Penetrations of
interior enclosures involving transitions of conduit from interior to exterior, and all penetrations
on exterior enclosures shall be sealed with rubber silicone sealant to preclude the entry of water
and will comply with VA Master Specification 07 84 00, Firestopping. The conduit riser shall
terminate in a hot-dipped galvanized metal cable terminator. The terminator shall be filled with
an approved sealant as recommended by the cable manufacturer and in such a manner that the
cable is not damaged.

L. Cold Galvanizing: All field welds and brazing on factory galvanized boxes, enclosures,
and conduits shall be coated with a cold galvanized paint containing at least 95 percent zinc by
weight.

M. Control Panels:

1. 1. Connect power and signal lines to the controller.

2. 2. Program the panel as outlined by the design and per the manufacturer’s
programming guidelines.

N. SMS:

1. 1. Coordinate with the VA agency’s IT personnel to place the computer on the local
LAN or Intranet and provide the security system protection levels required to insure only
authorized VA personnel have access to the system.

2. 2. Program and set-up the SMS to ensure it is in fully operation.

0. Card Readers:

1. 1. Connect all signal inputs and outputs as shown and specified.

2. 2. Terminate input signals as required.

3. 3. Program and address the reader as per the design package.

4, 4, Readers shall be surface or flushed mounted and all appropriate hardware shall
be provided to ensure the unit is installed in an enclosed conduit system.

P. Biometrics:

1. 1. Connect all signal input and output cables along with all power cables.

2. 2. Program and ensure the device is in operating order.

Q. Portal Control Devices:

1. 1. Install all signal input and output cables as well as all power cables.

2. 2. Devices shall be surface or flush mounted as per the design package.

3. 3. Program all devices and ensure they are working.

R. Door Status Indicators:

1. 1. Install all signal input and output cables as well as all power cables.
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2. RTE’s shall be surface mounted and angled in a manner that they cannot be
compromised from the non-secure side of a windowed door, or allow for easy release of
the locking device from a distance no greater than 6 feet from the base of the door.
3. Door position sensors shall be surface or flush mounted and wide gap with the
ability to operate at a maximum distance of up to 2” (5 cm).

Entry Control Devices:

1. Install all signal input and power cables.
2. Strikes and bolts shall be mounted within the door frame.
3. Mortise locks shall be mounted within the door and an electric transfer hinge

shall be utilized to transfer the wire from within the door frame to the mortise lock inside
the door.

4, Electromagnetic locks shall be installed with the mag-lock mounted to the door
frame and the metal plate mounted to the door.

System Start-Up:

1. The Contractor shall not apply power to the PACS until the following items have

been completed:

a. a. PACS equipment items and have been set up in accordance with
manufacturer's instructions.

b. b. A visual inspection of the PACS has been conducted to ensure that

defective equipment items have not been installed and that there are no loose
connections.

C. C. System wiring has been tested and verified as correctly connected as
indicated.

d. d. All system grounding and transient protection systems have been
verified as installed and connected as indicated.

e. e. Power supplies to be connected to the PACS have been verified as the
correct voltage, phasing, and frequency as indicated.

2. Satisfaction of the above requirements shall not relieve the Contractor of

responsibility for incorrect installation, defective equipment items, or collateral damage as
a result of Contractor work efforts.

3. The Commissioning Agent will observe startup and contractor testing of selected
equipment. Coordinate the startup and contractor testing schedules with the Resident
Engineer and Commissioning Agent. Provide a minimum of 7 days prior notice.

Supplemental Contractor Quality Control:

1. The Contractor shall provide the services of technical representatives who are
familiar with all components and installation procedures of the installed PACS; and are
approved by the Contracting Officer.

2. The Contractor will be present on the job site during the preparatory and initial
phases of quality control to provide technical assistance.

3. The Contractor shall also be available on an as needed basis to provide
assistance with follow-up phases of quality control.

4, The Contractor shall participate in the testing and validation of the system and
shall provide certification that the system installed is fully operational as all construction
document requirements have been fulfilled.

3.9 SYSTEM SOFTWARE

A.

Install, configure, and test software and databases for the complete and proper operation

of systems involved. Assign software license to Owner.
3.10 FIELD QUALITY CONTROL

A.

Manufacturer's Field Service: Engage a factory-authorized service representative to

inspect, test, and adjust field-assembled components and equipment installation, including
connections, and to assist in field testing. Report results in writing.
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B. Testing Agency: Engage a qualified testing and inspecting agency to perform field tests
and inspections and prepare test reports:

C. Perform the following field tests and inspections and prepare test reports:

1. 1. LAN Cable Procedures: Inspect for physical damage and test each conductor
signal path for continuity and shorts. Use Class 2, bidirectional, Category 5 tester. Test
for faulty connectors, splices, and terminations. Test according to TIA/EIA-568-1,
"Commercial Building Telecommunications Cabling Standards - Part 1 General
Requirements." Link performance for UTP cables must comply with minimum criteria in
TIAJEIA-568-B.

2. 2. Test each circuit and component of each system. Tests shall include, but are not
limited to, measurements of power supply output under maximum load, signal loop
resistance, and leakage to ground where applicable. System components with battery
backup shall be operated on battery power for a period of not less than 10 percent of the
calculated battery operating time. Provide special equipment and software if testing
requires special or dedicated equipment.

3. 3. Operational Test: After installation of cables and connectors, demonstrate
product capability and compliance with requirements. Test each signal path for end-to-
end performance from each end of all pairs installed. Remove temporary connections
when tests have been satisfactorily completed.

3.11 PROTECTION

A. Maintain strict security during the installation of equipment and software. Rooms housing
the control station, and workstations that have been powered up shall be locked and secured,
with an activated burglar alarm and access-control system reporting to a Central Station
complying with UL 1610, "Central-Station Burglar-Alarm Units," during periods when a qualified
operator in the employ of Contractor is not present.

3.12 COMMISSIONING

A. Provide commissioning documentation in accordance with the requirements of Section 28
08 00 — COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS for all
inspection, start up, and contractor testing required above and required by the System
Readiness Checklist provided by the Commissioning Agent.

B. Components provided under this section of the specification will be tested as part of a
larger system. Refer to Section 28 08 00 — COMMISSIONING OF ELECTRONIC SAFETY
AND SECURITY SYSTEMS and related sections for contractor responsibilities for system
commissioning.

3.13 DEMONSTRATION AND TRAINING
A. Provide services of manufacturer’s technical representative for four hours to instruct VA
personnel in operation and maintenance of units.

B. Submit training plans and instructor qualifications in accordance with the requirements of
Section 28 08 00 — COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY
SYSTEMS.

C. Develop separate training modules for the following:

1. 1. Computer system administration personnel to manage and repair the LAN and
databases and to update and maintain software.

2. 2. Operators who prepare and input credentials to man the control station and
workstations and to enroll personnel.

3. 3. Security personnel.

4. 4. Hardware maintenance personnel.

5. 5. Corporate management.
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D. D. All testing and training shall be compliant with the VA General Requirements, Section 01
00 00, GENERAL REQUIREMENTS.
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SECTION 28 13 53
SECURITY ACCESS DETECTION

PART 1 - GENERAL

1.1

A.

1.2

o0 w»

m

1.3

DESCRIPTION

Provide and install a complete Detection and Screening System, hereinafter referred to as the
Security Access Detection as specified in this section.

Refer to 28 05 00 COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY,
Part 1 for all sections below.

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.
Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.

Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. For general requirements that are common to more than one section in Division 28.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND SECURITY.
Requirements for infrastructure.

Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
For commissioning requirements, systems readiness checklists, and training.

Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements for
physical access control integration.

Section 28 16 00 - INTRUSION DETECTION SYSTEM. Requirements for alarm systems.
Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera systems.
QUALITY ASSURANCE

The Contractor shall be responsible for providing, installing, and the operation of the Security
Access Detection as shown. The Contractor shall also provide certification as required.

The security system shall be installed and tested to ensure all components are fully compatible
as a system and can be integrated with all associated security subsystems, whether the security
system is stand-alone or a part of a complete Information Technology (IT) computer network.

The Contractor or security sub-contractor shall be a licensed security Contractor as required
within the state or jurisdiction of where the installation work is being conducted.

Manufacturers Qualifications: The manufacturer shall regularly and presently produce, as one of
the manufacturer's principal products, the equipment and material specified for this project, and
shall have manufactured the item for at least three years.

Product Qualification:

1. Manufacturer's product shall have been in satisfactory operation, on three installations of
similar size and type as this project, for approximately three years.
2. The Government reserves the right to require the Contractor to submit a list of

installations where the products have been in operation before approval.
Security Access Detection
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F. Contractor Qualification:

1. The Contractor or security sub-contractor shall be a licensed security Contractor with a
minimum of five (5) years experience installing and servicing systems of similar scope
and complexity. The Contractor shall be an authorized regional representative of the
Security Management System’s (PACS) manufacturer. The Contractor shall provide four
(4) current references from clients with systems of similar scope and complexity which
became operational in the past three (3) years. At least three (3) of the references shall
be utilizing the same system components, in a similar configuration as the proposed
system. The references must include a current point of contact, company or agency
name, address, telephone number, complete system description, date of completion, and
approximate cost of the project. The owner reserves the option to visit the reference
sites, with the site owner’s permission and representative, to verify the quality of
installation and the references’ level of satisfaction with the system. The Contractor shall
provide copies of system manufacturer certification for all technicians. The Contractor
shall only utilize factory-trained technicians to install, program, and service the PACS.
The Contractor shall only utilize factory-trained technicians to install, terminate and
service controller/field panels and reader modules. The technicians shall have a
minimum of five (5) continuous years of technical experience in electronic security
systems. The Contractor shall have a local service facility. The facility shall be located
within 60 miles of the project site. The local facility shall include sufficient spare parts
inventory to support the service requirements associated with this contract. The facility
shall also include appropriate diagnostic equipment to perform diagnostic procedures.
The COTR reserves the option of surveying the company’s facility to verify the service
inventory and presence of a local service organization.

2. The Contractor shall provide proof project superintendent with BICSI Certified
Commercial Installer Level 1, Level 2, or Technician to provide oversight of the project.
3. Cable installer must have on staff a Registered Communication Distribution Designer

(RCDD) certified by Building Industry Consulting Service International. The staff member
shall provide consistent oversight of the project cabling throughout design, layout,
installation, termination and testing.

G. Service Qualifications: There shall be a permanent service organization maintained or trained
by the manufacturer which will render satisfactory service to this installation within eight hours of
receipt of notification that service is needed. Submit name and address of service organizations.

SUBMITTALS

A. Submit below items in conjunction with Master Specification Sections 01 33 23, SHOP
DRAWINGS, PRODUCT DATA, AND SAMPLES, Section 02 41 00, DEMOLITION, and Section
28 05 00, COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY.

B. Provide certificates of compliance with Section 1.3, Quality Assurance.

C. Provide a complete and thorough pre-installation and as-built design package in both electronic
format and on paper, minimum size 48 x 48 inches (in.) (1220 x 1220 millimeters) (mm);
drawing submittals shall be per the established project schedule.

D. Pre-installation design and as-built packages shall include, but not be limited to:

1. Index Sheet that shall:
a. Clearly define each page of the design package to include facility name, building
name, floor, and sheet number.
b. Provide a complete list of all security abbreviations and symbols.
C. Reference all general notes that are utilized within the design package.
d. Specification and scope of work pages for all individual security systems that are

applicable to the design package that will:
1) Outline all general and job specific work required within the design package.
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2) Provide a detailed device identification table outlining device Identification
(ID) and use for all security systems equipment utilized in the design

package.
2. Drawing sheets that will be plotted on the individual floor plans or site plans shall:

a. Include a title block as defined above.

b. Clearly define the drawings scale in both standard and metric measurements.

C. Provide device identification and location.

d Address all signal and power conduit runs and sizes that are associated with the
design of the electronic security system and other security elements.

e. Identify all pull box and conduit locations, sizes, and fill capacities.

f. Address all general and drawing specific notes for a particular drawing sheet.

3. A detailed riser drawing for each applicable security subsystem shall:

a. Indicate the sequence of operation.

b. Relationship of integrated components on one (1) diagram.

C. Include the number, size, identification, and maximum lengths of interconnecting
wires.

d. Wire/cable types shall be defined by a wire and cable schedule. The schedule
shall utilize a lettering system that will correspond to the wire/cable it represents
(example: A =18 AWG/1 Pair Twisted, Unshielded). This schedule shall also
provide the manufacturer’'s name and part number for the wire/cable being
installed.

4. A detailed system drawing for each applicable security system shall:

a. Clearly identify how all equipment within the system, from main panel to device,
shall be laid out and connected.

b. Provide full detail of all system components wiring from point-to-point.

C. Identify wire types utilized for connection, interconnection with associate security
subsystems.

d. Show device locations that correspond to the floor plans.

e. All general and drawing specific notes shall be included with the system drawings.

5. A detailed schedule for all of the applicable security subsystems shall be included. All
schedules shall provide the following information:

a. Device ID.

b. Device Location (e.g. site, building, floor, room number, location, and description).

C. Mounting type (e.g. flush, wall, surface, etc.).

d. Power supply or circuit breaker and power panel number.

e. In addition, provide the Security Access Detection detector or screening device ID,
type (e.g. walk-through screener, X-ray, explosive detector, etc.), type of
technology used by system for detection and model number.

6. Provide detail and elevation drawings for all devices that define how they were installed

and mounted.

The pre-installation design packages shall go through a full review process conducted by the
Contractor along with a VA representative to ensure all work has been clearly defined and
completed. All reviews shall be conducted in accordance with the project schedule. There shall
be four (4) stages to the review process:

1. 35 percent

2. 65 percent

3. 90 percent

4. 100 percent

The Contractor shall provide manufacturer security system product cut-sheets that clearly and
completely indicate the description and function of each component of the security systems they
are associated with. Also, indicate all termination points of devices and interconnections
required for operation of the system, and between modules and devices.
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The Contractor shall submit for approval at least 30 days prior to commencement of formal
testing, a Security System Operational Test Plan. Include detailed procedures for operational
testing of each component and security subsystem, to include performance of an integrated
system test.

The Contractor shall submit manufacture’s certification of Underwriters Laboratories, Inc. (UL)
listing for all security system devices, power sources, control panels, and monitoring equipment.

The Contractor shall provide complete maintenance and operating manuals from the
manufacturer that support as-builts and system design, to include all technical product sheets
and overall system schematics. Two (2) weeks prior to the final inspection, four (4) copies of the
maintenance and operating manuals also need to be submitted to the RE.

Certifications: Two (2) weeks prior to final inspection, submit four (4) copies of the following to
the RE:

1. Complete maintenance and operating manuals from the manufacturer that support as-
built and systems design, to include all technical data sheets and overall system
schematics.

2. Certification by the Contractor that the materials submitted is in accordance with the
drawings and specifications.

3. Certification by the Contractor that a complete security system installation has been

installed, tested and adjusted.

Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

APPLICABLE PUBLICATIONS

The publications listed below (including amendments, addenda, revisions, supplement, and
errata) form a part of this specification to the extent referenced. The publications are referenced
in the text by the basic designation only.

American Society for Testing and Materials (ASTM)

C1238-97 (RO3) ..ceevivverennne Standard Guide for Installation of Walk-Through Metal Detectors
Department of Justice American Disability Act (ADA)
28 CFR Part 36-94 ................ ADA Standards for Accessible Design

Department of Veterans Affairs
1. VHA National CAD Standard Application Guide, 2006
2. VA BIM Guide, V1.0 10

Federal Communications Commission (FCC):

(47 CFR 15) Part 15.............. Limitations on the Use of Wireless Equipment/Systems
Government Accountability Office (GAO):
GAO-03-8-02......ccovivrieeeannn. Security Responsibilities for Federally Owned and Leased
Facilities

Institute of Electrical and Electronics Engineers (IEEE):
CO95.1-05. ..o, Standards for Safety Levels with Respect to Human Exposure in
Radio Frequency Electromagnetic Fields

National Fire Protection Association (NFPA):

70-20 i Article 780-National Electrical Code
National Institute of Justice (NI1J)
0601.02-03 .....oevveeeeeeeiiiiieen, Standards for Walk-Through Metal Detectors for use in Weapons
Detection
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0602.02-03 ......evvevveeeeeiiienen, Hand-Held Metal Detectors for Use in Concealed Weapon and
Contraband Detection
National Electrical Manufactures Association (NEMA)
250-08 .....ccevviveeeee e, Enclosures for Electrical Equipment (1000 Volts Maximum)
Occupational and Safety Health Administration (OSHA):
29 CFR 1910.97.....ccccvvveveenn. Nonionizing radiation
Security Industry Association (SIA):
AG-0L ..o Security CAD Symbols Standards
Underwriters Laboratories, Inc. (UL):
187-98 ..o Standard for X-ray Equipment
464-03 .....coeiiiiiiiieiieee s Audible Signal Appliances
United States Department of Commerce:
Special Pub 500-101 ............ Care and Handling of Computer Magnetic Storage Media

Architectural Barriers Act Accessibility Standards (ABAAS), 2010
COORDINATION

Coordinate arrangement, mounting, and support of security access detection equipment:

1. To allow maximum possible headroom unless specific mounting heights that reduce
headroom are indicated.

2. To provide for ease of disconnecting the equipment with minimum interference to other
installations.

3. To allow right of way for piping and conduit installed at required slope.

4. So connecting raceways, cables, wireways, cable trays, and busways will be clear of

obstructions and of the working and access space of other equipment.

Coordinate installation of required supporting devices and set sleeves in cast-in-place concrete,
masonry walls, and other structural components as they are constructed.

Coordinate location of access panels and doors for electronic safety and security items that are
behind finished surfaces or otherwise concealed.

WARRANTY OF CONSTRUCTION.

Warrant Security Access Detection work subject to the Article “Warranty of Construction” of
FAR clause 52.246-21.

Demonstration and training shall be performed prior to system acceptance.

PART 2 - PRODUCTS

21

A.

GENERAL

All equipment shall operate on a 120 or 240 volts alternating current (VAC); 50 hertz (Hz) or 60
Hz alternating current (AC) power system unless documented otherwise in subsequent sections
listed within this spec. All equipment shall have a battery back-up source of power that will
provide 12 hours (hrs.) of run time in the event of a loss of primary power to Security Access
Detection systems until a backup generator comes on-line.

Walk-through metal detectors and X-ray machines shall meet the National Institute of Justice
(N1J) Standards and Safety requirements.

The Security Access Detection shall be designed, installed, and programmed in a manner that
will allow for easy of operation, programming, servicing, maintenance, testing, and upgrading of
the system.

Security Access Detection
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All Security Access Detection components located in designated “HAZARDOUS
ENVIRONMENT” areas where fire or explosion could occur due to the presence of natural
gases or vapors, flammable liquids, combustible residue, or ignitable fibers or debris, shall be
rated Class Il, Division I, Group F, and installed in accordance with NFPA 70, Chapter 5.

All Security Access Detection equipment and materials provided shall be new, first grade,
standard, current products of the manufacturer and shall be suitable for the systems being
installed and the intent of the design.

All Security Access Detection equipment and materials shall be stored, adequately protected
and carefully handled to prevent damage before and during installation and according to
manufacture’s instructions.

All Security Access Detection equipment provided with a factory finish shall be maintained free
of dust, dirt and foreign matter. Dents, marred finishes and other damage shall be repaired to its
original condition or shall be replaced, at no additional cost to the Owner.

The Contractor shall provide the RE with written verification, that the type of wire/cable being
provided is recommended and approved by the OEM. Cabling shall meet the interconnecting
wiring requirements of NFPA 70 (NEC). The Contractor is responsible for providing the correct
protection cable duct and/or conduit and wiring.

The Contractor is responsible for interfacing Security Access Detection with other security
subsystems. The Contractor shall utilize interfacing methods that are approved by the OEM and
RE. At a minimum, an acceptable interfacing method requires not only a physical and
mechanical connection; but also a matching of signal, voltage, and processing levels with
regard to signal quality and impedance. The interface point must adhere to all standards
described herein.

The characteristics listed in this section will serve as a guide in selection of equipment and
materials for the Security Access Detection. If updated or more suitable versions are available
then the RE will approve the acceptance of prior to an installation.

If any obsolete, incompatible, or damaged equipment is offered by the Contractor at the time of
installation, then the equipment will be returned and replaced with equipment at no cost to the
government.

EQUIPMENT ITEMS

General
1. All specifications listed within this section are the minimum requirements to be met to
ensure a working Security Access Detection is in place.
2. Detection Sensor subsystems shall consist of sensors capable of:
a. Locating and identifying prohibited, threatening, contraband materials and items
the system is designed to detect and protect against being brought into a facility.
b. Sensors shall be adjustable to maximize capabilities based on environmental and
security requirement changes.
3. Annunciation: Shall contain one (1) or more indicator lamps, alphanumeric displays that

provide status information about a circuit or condition of the operating units. Walk-
Through or conveyer pass through units must provide a uniform two-digit error code to
identify different types of system failures.

4, Audible Signal Device: Shall consist of audible sound for alarms, supervisory, and trouble
signals and shall be distinctive.
5. Assessment: Shall consist of electronic devices required to visually and audibly verify the

validity and functionality of Security Access Detection. Assessment also includes
providing indication of tampering, fail-safe, low battery, and power losses.

6. Alarm Reporting: Shall consist of electronic devices to annunciate Security Access
Detection information to at least two (2) separate locations. The alarms shall maintain the
capability to respond with local and remote visible and audible signals upon activation of

Security Access Detection
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detection sensors. The alarms should have the capability of a silent mode only alerting
personnel using the system.

7. Power Supply: Security Access Detection shall be capable of continuous operation and
include a battery backup module capable of 12 hrs. of backup use. All non-portable
systems shall operate on 100-240 VAC. Hand-Held Security Access Detection (Metal and
Explosive Detectors) shall have the capability to operate on rechargeable batteries.

WALK-THROUGH METAL DETECTORS:

Shall meet NIJ Standard 0601.02 and be able to detect and locate guns, knives, and other flat
and rod-shaped objects regardless of orientation.

All electronics shall be modular in design for easy plug-in and replacement. The Detector shall
use multiple coil circuits with dual alarm lights to indicate which side of the individual the
detected item is located.

Shall be capable of self-diagnostics and conduct self-test of all systems to automatically identify
failures or problems with components as displayed on the control unit liquid crystal display
(LCD). The detection unit shall not require re-calibration each time the system is turned off and
back on.

Shall provide for full body coverage: coverage on the left, center, right, front, and back of the
body from head to floor, providing uniform detection.

Shall include individual zones that are adjustable for customization of detection characteristics
and/or compensation for metallic environmental challenges.

Shall have the capability to detect and discriminate signals from two (2) or more detectable
items located in close proximity that may be detected as only one (1).

Shall include adjustable legs to provide for accurate leveling on uneven floors.

Major components include:
1. Walk-through portal/passageway
2. Control Unit

3. Test Unit
Technical Characteristics:

Operating Temperatures -4°F (-20°C) to 158°F (70°C)
95% humidity non-condensing

Power Supply Unit Fully automatic input 100 to 240 VAC
50 or 60 Hz — five (5) watts Uninterrupted Power
supply (UPS) Battery Backup (12 hours)

Construction Minimum 3/32 in. (2.381mm) aluminum in strength
and weather resistant

Opening Sizes Interior Width: 30 in. (762mm)
Interior Height: 80 in.(2.032 meters)

Programmable Capable of 16 independent programs settings for
zones and sensitivity

Sensitivity Boost Three (3) levels at ankle level

Detection Sensors Multi-dimensional coil 33 distinct pin-point zones —
customizable

Sensitivity Levels 200

Interference Protection Faraday shielding

Alarms Audible and light-emitting diode (LED) Visual

Testing Device Simulate size, shape, and composition of threat
objects meet FAA testing requirements

Security Access Detection
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Traffic Flow Indicators LED Lights

Infrared Sensor Traffic control and counter

Control Unit: Shall consist of the components to constantly monitor, input settings, and verify
inputs of sensors.

1.

2.

The control unit is to be attached to the exit side of the scanner or shall be able to be
detached and operational from up to 50 feet (ft.) (15.24 meters)(m) from detector.

The control unit will consist of a multiple functional electronic digital keypad/touchpad.
The keypad/touchpad requires human/machine interface (HMI) with numerical or function
keys that can activate, deactivate, observe or change sensitivity and detector settings
using secure codes.

The Control Unit shall be programmed to be self-prompting for input.

The LCD display shall be large, easily seen, backlit with alpha-numeric display that
reports in words to regulate, control and provide self-prompt functions of the control unit.
Control Unit Technical Characteristics:

Display LCD

Connection to Unit Wired with extension of 50 ft. (15.24m) for remote
use

Touchpad Controls Operate, Off, Counter, Volume, +/-, Program and
Access

Displays LED bar-graphs for detection sensitivity
Alarm lights

Functionality
Program in operation
Errors

Traffic Count

Alarm activations
Alarm Percentages

Tamper alarm 10 seconds after access of touchpad
Access Control Dual-level access codes for:
Operators
Supervisors

Control Unit Interface:

1.

The system shall include an interface module for network transmission of data and
remote monitoring of system at the Physical Access Control System and Database
Management.

Integration with the Physical Access Control System and Database Management shall
allow for control, real time monitoring and diagnostics capabilities.

Control Unit Interface Technical Characteristics:

Display LCD (laptop or Desktop Monitor)
Connection 10-Base T Network

System Capabilities Monitor up to 4 scanners
Capabilities Change settings

LED bar-graph display
Functionality

Program in operation
Errors

Traffic Count

Alarm activations

Alarm Percentages
Technician trouble-shoot

Access Control Dual-level access codes
Operators
Supervisory

Security Access Detection
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HAND-HELD METAL DETECTORS:

Shall meet NIJ Standard 0602.02 and be rugged in design and water-proof; lightweight to
reduce stress of handling; and provide ease of freedom of movement and control.

Shall be easily made operational with a one (1) switch operation that does not require any
adjustments.

Technical Characteristics:
Operating Temperatures

-35°F (-37°C) to 158°F (70°C)
95% humidity non-condensing

Operating Frequency 93 kHz

Audio Frequency 2kHz Warble Earphone capable
Tuning Automatic

Controls Power switch On/Off

Interference Elimination

Power On, Battery Low, Alarm
Silent/Vibrate

Audible Speaker

LED Alert Lights

Power Standard 9 volt and Nickel-Metal
Hydride(NiMH)rechargeable battery
60 hours continuous operations

Medium Pistol — 9 in. (228.6mm)
Large Knife- 5 in. (127mm)
Razor Blade- 3 in. (76.2mm)
Small foil and jewelry — 1 in.

LED Alert Lights
Indicators

Battery life

Minimum Detection
Capability Distances

X-RAY DETECTORS:

Shall be surface mounted, multilayer, fully integrated, high frequency, and solid state using high
speed processors.

Shall meet NIJ Standards including a Personal Computer (PC) based system that can be
networked with other inspection systems and can transmit data.

The type of X-ray unit selected shall require consideration of its application and use (i.e., used
to screen items through lobby control points versus screening items, which may be larger in
size, such as through mail room/shipping and receiving facility areas).

The system should provide the capability to send images through a network to a central server
PC where the images can be viewed, stored or printed.

The conveyer belt system belts should be guaranteed to perform auto tracking for life.

All x-ray systems shall be certified to be in full compliance with all international radiation safety
requirements and external emissions limits.

Technical Characteristics:
X-Ray Generator

Self Contained operating at
90 kilovolts

Controls Edge sharpening, variable intensity control, zoom,
atomic number measurement

2X to 32X penetration levels
Organic, inorganic, mixed
0.39 in. (10 mm) steel

Zoom Capability
Discrimination
Penetration

Security Access Detection
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Resolution capability

Detect #40 AWG

Color Tones Two (2) million (Multi-Energy Colors)
Conveyer belt weight 200 Ibs. (90 kilograms)
capabilities

Conveyer belt speed

Controllable — 48 fpm (24 cm/sec)- reversible

Network Capable

Ethernet using TCP/IP

H. Central Processing Unit Technical Characteristics:

Processor 2.4 GHz Intel Pentium IV
Hard Disk Size 40 GB

Memory 256 RAM

Network Card 10/100 Base-T

CD-ROM Dirive 10X

Monitor/Video Adapter board

19” (482.6mm)SVGA (1280 x 1044 )Flicker Free
Flat Screen .28 dot pitch

09-01-11

Floppy Drive 1.44 MB
Ports 2 serial, 1 parallel, USB
Backup Tape or CDRW
EXPLOSIVES DETECTORS:
A. Handheld: Provide for a self-contained analytical unit, with on-board computer, printer and touch
screen display. The detector shall be easy to operate by non-technical staff/operators:
1. System will use dual vapor and particulate detection without any external carrier gas or
radioactive source.
2. Detector shall be a simple push-button automatic operation that displays go/no go results
on a LCD display.
3. Explosive Detectors Technical Characteristics:
Power 12 volt direct current (DC) rechargeable
12 volt External battery pack
12 volt AC adapter
Device Controls Power switch, keypad, automatic vapor/particulate
selector, volume control (with optional earphone,
and sample switch.
Memory Store a minimum of 1000 previous readings
Detection Dual vapor and particulate
Detection Analysis <20 seconds
Detection Capabilities Nanogram levels of: C-4, TNT, Dynamite, PETN,
Semtex, EGDN, DMNB, RDX, ANFO, Black
Powder, Ammonium Nitrate, Urea Nitrate,
Nitroglycerine and TATP
B. Desktop:
1. Shall have a built-in networking and communication capability. The device shall easily
interface with other screening systems and printer if it is not part of the unit.
2. Shall be self-contained, self-cleaning, self-calibrating, and require no external gas supply.
3. A touch screen display shall be provided that displays both alarm and compound
identification information Red flashing light on unit and audible alarm Automatic “Print on
Alarm” option.
4, Contractor shall provide collection device for input of data.
5. Technical Characteristics:

Power

‘ 90 to 265 volts alternating current (VAC) 50-60 Hz

Security Access Detection
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Technology Dual- gas chromatography and lon mobility
spectrometer
Power Consumption Less than 500 watts
Device Controls Touch screen display
Power switch
Operating Modes Continuous and Single Cycle
Warm up time < 20 minutes (cold start)
Memory Store a minimum of 1000 previous readings
Detection Dual vapor and particulate
Analysis Time < 20 seconds
Detection Capabilities Nanogram levels of:
1) Explosives: PETN, RDX,TNT, NG, Dynamite,
Semtex, C4
2) Narcotics: Cocaine, Opiates (heroine &
morphine), Cannabis marijuana & hashish),
Amphetamine-type stimulants amphetamine,
ecstasy & methamphetamine.

PART 3 - EXECUTION
3.1 GENERAL

A. System installation shall be in accordance with appropriate NEC, UL, NFPA, Related Work VA
specifications, and appropriate installation manual for each type of Security Access Detection.

B. The Security Access Detection system will be designed, engineered, installed, and tested to
ensure all components are fully compatible as a system and can be integrated with all
associated security subsystems, whether the system is a stand alone or a complete network.

C. Components shall be configured with appropriate “service points” to pinpoint system trouble in
less than 30 minutes.

D. All Security Access Detection requiring VAC connection will be installed with surge protection
and Uninterrupted Power Supply (UPS).

E. Architectural space planning design requirements need to be considered and defined prior to
the installation of metal detection, x-ray and explosive detection equipment at main lobby
entrance or other security control points. This also applies to the use of x-ray and explosive
detectors in mail and shipping/receiving facility areas.

F. The Contractor shall install all system components including Government furnished equipment,
and appurtenances in accordance with the manufacturer's instructions, documentation listed in
Sections 1.4 and 1.5 of this document, and shall furnish all necessary connectors, terminators,
interconnections, services, and adjustments required for a complete and operable system.

G. Walk-through metal detectors will not be located on floors with high metal content that may
interfere with screening without protection between the floor and detector being considered.

H. The Contractor shall provide walk-through metal detectors with the capability for floor mounting
(OEM recommended brackets) to increase stability.
3.2 WIRING
A. Wiring Method: Install cables in raceways except in accessible indoor ceiling spaces, in attics,

and as otherwise indicated. Conceal raceways and wiring except in unfinished spaces.

B. Wiring Method: Install cables concealed in accessible ceilings, walls, and floors where possible.

Security Access Detection
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Wiring within Enclosures: Bundle, lace, and train conductors to terminal points with no excess
and without exceeding manufacturer's limitations on bending radii. Provide and use lacing bars
and distribution spools.

Splices, Taps, and Terminations: For power and control wiring, use numbered terminal strips in
junction, pull, and outlet boxes; terminal cabinets; and equipment enclosures. Tighten electrical
connectors and terminals according to manufacturer's published torque-tightening values. If
manufacturer's torque values are not indicated, use those specified in UL 486A and UL 486B.

Grounding: Provide independent-signal circuit grounding recommended in writing by
manufacturer.

FIELD QUALITY CONTROL

Manufacturer's Field Service: Engage a factory-authorized service representative to inspect
field-assembled components and equipment installation and supervise pretesting, testing, and
adjusting of video surveillance equipment.

Inspection: Verify that units and controls are properly installed, connected, and labeled, and
that interconnecting wires and terminals are identified.

Test Schedule: Schedule tests after pretesting has been successfully completed and system
has been in normal functional operation for at least 14 days. Provide a minimum of 10 days'
notice of test schedule.

Operational Tests: Perform operational system tests to verify that system complies with
Specifications. Include all modes of system operation. Test equipment for proper operation in
all functional modes.

Remove and replace malfunctioning items and retest as specified above.
Record test results for each piece of equipment.

Retest: Correct deficiencies identified by tests and observations and retest until specified
requirements are met.

ADJUSTING

Occupancy Adjustments: When requested within 12 months of date of Substantial Completion,
provide on-site assistance in adjusting system to suit actual occupied conditions and to optimize
performance of the installed equipment. Tasks shall include, but are not limited to, the

following:

1. Check cable connections.

2. Check proper operation of detectors.

3. Recommend changes to walk trough detectors, X-ray machines, and associated
equipment to improve Owner" utilization of security access detection system.

4, Provide a written report of adjustments and recommendations.

Adjustment/Alignment/Synchronization: Contractor shall prepare for system activation by
following manufacturer’s recommended procedures for adjustment, alignment, programming, or
synchronization. Prepare each component in accordance with appropriate provisions of the
component’s installation, operations, and maintenance instructions.

CLEANING

Cleaning: Subsequent to installation, clean each system component of dust, dirt, grease, or oil
incurred during installation in accordance to manufacture instructions.

INTEGRATION

For integration purposes, the Security Access Detection system shall be integrated with the
Physical Access Control System and Database Management via CAT-V cables and where
appropriate with CCTV and EPPS. The CCTV Security System will:

Security Access Detection
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Provide full coverage of all lobby entrance screening areas utilizing a fixed color camera.
Record activity on a 24 hours basis.
The CCTYV system should have facial recognition software to assist in identifying
individuals for current and future purposes.
4, For additional CCTV system requirements as they relate to the Security Access
Detection, refer to Section 28 13 53, SECURITY ACCESS DETECTION.

Integration with CCTV and EPPS security subsystems shall be achieved by computer
programming or the direct hardwiring of the systems.

wh e

For programming purposes, refer to the manufacturers requirements for correct system
operations. Ensure computer hardware being utilized for system integration meets or exceeds
the minimum system requirements as well as systems software requirements.

EXISTING CONDITIONS

The Contractor shall visit the site and verify that site conditions are in agreement/compliance
with the design package. The Contractor shall report all changes to the site or conditions that
will affect performance of the system to the Contracting Officer in the form of a report. The
Contractor shall not take any corrective action without written permission received from the
Contracting Officer.

Existing Equipment

1. The Contractor shall connect to and utilize existing equipment, and control signal
transmission lines, and devices as outlined in the design package. Equipment and signal
lines that are usable in their original configuration without modification may be reused
with Contracting Officer approval.

2. The Contractor shall perform a field survey, including testing and inspection of all existing
equipment, power outlets, and signal lines intended to be used by the Security Access
Detection, and furnish a report to the Contracting Officer as part of the site survey report.
For those items considered nonfunctioning, provide (with the report) specification sheets,
or written functional requirements to support the findings and the estimated cost to
correct the deficiency. As part of the report, the Contractor shall include a schedule for
connection to all existing equipment.

3. The Contractor shall make written requests and obtain approval prior to disconnecting
any signal lines and equipment, and creating equipment downtime. Such work shall
proceed only after receiving Contracting Officer approval of these requests. If any device
fails after the Contractor has commenced work on that device, signal or control line, the
Contractor shall diagnose the failure and perform any necessary corrections to the

equipment.

4, The Contractor shall be held responsible for repair costs due to Contractor negligence,
abuse, or improper installation of equipment.

5. The Contracting Officer shall provide a full list of all equipment that is to be removed or

replaced by the Contractor. The Contractor shall dispose of all equipment that has been
removed or replaced. In all areas where equipment is removed or replaced the
Contractor shall repair those areas to match the current existing conditions.

SYSTEM START-UP AND TESTING

System Start-Up
1. The Contractor shall not apply power to any installed Security Access Detection until the
following items have been completed:

a. Security Access Detection equipment items have been set up in accordance with
manufacturer's instructions.

b. A visual inspection of the Security Access Detection system has been conducted
to ensure that defective equipment items have not been installed and that there
are no loose connections.

C. System wiring has been tested and verified as correctly connected as indicated.

Security Access Detection
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d. All system grounding and transient protection systems have been verified as
installed and connected as indicated.

e. Power supplies to be connected to the Security Access Detection system have
been verified as the correct voltage, phasing, and frequency as indicated by the
manufacturer.

2. Satisfaction of the above requirements shall not relieve the Contractor of responsibility for

incorrect installation, defective equipment items, or collateral damage as a result of
Contractor work efforts.

Supplemental Contractor Quality Control: The following requirements supplement the

Contractor quality control requirements specified elsewhere in the contract:

1. The Contractor shall provide the services of technical representatives who are familiar
with all components and installation procedures of any installed Security Access
Detection; and are approved by the Contracting Officer.

2. The Contractor will be present on the job site during the preparatory and initial phases of
quality control to provide technical assistance.

3. The Contractor shall also be available on an as needed basis to provide assistance with
follow-up phases of quality control.

4, The Contractor shall participate in the testing and validation of the system and shall

provide certification that the system installed is fully operational as all construction
document requirements have been fulfilled.

All testing and training shall be compliant with the VA General Requirements, Section 01 00 00,
GENERAL REQUIREMENTS.

The Commissioning Agent will observe startup and contractor testing of selected equipment.
Coordinate the startup and contractor testing schedules with the Resident Engineer and
Commissioning Agent. Provide a minimum of 7 days prior notice.

COMMISSIONING

Provide commissioning documentation in accordance with the requirements of Section 28 08 00
— COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS for all inspection,
start up, and contractor testing required above and required by the System Readiness Checklist
provided by the Commissioning Agent.

Components provided under this section of the specification will be tested as part of a larger
system. Refer to Section 28 08 00 — COMMISSIONING OF ELECTRONIC SAFETY AND
SECURITY SYSTEMS and related sections for contractor responsibilities for system
commissioning.

Security Access Detection
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SECTION 28 16 00
INTRUSION DETECTION SYSTEM

PART 1 - GENERAL

1.1

1.2

A.

B.

oo w?>

m

DESCRIPTION

Provide and install a complete Intrusion Detection System, hereinafter referred to as IDS, as
specified in this section.

This Section includes the following:

1. Intrusion detection with hard-wired, modular, microprocessor-based controls, intrusion
sensors and detection devices, and communication links to perform monitoring, alarm,
and control functions.

2. Responsibility for integrating electronic and electrical systems and equipment is specified
in the following Sections, with Work specified in this Section:

a. Division 08 Section "DOOR HARDWARE".

b. Division 28 Section "PHYSICAL ACCESS CONTROL".

C. Division 28 Section "FIRE DETECTION AND ALARM".

d. Division 28 Section "VIDEO SURVEILLANCE".

e. Division 32 Section "CHAIN LINK FENCES AND GATES".

Related Sections include the following:

1. Division 28 Section "VIDEO SURVEILLANCE" for closed-circuit television cameras that
are used as devices for video motion detection.

2. Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY™" for cabling between central-station control units and field-mounted devices
and controllers.

*Refer to Section 28 05 00, Partl for all sections below.

RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.
Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.

Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. Requirements for
connection of high voltage.

Section 26 05 19 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES
(600 VOLTS AND BELOW). Requirements for power cables.

Section 28 05 00 — COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for general requirements that are common to more than one section
in Division 28.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for infrastructure.

Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY.
Requirements for commissioning - systems readiness checklists, and training.

Intrusion Detection System
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Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements for
physical access control integration.

Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera systems.

Section 28 31 00 - FIRE DETECTION AND ALARM. Requirements for integration with fire
detection and alarm system.

QUALITY ASSURANCE

The Contractor shall be responsible for providing, installing, and the operation of the IDS as
shown. The Contractor shall also provide certification as required.

The security system shall be installed and tested to ensure all components are fully compatible
as a system and can be integrated with all associated security subsystems, whether the security
system is stand-alone or a part of a complete Information Technology (IT) computer network.

The Contractor or security sub-contractor shall be a licensed security Contractor as required
within the state or jurisdiction of where the installation work is being conducted.

DEFINITIONS

Controller: An intelligent peripheral control unit that uses a computer for controlling its
operation. Where this term is presented with an initial capital letter, this definition applies.

I/O: Input/Output.

Intrusion Zone: A space or area for which an intrusion must be detected and uniquely identified,
the sensor or group of sensors assigned to perform the detection, and any interface equipment
between sensors and communication link to central-station control unit.

LED: Light-emitting diode.

NEC: National Electric Code

NEMA: National Electrical Manufacturers Association
NFPA: National Fire Protection Association

NRTL: Nationally Recognized Testing Laboratory.

SMS: Security Management System — A SMS is software that incorporates multiple security
subsystems (e.g., physical access control, intrusion detection, closed circuit television,
intercom) into a single platform and graphical user interface.

PIR: Passive infrared.
RF: Radio frequency.

Standard Intruder: A person who weighs 45 kg (100 Ib.) or less and whose height is 1525 mm
(60 in) or less; dressed in a long-sleeved shirt, slacks, and shoes.

Standard-Intruder Movement: Any movement, such as walking, running, crawling, rolling, or
jumping, of a "standard intruder" in a protected zone.

TCP/IP: Transport control protocol/Internet protocol incorporated into Microsoft Windows.
UPS: Uninterruptible Power Supply

UTP: Unshielded Twisted Pair

SUBMITTALS

Submit below items in conjunction with Master Specification Sections 01 33 23, SHOP
DRAWINGS, PRODUCT DATA, AND SAMPLES, and Section 02 41 00, DEMOLITION.

Provide certificates of compliance with Section 1.3, Quality Assurance.

Intrusion Detection System
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Provide a shop drawing and as-built design package in both electronic format and on paper,
minimum size 1220 x 1220 millimeters (48 x 48 inches); drawing submittals shall be per the
established project schedule.

Shop drawing and as-built packages shall include, but not be limited to:
1. Index Sheet that shall:

a.

Define each page of the design package to include facility name, building name,
floor, and sheet number.

b. Provide a list of all security abbreviations and symbols.

C. Reference all general notes that are utilized within the design package.

d. Specification and scope of work pages for all security systems that are applicable
to the design package that will;

1) Outline all general and job specific work required within the design package.
2) Provide a device identification table outlining device Identification (ID) and
use for all security systems equipment utilized in the design package.
2. Drawing sheets that will be plotted on the individual floor plans or site plans shall:

a. Include a title block as defined above.

b. Define the drawings scale in both standard and metric measurements.

C. Provide device identification and location.

d Address all signal and power conduit runs and sizes that are associated with the
design of the electronic security system and other security elements (e.g., barriers,
etc.).

e. Identify all pull box and conduit locations, sizes, and fill capacities.

f. Address all general and drawing specific notes for a particular drawing sheet.

3. A riser drawing for each applicable security subsystem shall:

a. Indicate the sequence of operation.

b. Relationship of integrated components on one diagram.

C. Include the number, size, identification, and maximum lengths of interconnecting
wires.

d. Wire/cable types shall be defined by a wire and cable schedule. The schedule
shall utilize a lettering system that will correspond to the wire/cable it represents
(example: A =18 AWG/1 Pair Twisted, Unshielded). This schedule shall also
provide the manufacturer's name and part number for the wire/cable being
installed.

4, A system drawing for each applicable security system shall:

a. Identify how all equipment within the system, from main panel to device, shall be
laid out and connected.

b. Provide full detail of all system components wiring from point-to-point.

C. Identify wire types utilized for connection, interconnection with associate security
subsystems.

d. Show device locations that correspond to the floor plans.

e. All general and drawing specific notes shall be included with the system drawings.

5. A schedule for all of the applicable security subsystems shall be included. All schedules
shall provide the following information:

a. Device ID.

b. Device Location (e.g. site, building, floor, room number, location, and description).

C. Mounting type (e.g. flush, wall, surface, etc.).

d. Power supply or circuit breaker and power panel number.

e. In addition, for the IDS, provide the sensor ID, sensor type and housing model
number.

6. Detail and elevation drawings for all devices that define how they were installed and
mounted.

Shop drawing packages shall be reviewed by the Contractor along with a VA representative to
ensure all work has been clearly defined and completed. All reviews shall be conducted in
accordance with the project schedule. There shall be four (4) stages to the review process:

Intrusion Detection System
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1. 35 percent
2. 65 percent
3. 90 percent
4, 100 percent
F. Provide manufacturer security system product cut-sheets. Submit for approval at least 30 days

prior to commencement of formal testing, a Security System Operational Test Plan. Include
procedures for operational testing of each component and security subsystem, to include
performance of an integrated system test.

G. Submit manufacture’s certification of Underwriters Laboratories, Inc. (UL) listing as specified.
Provide all maintenance and operating manuals per the VA General Requirements, Section 01
00 00, GENERAL REQUIREMENTS.

H. Completed System Readiness Checklists provided by the Commissioning Agent and completed
by the contractor, signed by a qualified technician and dated on the date of completion, in
accordance with the requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC
SAFETY AND SECURITY SYSTEMS.

1.6 APPLICABLE PUBLICATIONS

A. The publications listed below (including amendments, addenda, revisions, supplement, and
errata) form a part of this specification to the extent referenced. The publications are referenced
in the text by the basic designation only.

B. American National Standards Institute (ANSI)/Security Industry Association (SIA):
PIR-01-00......ccccoiiviiieireeeinnns Passive Infrared Motion Detector Standard - Features for
Enhancing False Alarm Immunity

CP-01-00.....ciiiiieeiiiiiiieeeeenn, Control Panel Standard-Features for False Alarm Reduction
C. Department of Justice American Disability Act (ADA)
28CFRPart36..........cceenn. 2010 ADA Standards for Accessible Design
D. Federal Communications Commission (FCC):
(47 CFR 15) Part 15.............. Limitations on the Use of Wireless Equipment/Systems
E. National Electrical Manufactures Association (NEMA):
250-08 ... Enclosures for Electrical Equipment (1000 Volts Maximum)
F. National Fire Protection Association (NFPA):
T0-20 e National Electrical Code
731-08 ... Standards for the Installation of Electric Premises Security
Systems
G. Underwriters Laboratories, Inc. (UL):
464-09 ..o Audible Signal Appliances
609-96 .......ccooiiiiei, Local Burglar Alarm Units and Systems
B634-07 .. Standards for Connectors with Burglar-Alarm Systems
639-07 .. Standards for Intrusion Detection Units
1037-09 ..oeeieiieiiiiiieeeeeeee Standard for Anti-theft Alarms and Devices
1635-10 ..eeeeeiiiiiieeiiieeee e Digital Alarm Communicator System Units
H. Uniform Federal Accessibility Standards (UFAS), 19841.
1.7 COORDINATION

A. Coordinate arrangement, mounting, and support of intrusion detection system equipment:

Intrusion Detection System
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1. To allow maximum possible headroom unless specific mounting heights that reduce
headroom are indicated.
2. To provide for ease of disconnecting the equipment with minimum interference to other
installations.
3. To allow right of way for piping and conduit installed at required slope.
4. So connecting raceways, cables, wireways, cable trays, and busways will be clear of

obstructions and of the working and access space of other equipment.

Coordinate installation of required supporting devices and set sleeves in cast-in-place concrete,
masonry walls, and other structural components as they are constructed.

Coordinate location of access panels and doors for electronic safety and security items that are
behind finished surfaces or otherwise concealed.

EQUIPMENT AND MATERIALS

General

1. All equipment associated within the IDS shall be rated for continuous operation.
Environmental conditions (i.e. temperature, humidity, wind, and seismic activity) shall be
taken under consideration at each facility and site location prior to installation of the
equipment.

2. All equipment shall operate on a 120 or 240 volts alternating current (VAC); 50 Hz or 60
Hz AC power system unless documented otherwise in subsequent sections listed within
this specification. All equipment shall have a back-up source of power that will provide a
minimum of 96 hours of run time in the event of a loss of primary power to the facility.

3. The system shall be designed, installed, and programmed in a manner that will allow for
ease of operation, programming, servicing, maintenance, testing, and upgrading of the
system.

4, All IDS components located in designated “HAZARDOUS ENVIRONMENT” areas where
fire or explosion could occur due to the presence of natural gases or vapors, flammable
liquids, combustible residue, or ignitable fibers or debris, shall be rated Class I, Division
I, Group F, and installed in accordance with National Fire Protection Association (NFPA)
70 National Electric Code, Chapter 5.

5. All equipment and materials for the system will be compatible to ensure functional
operation in accordance with requirements.

WARRANTY OF CONSTRUCTION.
Warrant IDS work subject to the Article “Warranty of Construction” of FAR 52.246-21.

Demonstration and training shall be performed prior to system acceptance.

PART 2 - PRODUCTS

21

A.

FUNCTIONAL DESCRIPTION OF SYSTEM

Supervision: System components shall be continuously monitored for normal, alarm,
supervisory, and trouble conditions. Indicate deviations from normal conditions at any location
in system. Indication includes identification of device or circuit in which deviation has occurred
and whether deviation is an alarm or malfunction.

1. Alarm Signal: Display at central-station control unit and actuate audible and visual alarm
devices.
2. Trouble Condition Signal: Distinct from other signals, indicating that system is not fully

functional. Trouble signal shall indicate system problems such as battery failure, open or
shorted transmission line conductors, or controller failure.

3. Supervisory Condition Signal: Distinct from other signals, indicating an abnormal
condition as specified for the particular device or controller.

Intrusion Detection System
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System Control: Central-station control unit shall directly monitor intrusion detection units and
connecting wiring.

System Control: Central-station control unit shall directly monitor intrusion detection devices /,
perimeter detection units,/ /, controllers associated with perimeter detection units,/ and
connecting wiring in a multiplexed distributed control system or as part of a network.

System shall automatically reboot program without error or loss of status or alarm data after any
system disturbance.

Operator Commands:

1. Help with System Operation: Display all commands available to operator. Help
command, followed by a specific command, shall produce a short explanation of the
purpose, use, and system reaction to that command.

Acknowledge Alarm: To indicate that alarm message has been observed by operator.
Place Protected Zone in Access: Disable all intrusion-alarm circuits of a specific
protected zone. Tamper circuits may not be disabled by operator.

Place Protected Zone in Secure: Activate all intrusion-alarm circuits of a protected zone.
Protected Zone Test: Initiate operational test of a specific protected zone.

System Test: Initiate system-wide operational test.

Print Reports.

wn

No ok

Timed Control at Central-Station Control Unit: Allow automatically timed "secure" and "access"
functions of selected protected zones.

Automatic Control of Related Systems: Alarm or supervisory signals from certain intrusion
detection devices control the following functions in related systems:
1. Switch selected lights.

2. Shift elevator control to a different mode.

3. Open a signal path between certain intercommunication stations.

4 Shift sound system to "listening mode" and open a signal path to certain system
speakers.

5. Switch signal to selected monitor from closed-circuit television camera in vicinity of

sensor signaling an alarm.

Printed Record of Events: Print a record of alarm, supervisory, and trouble events on system
printer. Sort and report by protected zone, device, and function. When central-station control
unit receives a signal, print a report of alarm, supervisory, or trouble condition. Report type of
signal (alarm, supervisory, or trouble), protected zone description, date, and time of occurrence.
Differentiate alarm signals from other indications. When system is reset, report reset event with
the same information concerning device, location, date, and time. Commands shall initiate the
reporting of a list of current alarm, supervisory, and trouble conditions in system or a log of past
events.

Response Time: 2 seconds between actuation of any alarm and its indication at central-station
control unit.

Circuit Supervision: Supervise all signal and data transmission lines, links with other systems,
and sensors from central-station control unit. Indicate circuit and detection device faults with
both protected zone and trouble signals, sound a distinctive audible tone, and illuminate an
LED. Maximum permissible elapsed time between occurrence of a trouble condition and
indication at central-station control unit is 20 seconds. Initiate an alarm in response to opening,
closing, shorting, or grounding of a signal or data transmission line.

Programmed Secure-Access Control: System shall be programmable to automatically change
status of various combinations of protected zones between secure and access conditions at
scheduled times. Status changes may be preset for repetitive, daily, and weekly; specially
scheduled operations may be preset up to a year in advance. Manual secure-access control
stations shall override programmed settings.

Intrusion Detection System
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Manual Secure-Access Control: Coded entries at manual stations shall change status of
associated protected zone between secure and access conditions.

SYSTEM COMPONENT REQUIREMENTS

Compatibility: Detection devices and their communication features, connecting wiring, and

central-station control unit shall be selected and configured with accessories for full compatibility

with the following equipment:

1. Data Gathering Panel, Output Module, Input Module, 28 13 00 PHYSICAL ACCESS
CONTROL SYSTEM.

Surge Protection: Protect components from voltage surges originating external to equipment
housing and entering through power, communication, signal, control, or sensing leads. Include
surge protection for external wiring of each conductor entry connection to components.

1. Minimum Protection for Power Lines 120 V and More: Auxiliary panel suppressors
complying with requirements in Division 26 Section TRANSIENT-VOLTAGE
SUPPRESSION FOR LOW-VOLTAGE ELECTRICAL POWER CIRCUITS.

2. Minimum Protection for Communication, Signal, Control, and Low-Voltage Power Lines:
Comply with requirements in Division 26 Section TRANSIENT-VOLTAGE
SUPPRESSION FOR LOW-VOLTAGE ELECTRICAL POWER CIRCUITS as
recommended by manufacturer for type of line being protected.

Interference Protection: Components shall be unaffected by radiated RFI and electrical
induction of 15 V/m over a frequency range of 10 to 10,000 MHz and conducted interference
signals up to 0.25-V RMS injected into power supply lines at 10 to 10,000 MHz.

Tamper Protection: Tamper switches on detection devices, controllers, annunciators, pull
boxes, junction boxes, cabinets, and other system components shall initiate a tamper-alarm
signal when unit is opened or partially disassembled and when entering conductors are cut or
disconnected. Central-station control-unit alarm display shall identify tamper alarms and
indicate locations.

Self-Testing Devices: Automatically test themselves periodically, but not less than once per
hour, to verify normal device functioning and alarm initiation capability. Devices transmit test
failure to central-station control unit.

Antimasking Devices: Automatically check operation continuously or at intervals of a minute or
less, and use signal-processing logic to detect blocking, masking, jamming, tampering, or other
operational dysfunction. Devices transmit detection of operational dysfunction to central-station
control unit as an alarm signal.

Addressable Devices: Transmitter and receivers shall communicate unique device identification
and status reports to central-station control unit.

Remote-Controlled Devices: Individually and remotely adjustable for sensitivity and individually
monitored at central-station control unit for calibration, sensitivity, and alarm condition.

ENCLOSURES

Interior Sensors: Enclosures that protect against dust, falling dirt, and dripping noncorrosive
liquids.

Interior Electronics: NEMA 250, Type 12.
Exterior Electronics: NEMA 250, Type 4X stainless steel.
Corrosion Resistant: NEMA 250, Type 4X stainless steel.

Screw Covers: Where enclosures are accessible to inmates, secure with security fasteners of
type appropriate for enclosure.

Intrusion Detection System
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EQUIPMENT ITEMS
General:
1. All requirements listed below are the minimum specifications that need to be met in order
to comply with the IDS.
2. All IDS sensors shall conform to UL 639, Intrusion Detection Standard.
3. Ensure that IDS is fully integrated with other security subsystems as required to include,

but not limited to, the CCTV, PACS, EPPS, and Physical Access Control System and
Database Management. The IDS provided shall not limit the expansion and growth
capability to a single manufacturer and shall allow modular expansion with minimal
equipment modifications.

IDS Components: The IDS shall consist of, but not be limited to, the following components:
1 Control Panel

2 Exterior Detection Devices (Sensors)

3. Interior Detection Devices (Sensors)

4 Power Supply

5 Enclosures

CONTROL PANEL

The Control panel shall be the main point of programming, monitoring, accessing, securing, and
troubleshooting the IDS. Refer to American National Standards Institute (ANSI) CP-01 Control
Panel Standard-Features for False Alarm Reduction.

The Control Panel shall provide a means of reporting alarms to an Physical Access Control
System and Database Management via a computer interface or direct connection to an alarm
control monitoring panel.

The Control panel shall utilize a Multifunctional Keypad, Input and Output Modules for
expansion of alarm zones, interfacing with additional security subsystems, programming,
monitoring and controlling the IDS.

The Control panel shall meet or exceed the following minimum functional requirements for
programming outputs, system response, and user interface:
1. Programming Outputs:
a. 2 Amps alarm power at 12 VDC
b. 1.4 Amps auxiliary power at 12 VDC
C. Four alarm output patterns
d. Programmable bell test
e. Programmable bell shut-off timer
2. System Response:
a. Selectable point response time
b Cross point capability
c Alarm verification
d Watch mode
e Scheduled events arm, disarm, bypass and un-bypass points, control relays, and
control authority levels
3. User Interface:
a. Supervises up to eight command points (e.g. Up to 16 unsupervised keypads can
be used)
Provides custom keypad text
Addresses full function command menu including custom functions
Allows user authority by defined area and 16-character name
Provides for 14 custom authority control levels allowing user’s authority to change,
add, delete pass codes, disarm, bypass points, and start system tests.
4. The Control panel shall meet or exceed the following technical characteristics:

cooo

Input Voltage via 110 VAC or 220 VAC Step-down Transformer 16 or 18 VAC
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Operating Voltage 12 vDC
Output Voltage 12 VDC @ 2 A max
Direct Hardwire Zones 7
Partitions 8
Multifunctional Keypads 16 (2 per partition)
Communications Port RJ-11

E. A multifunctional keypad shall be utilized as a user interface for arming, disarming, monitoring,
troubleshooting, and programming the alarm control panel.
F. Keypads shall have the following features:

1. Multiple function keypads suitable for remote mounting, no greater than 1333 m (4000 ft),
shall be provided from the control panel and have a light emitting diode (LED) readout of
alarm and trouble conditions by zone.

2. An alphanumeric English language display, with keypad programmability, and EE-PROM
memory, shall also be provided.

3. Trouble alarm indicators shall be distinguishable from intrusion alarms.

4. A minimum of four (4) zones selectable as entry and exit with programmable time delay.

5. Complete system test activated capability at the keypad.

6. Capability for opening and closing reports to a remote monitoring location.

7. Adjustable entry and exit delay times.

8. Capability for a minimum of two (2) multiple function keypads.

9. Capability to shunt or bypass selected interior zones while arming perimeter protection
and remaining interior zones.

10.  Capability for a minimum of seven assignable pass-codes that are keypad programmable
from a suppressed master code.

11.  The control panel shall have a communications port that will allow for communications
with a computer for programming, monitoring, and troubleshooting purposes. The
communications port will be, at a minimum, and RJ-11 or better.

12.  The control panel will have a systems success probability of 95% or better, and shall
include the following success considerations:

a. False Alarm: Shall not exceed one (1) false alarm per 30 days per sensor zone.

b. Nuisance Alarm: Shall not exceed a rate of one (1) alarm per seven (7) days per
zone within the first 60 days after installation and acceptance. Sensor adjustments
will be made and then shall not exceed one (1) alarm per 30 days.

13.  The Control Panel will be able to detect either a line fault or power loss for all supervised
data cables.

a. Line Fault Detection: Communication links of the IDS shall have an active mode for
line fault detection. Fault isolation at the systems level shall have the same
geographic resolutions as provided for intrusion detection. The line fault alarm
shall be clearly distinguishable from other alarms.

b. Power Loss Detection: Provide the capability to detect when critical components
experience temporary or permanent loss of power and annunciate to clearly
identify the component experiencing power loss.

KEYPADS

A. Keypads shall meet or exceed the following technical characteristics:
Connections 4-wire flying lead for data and power
Operating Temperature 0°C to +50°C (+32°F to +122°F)
Display Window 8-point LED

Intrusion Detection System
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Indicators: llluminated keys Armed Status-LED
Point Status-LED
Command Mode-LED
Power-LED

Voltage Nominal 12 VDC

INPUT MODULE

An input module shall be utilized to connect additional detection devices to the control panel.
This module will meet or exceed the following technical characteristics:

Operating Voltage 8.5t0 14.5 VDC Nominal
Zone Inputs Style A (Class B) Supervised
Operating Temperature 0 to 40 degrees C (32 to 140 degrees F)

OUTPUT MODULE

An output module shall be utilized to interface the control panel with other security subsystems.
The output module shall meet or exceed the following technical characteristics:

Operating Voltage 8.5 10 14.5 VDC Nominal
Output Relays “Form C” Dry Relay Contracts
Relay Contact Rating 4A @ 24 VDC
4A @ 24 VAC
1A @ 70 VAC
Operating Temperature 0 to 40 degrees C F (32 to 140 degrees)

INTERIOR DETECTION DEVICES (SENSORS)

The IDS shall consist of interior, exterior, and other detection devices that are capable of:

1. Locating intrusions at individually protected asset areas or at an individual portal;
2. Locating intrusions within a specific area of coverage;
3. Locating failures or tampering of individual sensors or components.

Provide and adjust for devices so that coverage is maximized in the space or area it is installed
in. For large rooms where multiple devices are required, ensure device coverage is overlapping.

Detection sensitivity shall be set up to ensure maximum coverage of the secure area is obtained
while at the same time limiting excessive false alarms due to the environment and impact of
small animals. All detection devices shall be anti-masking with exception of video motion
detection.

Dual sensor technology shall be used when possible. Sensor technology shall not be of the
same type that is easily defeated by a single method. This will reduce the amount of false
alarms.

Interior Environmental Conditions: Systems shall be able to operate in environmentally

protected interior areas and shall meet operational performance requirements for the following

ambient conditions:

1. If components are installed in unheated areas they shall be able to operate in
temperatures as low as -17 C (0 F);

Intrusion Detection System
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Interior Sensor Environmental Characteristics:
Temperatures 0to 50 C (32Fto 120 F)
Pressure Sea Level to 4573m (15,000 ft.) above sea level
Humidity 5% - 95%
Fungus Components of non-fungus nutrient materials
Acoustical Noise Suitable for high noise environments above 100db

Balanced Magnetic Switches (BMS)

1.

BMS switches shall be surface or recessed mounted according to manufacturer’s
instructions. Recessed mounted is the preferred method to reduce tampering or defeating
of the system. Switches shall activate when a disturbance in the balanced magnetic field
occurs.

Switches shall have a minimum of two (2) encapsulated reed switches.

Contractor shall provide each BMS with a current protective device, rated to limit current
to 80% of the switch capacity.

Surface Mounted BMS: For exterior application, components shall be housed in
weatherproof enclosures.

BMS field adjustments in the fixed space between magnet and switch housing shall not
be possible. Attempts to adjust or disturb the magnetic field shall cause a tamper alarm.
BMS Technical Characteristics:

Maximum current .25 amperes

Maximum voltage 30 vDC

Maximum power 3.0 W (without internal terminating

resistors). 1.0 W (with internal terminating
resistors).

Components Three (3) pre-adjusted reed switches

Three (3) pre-adjusted magnets

Output contacts Transfer type SPDT

Contact rating 0.5 amperes, 28 VDC

Switch mechanism Internally adjustable

Ya-Y%in. (6-13 mm)

Wiring

Two (2) wires #22 American Wire Gauge (AWG),
three (3) or 11 foot attached cable

Activation lifetime

1,000,000 activations

Enclosure

Nonferrous materials

Tamper alarm activation

Cover opened 3 mm (1/8 in.) and inaccessible until

actuated
Window Intrusion Detection
1. These IDS devices shall detect intrusions thru inertia (shock) or by sound, and shall
utilize either a Breakwire Sensor or Acoustic and Seismic Sensor.
2. Break wire Sensors (wire trap):
a. Detect intrusion thru shock or breakage of window glazing. Also used for the

protection of utility openings.
Intrusion Detection System
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b. Sensors shall consist of fine wire embedded in or affixed to interior of glazing.
Breakage of protected glazing shall result in wire breakage.

C. Wire shall be hard-drawn copper up to #26 AWG diameter.

d. If sensors are affixed to glazing the sensor shall be protected by a clear coating
which shall not affect sensor functioning.

e. Sensor shall be terminated in insulated connectors which are concealed and
tamper resistant.

f. Protection of inlet openings:

1) Shall consist of up to 26 AWG hard-drawn copper wire with a tensile
strength of 17.8 N 4 pounds maximum.

2) Wire shall be interlaced throughout the opening such that no opening
between wires shall be larger than 100 mm (4 in.. on center.

3) Sensors shall be terminated so that attempts to cut the wire or otherwise
enlarge openings between wires shall cause an alarm.

4) Sensors shall be terminated in insulated connectors which are concealed
and tamper resistant.

Acoustic and Seismic Glass Break Detectors

1. Detects intrusion thru the use of audible sound and vibration emitted from the breaking of
glass using a tuned frequency range and sound pattern recognition. This initiates an
alarm when glass they protect is broken or cracked.

2. Detectors shall be installed in strict conformance with manufacture’s installation
instructions.

3. The detector’s power circuit shall be switched via an output relay on the control panel to
provide latching alarm LED reset capability.

4. Sensors shall be contained in a fire-resistant ABS plastic housing and must be mounted
in contact with a window.

5. Sensing shall be accomplished through the use of a mechanical filtered piezoelectric
element.

6. Sensors shall have a sensitivity adjustment controlling output voltage from the
piezoelectric element which triggers a solid-state latching device.

7. Sensors shall selectively filter input to minimize false alarms and not initiate alarm in
response to ambient seismic vibrations or other ambient stimuli.

8. A manufacture’s test unit will be used to validate the sensor by simulating glass
breakage.

9. The Contractor shall provide sensors for adjusting sensitivity and two-sided polyurethane
tape with acrylic adhesive for window attachment.

10. Sensor shall include exterior label to protect adhesive tape from direct sunlight.

11.  Window Intrusion Detection Sensor Technical Specifications:

Power Auxiliary power supply 12 VDC @ 25 mA (+/-) 10%
Power Input 10 — 15 VDC at 16mA protected against reverse
polarity, 20 mA during relay closure
Relay Output Rating Minimum of 25 VDC mA
Coverage Audio 6,000 Square ft.
Coverage Glass Break 7.5 m (25 ft.) wide by 7.5 m wide (25 ft.)

Minimum: 7.62 m (25 feet) from the detector to the
furthest point on protected glass.

Audio Output 300 — 12,000 HZ

Alarm Output Relay NO or NC selectable

Intrusion Detection System
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Interconnection 12 pin Panduit connector, 22 AWG

Radio Frequency Interface No alarm or setup on between frequencies 26 —

100 MHz 50 v/m

Immunity to mobile RF interference 100 watts 3 m
@ (9.8 Ft.) in 27-100 MHz range

Alarm period Two (2) to three (3)
Mounting Ceiling, same wall, adjacent wall, opposite wall
Features Test and alarm LEDs for acoustic seismic and

alarm condition latching, Alarm LED and tamper
switch on cover.

Alarm verification Digital signal processing or dual acoustic

processing technologies

Detection ability Single and multi-pane glass, wired glass, tempered

and laminated glass to 6 mm (% inch) or thickness

l. Screening
This material shall be used on windows to protect and detect intrusion as follows.

1.

2.

a.

b.

e.

Security screens shall be constructed from a maximum of 26 AWG insulated hard-
drawn copper.

Screens shall be connected to an alarm circuitry by means of flexible armored
cords. Security screen circuitry shall provide end-of-line resistors in series or
equivalent methods ensuring alarm activation if short-circuiting of the screen is
attempted.

If unable to install a break wire sensor (wire traps), then tamper switches will be
provided.

Contractor shall provide tamper switches in the frames as required with not less
than one (1) switch on each side if dimensions are 610 mm two ((2) ft. square) or
less, and two (2) switches if dimensions exceed 610 mm (2 ft. square). Tamper
switches shall be corrosion-resistant, spring-operated, and shall initiate an alarm
with a movement of 50 mm (two (2) in.) or less before access to the switch is
possible.

Electrical characteristics of the switch shall match the alarm system requirements.

Vibration Sensors
1.

These sensors shall initiate alarms upon detecting drilling, cutting, or blasting through
walls, or other methods of forced entry through a structure as follows.

Sensors shall detect and selectively amplify signals generated by forced penetration of a
protective structure.

Sensors shall be designed to give peak response to structurally conveyed vibrations
associated with forcible attack on the protected surface.

Sensors will initiate an alarm if attempts are made to remove them from the surface of the

wall.

Sensors shall be enclosed in protective mountings.

Sensors shall include an adjustable alarm discriminator to prevent incidental vibrations
which may occur from triggering the alarm circuit.

Sensors shall be provided with a tamper switch.

Sensor sensitivity shall be individually adjustable unless a sensor is designed to
accommodate vibration ranges of specific surface type on which it will be mounted.

Intrusion Detection System
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Sensitivity adjustments shall not be accessible without removing the sensor cover. Also,
a sensor shall not be responsive to airborne sound.

Vibration Sensor Technical Characteristics:
Power requirements External DC power source
Eight (8)- 14.5 VDC, two (2) volt max peak to peak
ripple
Alarm output Form C (NO/C/NC) solid state alarm relay, rated
100 mA, 28 VDC
Tamper Connection Tamper switch and external magnetic
Current rating and alarm No alarm state 20mA SPDT relay contact rating
output (Form C)
Sensor range Concrete (poured) 4 m (13.2 ft.)

Concrete block 2 m (6.6 ft.)
Brick block 1 m (3.3 ft.)

Frequency range 3kHz-20kHz (-15db)
7kHz-10kHz (-10db)
Adjustable Sensitivity eight (8) steps

Alarm response 0-30 sec

Passive Infrared Motion Sensors (PIR)

1. These sensors shall detect an intruder presence by monitoring the level of infrared
energy emitted by objects within a protected zone and meet ANSI PIR-01 Passive
Infrared Motion Detector Standards Features for Enhancing False Alarm Immunity. An
alarm shall be initiated when motion and temperature changes within set patterns are
detected as follows.

2. The detector shall provide multiple detection zones distributed at a variety of angles and
distance.

3. Sensors shall be passive in nature; no transmitted energy shall be required for detection.

4, Sensors shall be sensitive to infrared energy emitted at wavelengths corresponding to
human body and other objects at ambient temperatures.

5. Sensors shall not alarm in response to general area thermal variations and shall be
immune to radio frequency interference.

6. Sensors shall not be susceptible to changes in temperature due to an air conditioner
being turned on or off.

7. Sensors shall be housed in a tamper-alarmed enclosure.

8. Sensor detectors shall include motion analyzer processing, adjustable lens, and walk test
LED’s visible from any angle.

9. Sensors shall provide some means of indicating an alarm condition during installation
and calibration. A means of disabling the indication shall be provided within the sensor
enclosure.

10. Sensor detectors shall include a motion monitoring verification circuit that will signal
trouble or alarm if the detector fails to detect motion for an extended period.

11. PIR Technical Characteristics:

Power Six (6) — 12 VDC
25 mA continuous current draw
38 mA peaks
Alarm Velocity 1500 mm (Five (5) ft.) at a velocity of 30 mm (0.1
ft.) per second, and one (1) step per second,
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assuming 150 mm (6 in.) per step.

Also, faster than 30 mm (1 foot) per second, up to
3000 mm (10 feet) per second

Maximum detection range 10.6 m (35 ft.)
Frequency range- non 26 to 950 MHz using a 50 watt transmitter located
activation or setup use 1 ft. from the unit or attached wiring
Infrared detection 1 1/2°C (3°F) different from the background
temperature
Detection Pattern 180 degrees for volumetric units, non PIR 360
PIR 360°Detection Pattern Programmable 60 detection zones including one
directly below
Mounting Ceiling and walls
Ceiling heights 2.4 m (Eight (8) ft.) — 5.4 m (18 ft)
Sensitivity adjustments Three (3) levels

Microwave-Passive Infrared Detector

1.

This sensor shall be designed to detect the motion of a human body within a protected
area by means of a combination of microwave sensing technology and passive infrared
(MPIR) sensing technology as follows.

The sensor shall require both technologies to sense intrusion before an alarm may occur.
The sensor shall be designed for wall mounting on swivel bracket. A high-security
gimbaled bracket shall be provided.

The PIR fields of view shall be focused on the pyroelectric element by means of an
internal multi-faceted mirror.

The sensor shall incorporate a look-down lens system that detects the passing of an
intruder directly beneath the sensor.

The sensor shall incorporate a microwave supervision system which shall activate the
trouble output if the device technology fails.

The sensor shall incorporate self-diagnostics which shall monitor the sensor systems and
report a trouble to the control panel if any system device fails.

The sensor shall have compensation against loss of sensitivity as the ambient
temperature nears human body temperature.

MPIR Technical Characteristics:

Technology Microwave and Passive Infrared
Power Nine (9) — 15 VDC max current consumption 22
mA at 12 VDC
Operating Temperature 0° C (32°F) —49° C (120° F)
Detection Area 30 m (98 ft.) long by 3 m (9.8 ft.) wide or 21 m (69
ft.) long by 21m (69 ft.) wide
Electronics Microcontroller based
Alarm Contact Form-C rated 125 mA, 28 VDC
Tamper Contact 125 mA, 28 VDC
Trouble Contact Form-B rated 25 mA, 30 VDC
Microwave Operating 10.525 GHz
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Frequency
Microwave Sensitivity Adjustable on circuit board
Detection pattern adjustment Changing of internal lens
Sensing element Pyro-electric
LED Indicators PIR, microwave, alarm
Bug and Dust protection zero-clearance, gasket bug guard
Lens Interchangeable: standard 18x24 m (60x80 ft.),
corner mounting, ultra-wide, pet alley, long range,
room and corridor combo, room and ceiling combo,
creep zone

M. Photoelectric Sensors
The sensor devices shall be able to detect an intruder presence by sending out a series
of infrared or ultraviolet beams. Intrusion is based on disruption of the signal beams as

1.

2.

follows.

a. Sensors shall consist of a modulating transmitter, focusing lenses, mirrors,
demodulating receiver, power supply, and interconnecting lines.

b. Beam transmitters shall be designed to emit light. Beams may be reflected by one
(1) or more mirrors before being received and amplified.

C. The photoelectric sensor shall initiate an alarm when the beam is interrupted with
monitoring controls set at midrange.

d. Transmitted beams shall be uniquely modulated to prohibit defeat of the IDS
system by shining another light source into the receiver.

e. Sensors shall provide a means of local alarm indication on the detector for use at
the protected zone during installation and calibration.

f. Sensors shall include an indicator-disabling device within the sensor enclosure.

g. Sensors shall utilize automatic gain control or be provided with sensitivity
adjustments to allow for various beam lengths.

h. Sensor controls shall be inaccessible to operating personnel.

i.

J:

Sensors that use multiple beams shall be tested by attempting to crawl under and
jump through and over beams. Each system sensor shall provide cutoffs of at least
90% to handle a high percentage of light cutoffs prior to initiating an alarm.

Sensor components shall be housed in tamper-alarmed enclosure.

Photoelectric Sensor Technical Characteristics:
Power requirements Nine (9)-16 VDC, protected against reverse polarity
Relay output Normally closed. 18 ohm resister in series with
contacts. 0.5 amperes resistance/24 VDC
Current Transmitter 15 mA, Receiver 15 mA
LED Alignment, walk-test alarm, off
Range Indoor: 39 m (130 ft.)
Outdoor19.5 m: (65 ft.)
Alarm relay contacts Two (2) amperes at 120 VAC minimum
Enclosure High impact acrylic
Type Dual beam
Mounting Wall, corner, flush
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Beam width Six (6) degrees
Receiver field of view Six (6) degrees horizontal and vertical
Adjustments Vertical +10 — 20 degrees
Horizontal 30 degrees
Alarm period Two (2) — three (3) sec
Infrared source Long-life Gallium Arsenide LED
Infrared sensor PIN photodiode
Transmitter Frequency One (1) kHz 10 microsecond pulse width
IR Wavelength 950 nm

CCTV Video Motion Detection Sensors: Refer to Section 28 23 00 VIDEO SURVEILLANCE that
outlines related video motion detection requirements.

TAMPER ALARM SWITCHES

The following IDS sensors shall be used to monitor and detect potential tampering of sensors,

control panels and enclosures.

1. Tamper Switches: All enclosures including cabinets, housings, boxes, raceways, and
fittings with hinged doors or removable covers containing circuits and power supplies
related to the IDS shall include corrosion-resistant tamper switches.

2. Tamper alarms shall be annunciated to be clearly distinguishable from IDS alarms.

3. Tamper switches will not be in a viewable from a direct line of sight perspective. The
minimum amount of time the tamper switch becomes active and sends a signal after an
enclosure is opened or panel removable is attempted, shall be one (1) second.

4, Tamper switches will initiate when enclosure doors or covers is removed as little as 6.35
mm (1/4 inch) from the closed position unless otherwise indicated. Tamper switches shall
be:

a. Push/pull automatic reset type;

b. Inaccessible until switch is activated,;

C. Spring-loaded and held in closed position by door or cover; and

d Wired to break a circuit when door or cover is removed with each sensor

annunciated individually at a central reporting processor.
5. Fail-Safe Mode: Shall provide the capability to detect and annunciate diminished
functional capabilities and perform self-tests. Fail-safe alarms shall be annunciated to be
clearly distinguishable from other types of alarms.

POWER SUPPLY

A power supply shall only be utilized if the control panel is unable to support the load
requirements of the IDS system.

All power supplies shall be UL rated and able to adequately power two entry control devices on
a continuous base without failure.

Power supplies shall meet the following minimum technical characteristics:
INPUT POWER 110 VAC 60 HZ 2 amp

OUTPUT VOLTAGE 12 VDC Nominal (13.8 VDC)
24 VDC Nominal (27.6 VDC)
Filtered and Regulated
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BATTERY Dependant on Output Voltage shall provide up
to 1500Ah, rechargeable
OUTPUT CURRENT 4 amp max. @ 13.8 VDC
3 amp max. @ 27.6 VDC
BATTERY FUSE SIZE 3.5A @ 250 VAC
CHARGING CIRCUIT Built-in standard

AUDIBLE AND VISUAL ALARM DEVICES

Bell: Central-station control unit 10 inches (254 mm) in diameter, rated to produce a minimum

sound output of 84 dB at 10 feet (3 m) from central-station control unit.

1. Enclosure: Weather-resistant steel box equipped with tamper switches on cover and on
back of box.

Weatherproof Motor-Driven Hooter: UL listed, rated to produce a minimum sound output of 120

dB at 3 feet (1 m), plus or minus 3 dB, at a frequency of 470 Hz. Rated for intermittent use: two

minutes on and five minutes off.

1. Designed for use in industrial areas and in high noise, severe weather marine
environments.

Siren: 30-W speaker with siren driver, rated to produce a minimum sound output of 103 dB at

10 feet (3 m) from central-station control unit.

1. Enclosure: Weather-resistant steel box with tamper switches on cover and on back of
box.

Strobe: Xenon light complying with UL 1638, with a clear polycarbonate lens.
1. Light Output: 115 cd, minimum.
2. Flash Rate: 60 per minute.

SECURITY FASTENERS

Security fasteners shall be operable only by tools produced for use on specific type of fastener
by fastener manufacturer or other licensed fabricator. Drive system type, head style, material,
and protective coating as required for assembly, installation, and strength.

Drive System Types: Pinned Torx or pinned hex (Allen).

Socket Flat Countersunk Head Fasteners:
1. Heat-treated alloy steel, ASTM F 835 (ASTM F 835M).
2. Stainless steel, ASTM F 879 (ASTM F 879M), Group 1 CW.

Socket Button Head Fasteners:
1. Heat-treated alloy steel, ASTM F 835 (ASTM F 835M).
2. Stainless steel, ASTM F 879 (ASTM F 879M), Group 1 CW.

Socket Head Cap Fasteners:
1. Heat-treated alloy steel, ASTM A 574 (ASTM A 574M).
2. Stainless steel, ASTM F 837 (ASTM F 837M), Group 1 CW.

Protective Coatings for Heat-Treated Alloy Steel:

1. Zinc chromate, ASTM F 1135, Grade 3 or 4; for exterior applications and interior
applications where indicated.

2. Zinc phosphate with oil, ASTM F 1137, Grade |, or black oxide.
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PART 3 - EXECUTION

3.1

A.

INSTALLATION

IDS installation shall be in accordance with Underwriters Laboratories (UL) 639 Standards for
Intrusion Detection Units and UL 634 Standards for Connectors with Burglar Alarm Systems,
and appropriate manufacture’s installation manuals for each type of IDS.

Components shall be configured with appropriate “service points” to pinpoint system trouble in
less than 30 minutes.

The Contractor shall install all system components including VA furnished equipment, and
appurtenances in accordance with the manufacturer's instructions and shall furnish all
necessary connectors, terminators, interconnections, services, and adjustments required for a
complete and operable system.

The IDS will be designed, engineered, installed, and tested to ensure all components are fully
compatible as a system and can be integrated with all associated security subsystems, whether
the system is a stand alone or designed as a computer network.

The IDS shall be able to be integrated with other security subsystems. Integration with these
security subsystems shall be achieved by computer programming and the direct hardwiring of
the systems. Determination for methodology shall be outlined when the system(s) is/are being
designed and engineered. For installation purposes, the IDS shall utilize an output module for
integration with other security subsystems. The Contractor will ensure all connections are per
the OEM and that any and all software upgrades required to integrate the systems are installed
prior to system start-up.

For programming purposes, the Contractor shall refer to the manufacturer’s requirements and
Contracting Officer instructions for correct system operations. This includes ensuring computers
being utilized for system integration meet or exceeds the minimum system requirements
outlined in the IDS software packages.

Lightening and power surges to the central alarm reporting and display unit shall be protected at
both ends against excessive voltages. This requirement shall apply for circuits that are routed
both in underground conduits and overhead runs.

At a minimum, the Contractor shall install primary detection devices, such as three electrode
gas-type surge arresters, and secondary protectors to reduce dangerous voltages to levels that
will cause no damage. Fuses shall not be permitted as protection devices.

The Contractor shall provide fail-safe gas tube type surge arresters on exposed IDS data
circuits. In addition, transient protection shall protect against spikes up to 1000 volts peak
voltage with a one-microsecond rise time and 100-microsecond decay time, without causing
false alarms. The protective device shall be automatic and self-restoring. Also, circuits shall be
designed or selected assuming a maximum of 25 ohms to ground.

Product Delivery, Storage and Handling:

1. Delivery: Deliver materials to the job site in OEM's original unopened containers, clearly
labeled with the OEM's name, equipment model and serial identification numbers, and
UL logo. The Contracting Officer may inventory the IDS equipment at the time of delivery
and reject items that do not conform to this requirement.

2. Storage and Handling: Store and protect equipment in a manner that will preclude
damage as directed by the Contracting Officer.

Cleaning and Adjustments:

1. Cleaning: Subsequent to installation, clean each system component of dust, dirt, grease,
or oil incurred during installation in accordance to manufacture instructions.
2. Prepare for system activation by following manufacturer’'s recommended procedures for

adjustment, alignment, or synchronization. Prepare each component in accordance with
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appropriate provisions of the component’s installation, operations, and maintenance
instructions.

Tamper Switches

1.

Install tamper switches to initiate an alarm signal when a panel, box, or component
housing door or cover is moved as little as 6.35 mm (1/4 inch) from the normally closed
position unless otherwise specified.

Locate tamper switches within enclosures, cabinets, housings, boxes, raceways, and
fittings to prevent direct line of sight to any internal components and to prevent tampering
with switch or circuitry.

Conceal tamper switch mounting hardware so that the location of the switch within the
enclosure cannot be determined from the exterior.

Unique IDS Installation Components:

1.

BMS Surface Mounted:

a. Surface mounted BMS housing for the switch element shall have the capability to
receive threaded conduit. Housing covers for surface mounted BMS, if made of
cast aluminum, shall be secured by stainless steel screws. Magnet housing cover
shall not be readily removable and BMS housings shall be protected from
unauthorized access by a cover operated, corrosion-resistant tamper device.

b. Conductors running from a door to alarm circuits shall be contained within a
flexible armored cord constructed from corrosion-resistant metal. Each end of the
armored cord shall terminate in a junction box or other enclosure. Armored cord
ends shall be mechanically secured to the junction boxes by clamps or bushings.
Conductors within the armored cord shall be provided with lug terminals at each
end. Conductors and the armored cord shall experience no mechanical strain as
the door is removed from fully open to closed position. Switch circuits shall initiate
an alarm if a short circuit is applied to the door cord.

C. For exterior application on double gates, both BMS elements must be mounted on
the gate. Flexible armored cord constructed from corrosion-resistant metal shall be
used to provide electrical connection.

BMS Recessed Mounted:

a. Ball bearing door trips shall be mounted within vault door headers such that when
the locking mechanism is secured, the door bolt engages an actuator,
mechanically closing the switch.

b. Door bolt locking mechanisms shall be fully engaged before the ball bearing door
trip is activated. Also, circuit jumpers from the door shall be provided.

Vibration Sensors:

a. Mount vibration sensors directly contacting the surface to be protected.

b. Provide at least one (1) sensor on each monolithic slab or wall section, even
though spacing closer than that required for midrange sensitivity may result.

C. House sensors in protective mountings and fasten to surface with concealed
mounting screws or an epoxy.

d. Adjust discriminator on the job to precise needs of application. Connect sensors to

an electronic control unit by means of wiring or fiber optics cable run in rigid steel
conduit or electrical metallic tubing (EMT).
Passive Infrared Detectors: (PIR)

a. The protective beam shall be focused in a straight line.

b. Installed beam distance from transmitter to receiver shall not exceed 80% of the
manufacturer's maximum recommended rating.

C. Mirrors may be used to extend the beam or to establish a network of beams. Each
mirror used shall not lower the rated maximum system range by more than 50%.

d. Mirrors and photoelectric sources used in outdoor applications shall have self-
heating capability to eliminate condensation and shall be housed in weatherproof
enclosures.

Taut-Wire:
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Housing for switch assembly shall be covered by a neoprene cap to retain the
center bolt (lever arm), which functions as a lever to translate movement of the
attached horizontal wire into contact closure. When the neoprene cap is firmly
seated on the cup-shaped polycarbonate housing, it shall function as the fulcrum
for the lever (bolt).
Upper exposed end of the lever shall be threaded to accommodate clamping to the
horizontal wire. The lower end of the lever, which is fashioned to serve as the
movable electrical contact, shall be held suspended in a small cup-shaped contact
that floats in a plastic putty material.
Plastic putty used shall retain a degree of elasticity under varying temperature
conditions and provide the sensor switch with a self-adjusting property. This
provides the switch with a built-in compensating mechanism that ignores small,
very slow changes in lever alignment (i.e. which may result from environmental
changes such as extreme temperature variations and ground seepage due to
weather conditions) and to react to fast changes only, as caused by manual
deflection or cutting of the wires.
Contractor shall provide metal slider strips having slots through which the barbed
wires pass. Wires shall be prevented from leaving the slots by rivets. A slider strip
shall be used to translate normal forces to the barbed wire and to the horizontal
displacement of the sensor.
Install one (1) slider strip pair, upper and lower, on every fence post except where
sensor posts or anchor strips are installed.
Separation between slider elements along the fence shall be 3000 mm (10 feet).
Attach wires of sensor to existing, specially installed fence posts, called anchor
posts, located equidistant on both sides of sensor posts and at ends of sensor
zone run.
Anchor strip shall be a strip of steel plate on which fastening plates are installed.
Weld or otherwise attach the strip to anchor post and ends of tensed barbed wires
wrapped around the fastening plates. Attempts to climb on fastening plates or on
the attached barbed wires shall cause plates to break off, creating an alarm and
making it impossible to defeat the system by climbing at the anchor post.
The use of barbed wire as part of the IDS system shall be suitable for installation
under a preload tension of approximately 392 N 88 pounds and be flexible enough
for convenient manipulation during tensioning. Double-strand 15 1/2-gage barbed
wire shall be the minimum acceptable.

Electromechanical Fence Sensors:

a.
b.

The fence length shall be divided into 100m (300 ft). or zones.

Sensors shall consist of individual electromechanical sensing units mounted every
three-thousand and 3045mm (10 ft). on the fence fabric or posts and wired in
series to a sensor zone control unit and associated power supply.

Electrostatic Field Sensors:

a.

b.

Sensors shall be capable of following irregular contours and barrier bends without
degrading sensitivity below the specified detection level.

In no case shall a single sensor zone exceed 100m (300 ft). or be long enough to
significantly degrade sensitivity.

Adjacent zones shall provide continuous coverage to avoid a dead zone. Adjacent
zones shall be designed to prevent crosstalk interference.

Exterior components shall be housed in rugged corrosion-resistant enclosures,
protected from environmental degradation and include tamper switches.
Interfacing between exterior units shall be carried in underground cables.

Exterior support hardware shall be stainless or galvanized to avoid tension
degradation.

Sensor and field wires shall be stainless steel. Wire spacing for various
configurations shall be maintained constant throughout each zone and shall be
uniform with respect to the ground and follow manufacturer's specifications.
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h. Signal processing equipment shall be separately mounted such that no
desensitized zones are created within the zone of detection.
8. Microwave: Do not install microwave sensors where fluorescent lights may pose a

problem due to radiated ionization from lights.
WIRING INSTALLATION

Wiring Method: Install wiring in metal raceways according to Section 28 05 28.33 "CONDUITS
AND BOXES FOR ELECTRONIC SAFETY AND SECURITY." Conceal raceway except in
unfinished spaces and as indicated. Minimum conduit size shall be 3/4 inch (20 mm). Control
and data transmission wiring shall not share conduit with other building wiring systems.

Wiring Method: Install wiring in raceways except in accessible indoor ceiling spaces and in
interior hollow gypsum board partitions where cable may be used. Conceal raceways and
wiring except in unfinished spaces and as indicated. Minimum conduit size shall be 3/4 inch (20
mm). Control and data transmission wiring shall not share conduit with other building wiring
systems.

Wiring Method: Cable, concealed in accessible ceilings, walls, and floors when possible.

Wiring within Enclosures: Bundle, lace, and train conductors to terminal points. Use lacing bars
and distribution spools. Separate power-limited and non-power-limited conductors as
recommended in writing by manufacturer. Install conductors parallel with or at right angles to
sides and back of enclosure. Connect conductors that are terminated, spliced, or interrupted in
any enclosure associated with intrusion system to terminal blocks. Mark each terminal
according to system's wiring diagrams. Make all connections with approved crimp-on terminal
spade lugs, pressure-type terminal blocks, or plug connectors.

Wires and Cables:

1. Conductors: Size as recommended in writing by system manufacturer, unless otherwise
indicated.

2. 120-V Power Wiring: Install according to Division 26 Section "LOW-VOLTAGE
ELECTRICAL POWER CONDUCTORS AND CABLES," unless otherwise indicated.

3. Control and Signal Transmission Conductors: Install unshielded, twisted-pair cable,
unless otherwise indicated or if manufacturer recommends shielded cable, according to
Division 28 Section "CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND

SECURITY."
4, Computer and Data-Processing Cables: Install according to Division 28 Section
"CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY."
5. Television Signal Transmission Cables: Install according to Division 28 Section

"CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY."

Splices, Taps, and Terminations: Make connections only on numbered terminal strips in
junction, pull, and outlet boxes; terminal cabinets; and equipment enclosures.

Install power supplies and other auxiliary components for detection devices at controllers,
unless otherwise indicated or required by manufacturer. Do not install such items near devices
they serve.

Identify components with engraved, laminated-plastic or metal nameplate for central-station
control unit and each terminal cabinet, mounted with corrosion-resistant screws.

GROUNDING

Ground system components and conductor and cable shields to eliminate shock hazard and to
minimize ground loops, common-mode returns, noise pickup, cross talk, and other impairments.

Signal Ground Terminal: Locate at main equipment rack or cabinet. Isolate from power system
and equipment grounding. Provide 5-ohm ground. Measure, record, and report ground
resistance.
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STARTUP AND TESTING

The Commissioning Agent will observe startup and contractor testing of selected equipment.
Coordinate the startup and contractor testing schedules with the Resident Engineer and
Commissioning Agent. Provide a minimum of 7 days prior notice.

COMMISSIONING

Provide commissioning documentation in accordance with the requirements of Section 28 08 00
— COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS for all inspection,
start up, and contractor testing required above and required by the System Readiness Checklist
provided by the Commissioning Agent.

Components provided under this section of the specification will be tested as part of a larger
system. Refer to Section 28 08 00 — COMMISSIONING OF ELECTRONIC SAFETY AND
SECURITY SYSTEMS and related sections for contractor responsibilities for system
commissioning.

TESTS AND TRAINING

All testing and training shall be compliant with the VA General Requirements, Section 01 00 00,
GENERAL REQUIREMENTS.

Provide services of manufacturer’s technical representative for 24 hours to instruct VA
personnel in operation and maintenance of units.

Submit training plans and instructor qualifications in accordance with the requirements of
Section 28 08 00 — COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY
SYSTEMS.
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SECTION 28 23 00

VIDEO SURVEILLANCE

PART 1 - GENERAL
11 DESCRIPTION

A. Provide and install a complete Video Surveillance System, which is identified as the Video
Assessment and Surveillance System hereinafter referred to as the VASS System as specified
in this section.

B. This Section includes video surveillance system consisting of cameras, data transmission
wiring, and a control station with its associated equipment.

1.2 RELATED WORK

Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.

Section 07 84 00 - FIRESTOPPING. Requirements for firestopping application and use.
Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.

Section 26 05 11 - REQUIREMENTS FOR ELECTRICAL INSTALLATIONS. Requirements for
connection of high voltage.

Section 26 05 19 - LOW VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES
(600 VOLTS AND BELOW). Requirements for power cables.

F. Section 26 05 41 - UNDERGROUND ELECTRICAL CONSTRUCTION. Requirements for
underground installation of wiring.

G. Section 26 56 00 - EXTERIOR LIGHTING. Requirements for perimeter lighting.

H. Section 28 05 00 — COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for general requirements that are common to more than one section
in Division 28.

l. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

J. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

K. Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for infrastructure.

L. Section 28 08 00 - COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY.
Requirements for commissioning, systems readiness checklists, and training.

M. Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEM. Requirements for physical
access control system integration.

o0 w® >

m

N.
1.3 DEFINITIONS
A. AGC: Automatic gain control.
B. B/W: Black and white.
C. CCD: Charge-coupled device.
D. CIF: Common Intermediate Format CIF images are 352 pixels wide and 88/240 (PAL/NTSC)

pixels tall (352 x 288/240).
Video Surveillance
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4ACIF: resolution is 704 pixels wide and 576/480 (PAL/NTSC) pixels tall (704 x 576/480).

H.264 (also known as MPEG4 Part 10): a encoding format that compresses video much more
effectively than older (MPEG4) standards.

ips: Images per second.
MPEG: Moving picture experts group.

MPEGA4: a video encoding and compression standard that uses inter-frame encoding to
significantly reduce the size of the video stream being transmitted.

NTSC: National Television System Committee.
UPS: Uninterruptible power supply.

PTZ: refers to a movable camera that has the ability to pan left and right, tilt up and down, and
zoom or magnify a scene.

QUALITY ASSURANCE

The Contractor shall be responsible for providing, installing, and the operation of the VASS
System as shown. The Contractor shall also provide certification as required.

The security system shall be installed and tested to ensure all components are fully compatible
as a system and can be integrated with all associated security subsystems, whether the security
system is stand-alone or a part of a complete Information Technology (IT) computer network.

The Contractor or security sub-contractor shall be a licensed security Contractor as required
within the state or jurisdiction of where the installation work is being conducted.

Manufacturers Qualifications: The manufacturer shall regularly and presently produce, as one of
the manufacturer's principal products, the equipment and material specified for this project, and
shall have manufactured the item for at least three years.

Product Qualification:

1. Manufacturer's product shall have been in satisfactory operation, on three installations of
similar size and type as this project, for approximately three years.
2. The Government reserves the right to require the Contractor to submit a list of

installations where the products have been in operation before approval.

Contractor Qualification:

1. The Contractor or security sub-contractor shall be a licensed security Contractor with a
minimum of five (5) years experience installing and servicing systems of similar scope
and complexity. The Contractor shall be an authorized regional representative of the
Video Assessment and Surveillance System’s (VASS) manufacturer. The Contractor
shall provide four (4) current references from clients with systems of similar scope and
complexity which became operational in the past three (3) years. At least three (3) of the
references shall be utilizing the same system components, in a similar configuration as
the proposed system. The references must include a current point of contact, company
or agency name, address, telephone number, complete system description, date of
completion, and approximate cost of the project. The owner reserves the option to visit
the reference sites, with the site owner’s permission and representative, to verify the
quality of installation and the references’ level of satisfaction with the system. The
Contractor shall provide copies of system manufacturer certification for all technicians.
The Contractor shall only utilize factory-trained technicians to install, program, and
service the VASS. The Contractor shall only utilize factory-trained technicians to install,
terminate and service cameras, control, and recording equipment. The technicians shall
have a minimum of five (5) continuous years of technical experience in electronic security
systems. The Contractor shall have a local service facility. The facility shall be located
within 60 miles of the project site. The local facility shall include sufficient spare parts
inventory to support the service requirements associated with this contract. The facility
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shall also include appropriate diagnostic equipment to perform diagnostic procedures.
The COTR reserves the option of surveying the company’s facility to verify the service
inventory and presence of a local service organization.
The Contractor shall provide proof project superintendent with BICSI Certified
Commercial Installer Level 1, Level 2, or Technician to provide oversight of the project.
Cable installer must have on staff a Registered Communication Distribution Designer
(RCDD) certified by Building Industry Consulting Service International. The staff member
shall provide consistent oversight of the project cabling throughout design, layout,
installation, termination and testing.

Service Qualifications: There shall be a permanent service organization maintained or trained
by the manufacturer which will render satisfactory service to this installation within four hours of
receipt of natification that service is needed. Submit name and address of service organizations.

SUBMITTALS

Submit below items in conjunction with Master Specification Sections 01 33 23, Shop Drawings,
Product Data, and Samples, and Section 02 41 00, Demolition Drawings.

Provide certificates of compliance with Section 1.4, Quality Assurance.

Provide a pre-installation and as-built design package in both electronic format and on paper,
minimum size 1220 x 1220 millimeters (48 x 48 inches); drawing submittals shall be per the
established project schedule.

Pre-installation design and as-built packages shall include, but not be limited to:

1.

Index Sheet that shall:

a. Define each page of the design package to include facility name, building name,
floor, and sheet number.

b. Provide a list of all security abbreviations and symbols.

C. Reference all general notes that are utilized within the design package.

d. Specification and scope of work pages for all security systems that are applicable

to the design package that will:
1) Outline all general and job specific work required within the design package.
2) Provide a device identification table outlining device Identification (ID) and
use for all security systems equipment utilized in the design package.
Floor plans, site plans, and enlarged plans shall:
Include a title block as defined above.
Define the drawings scale in both standard and metric measurements.
Provide device identification and location.
Address all signal and power conduit runs and sizes that are associated with the
design of the electronic security system and other security elements (e.g., barriers,
etc.).
Identify all pull box and conduit locations, sizes, and fill capacities.
Address all general and drawing specific notes for a particular drawing sheet.
A riser drawing for each applicable security subsystem shall:
Indicate the sequence of operation.
Relationship of integrated components on one diagram.
Include the number, size, identification, and maximum lengths of interconnecting
wires.
Wire/cable types shall be defined by a wire and cable schedule. The schedule
shall utilize a lettering system that will correspond to the wire/cable it represents
(example: A = 18 AWG/1 Pair Twisted, Unshielded). This schedule shall also
provide the manufacturer’'s name and part number for the wire/cable being
installed.
A system drawing for each applicable security system shall:
a. Identify how all equipment within the system, from main panel to device, shall be
laid out and connected.

coop
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b. Provide full detail of all system components wiring from point-to-point.

C. Identify wire types utilized for connection, interconnection with associate security
subsystems.

d. Show device locations that correspond to the floor plans.

e. All general and drawing specific notes shall be included with the system drawings.

5. A schedule for all of the applicable security subsystems shall be included. All schedules
shall provide the following information:

a. Device ID.

b. Device Location (e.g. site, building, floor, room number, location, and description).

C. Mounting type (e.g. flush, wall, surface, etc.).

d. Power supply or circuit breaker and power panel number.

e. In addition, for the VASS Systems, provide the camera ID, camera type (e.g. fixed
or panftilt/zoom (P/T/Z), lens type (e.g. for fixed cameras only) and housing model
number.

6. Detail and elevation drawings for all devices that define how they were installed and
mounted.

Pre-installation design packages shall be reviewed by the Contractor along with a VA
representative to ensure all work has been clearly defined and completed. All reviews shall be
conducted in accordance with the project schedule. There shall be four (4) stages to the review
process:

1. 35 percent

2. 65 percent

3. 90 percent

4, 100 percent

Provide manufacturer security system product cut-sheets. Submit for approval at least 30 days
prior to commencement of formal testing, a Security System Operational Test Plan. Include
procedures for operational testing of each component and security subsystem, to include
performance of an integrated system test.

Submit manufacture’s certification of Underwriters Laboratories, Inc. (UL) listing as specified.
Provide all maintenance and operating manuals per the VA General Requirements, Section 01
00 00, GENERAL REQUIREMENTS.

Submit completed System Readiness Checklists provided by the Commissioning Agent and
completed by the contractor, signed by a qualified technician and dated on the date of
completion, in accordance with the requirements of Section 28 08 00 COMMISSIONING OF
ELECTRONIC SAFETY AND SECURITY SYSTEMS.

APPLICABLE PUBLICATIONS

The publications listed below (including amendments, addenda, revisions, supplement, and
errata) form a part of this specification to the extent referenced. The publications are referenced
in the text by the basic designation only.

American National Standards Institute (ANSI)/Electronic Industries Alliance (EIA):

330-09 i Electrical Performance Standards for CCTV Cameras
BTBA-T6 oo Electrical Performance Standards for CCTV Monitors
Institute of Electrical and Electronics Engineers (IEEE):
C62.41-02....cccvvveeeiiiiiiinannn, IEEE Recommended Practice on Surge Voltages in Low-Voltage
AC Power Circuits
802.3af-08......ceeeeiiieeeiiis Power over Ethernet Standard

Federal Communications Commision (FCC):

(47 CFR 15) Part 15 Limitations on the Use of Wireless Equipment/Systems

Video Surveillance
282300- 4



1.7

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
09-01-11
National Electrical Contractors Association (NECA):
303-2005 .....cccvveeeeeeeeeciieee, Installing Closed Circuit Television (CCTV) Systems

National Fire Protection Association (NFPA):
T70-08 ..., Article 780-National Electrical Code

Federal Information Processing Standard (FIPS):
140-2-02 coeeeeieiiiiiiieeeeeeee Security Requirements for Cryptographic Modules

Underwriters Laboratories, Inc. (UL):
983-06 ... Standard for Surveillance Camera Units

3044-01 ... Standard for Surveillance Closed Circuit Television Equipment
COORDINATION

Coordinate arrangement, mounting, and support of video surveillance equipment:

1. To allow maximum possible headroom unless specific mounting heights that reduce
headroom are indicated.

2. To provide for ease of disconnecting the equipment with minimum interference to other
installations.

3. To allow right of way for piping and conduit installed at required slope.

4, So connecting raceways, cables, wireways, cable trays, and busways will be clear of
obstructions and of the working and access space of other equipment.

Coordinate installation of required supporting devices and set sleeves in cast-in-place concrete,
masonry walls, and other structural components as they are constructed.

Coordinate location of access panels and doors for video surveillance items that are behind
finished surfaces or otherwise concealed.

WARRANTY OF CONSTRUCTION

Warrant VASS System work subject to the Article “Warranty of Construction” of FAR clause
52.246-21.

Demonstration and training shall be performed prior to system acceptance.

PART 2 - PRODUCTS

21

A.

2.2

GENERAL

Video signal format shall comply with the NTSC standard composite video, interlaced.
Composite video signal termination shall be 75 ohms.

Surge Protection: Protect components from voltage surges originating external to equipment
housing and entering through power, communication, signal, control, or sensing leads. Include
surge protection for external wiring of each conductor entry connection to components.

Power Connections: Comply with requirements in Section 28 05 00 COMMON WORK
REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY, Part 2, as recommended by
manufacturer for type of line being protected.

Tamper Protection: Tamper switches on enclosures, control units, pull boxes, junction boxes,
cabinets, and other system components shall initiate a tamper-alarm signal when unit is opened
or partially disassembled. Control-station, control-unit alarm display shall identify tamper alarms
and indicate locations.

CAMERAS

All Cameras will be EIA 330 and UL 1.Minimum Protection for Power Connections 120 V and
more: Auxiliary panel suppressors shall comply with requirements in Section 28 05 00
COMMON WORK REQUIREMENTS FOR ELECTRONIC SAFETY AND SECURITY, Part 2.

Video Surveillance
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Minimum Protection for Communication, Signal, Control, and Low-Voltage 983 compliant as

well as:

1. Will be charge coupled device (CCD cameras and shall conform to National Television
System Committee (NTSC) formatting.

2. Fixed cameras shall be color and the primary choice for monitoring following the activities
described below. Pan/Tilt/Zoom (P/T/Z) cameras shall be color and are to be utilized to
complement the fixed cameras.

3. Shall be powered by either 12 volts direct current (VDC) or 24 volts alternate current
(VAC). Power supplies shall be Class 2 and UL compliant and have a back-up power
source to ensure cameras are still operational in the event of loss of primary power to the
VASS System.

4, Shall be powered over Ethernet. Network switches supporting POE cameras shall have a
back-up power source to ensure cameras are still operational in the event of loss of
primary power to the VASS System.

5. Shall be rated for continuous operation under the environmental conditions listed in Part
1, Project Conditions.

6. Will be home run to a monitoring and recording device via a controlling device such as a
matrix switcher or network server and monitored on a 24 hour basis at a designated
Security Management System location.

7. Each function and activity shall be addressed within the system by a unique user defined
name, with minimum of twenty (20) characters. The use of codes or mnemonics
identifying the VASS action shall not be accepted.

8. Shall come with built-in video motion detection that shall automatically monitor and
process information from each camera. The camera motion detection shall detect motion
within the camera's field of view and provide automatic visual, remote alarms as a result
of detected motion.

9. Shall be programmed to digitally flip from color to black and white at dusk and vice versa
at low light conditions.

10. 10. Will be fitted with AI/DC lenses to ensure the image quality under different light
conditions.

11. P/T/Z cameras shall be utilized in a manner that they complement fixed cameras and
shall not be used as a primary means of monitoring activity.

12.  Dummy or fake cameras will not be utilized at any time.

13.  Appropriate signage shall be designed, provided, and posted that notifies people that an

area is under camera surveillance.

VIDEO MANAGEMENT SYSTEM (ANALOG)

The Video Management System (VMS)shall provide features and functions as specified below:

1.
2.

Supports minimum of 20 client connections.

The Video Management System shall be capable of recording more than 32 days on 1.6
TB of internal hard drive storage using the following parameters:

Resolution — 4CIF

Video Mode — NTSC

Quality — Normal

Sensitivity — Normal

Number of Cameras — 16

Record Audio — On

g. Motion 50%

The Digital Video Management System shall, at a minimum, combine multiplexing, alarm
detection, video motion detection, video, audio, and text recording.

~poooTw®

System Chassis

1.

The Video Management System must utilize a chassis no larger than three rack units in
height, and be suitable for either desktop or rack mount installations. The unit must fit
within a standard video rack as well as a server rack.

Video Surveillance
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2. The Video Management System’s chassis shall include three indicator lights easily
viewed from the front panel. These indicator lights must be colored red, yellow, and
green to signify system status.
3. The Video Management System’s chassis shall incorporate a minimum of four front
accessible, swappable drive bays. The bays must be behind a locking front cover that
restricts access not only to the drives, but also to the power switch and reset switch.

Operating System

1. The Video Management System’s operating system and application must be installed on
a separate solid-state system drive (flash memory card), with no moving parts to wear out
or falil, to reduce the risk of system failure. Units with the operating system and/or
application installed on a hard drive are not acceptable.

Recording

1. The Digital Video Management System shall use record mode settings as continuous or
event activated.

2. The Digital Video Management System shall provide for simultaneous recording,
playback, transmitting, database searching and archiving.

3. The unit must simultaneously record, play back and archive video, text and audio while

using sophisticated search functions to define and find only those important events that
meet certain criteria. The system must also have the ability to host multiple remote users,
archive data, and search for data, all while recording multiple video and text streams.

4, The Video Management System shall offer recording rates of up to 480 ips at 1CIF, 480
ips at 2CIF, and 480 ips at 4CIF. The unit shall be able to mix record speeds and quality
settings on a “per camera” basis.

5. The Video Management System shall have the ability to capture critical information with
higher frame rates for certain cameras, and assign the remainder of the available images
per second (ips) to non-critical cameras.

6. The Video Management System shall be available with up to 4 TB of internal hard drive
storage.
7. The Video Management System’s recording format must give each image a unique

identification “stamp” to ensure even though the file structure is PC compatible, the
original video images cannot be altered or modified, enabling a solid chain of evidence.

8. The Video Management System shall be able to store recorded video on the RAID
Storage System (RSS) via an iSCSI interface.
9. The Video Management System shall be able to manage storage of video, audio and text

by exporting to Network Attached Storage (NAS), Storage Area Network (SAN) and
Direct Attached Storage (DAS) devices using optional software.

Network Access
1. The Video Management System shall provide network access through two internal
network connections that support 1/10 GB network operation.

User Interface

1. The Video Management System’s user interface must be easy to use, allowing the user
to access all operations using one-click buttons, pull-down menus, adjustable sliders, and
tabbed screens.

2. The Video Management System shall include the ability to accept text through a network
connection, as well as through a serial input with an RS-232 connection. The unit shall
be able to mix serial inputs and TCP/IP inputs in any combination up to 16 channels of
text.

3. The system shall provide ability for user to specify text criteria, such as a specific ASCII
text stream, to schedule recording and search for video, allowing for recording only the
video associated with the specified text.

Live Video Display

Video Surveillance
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1. The Digital Video Management System’s live video display must provide real-time motion
in any screen format (full, 2x2, 3x3, and 4x4). The operator shall have the ability to
expand any view to full screen with a single click of the mouse.

H. Self-Monitoring Analysis
1. The Digital Video Management System must incorporate Self-Monitoring Analysis and
Reporting Technology (S.M.A.R.T.), incorporating a suite of advanced diagnostics that
monitor the internal operation of a drive and provide early warning for many types of
potential problems. This shall allow for the drive to be repaired or replaced before any
data is lost or damaged.

l. External Storage
1. Using the integrated CD/DVD writer (CD-RW or DVD-RW), the Digital Video
Management System shall allow users to save video, audio, and text to a standard
recordable CD or DVD. The option to include the player software on the CD or DVD shall
be available so that no additional software needs to be purchased. The unit must include
the ability to export the latest video, audio, and text to a CD or DVD until the CD or DVD

is full.
J. Alarm Recording Settings:
1. The Digital Video Management System shall allow for the following Alarm Recording
settings:
a. Image Rate
b. Quality
C. Sensitivity

K. Adjustable Alarm Duration
1. The Digital Video Management System shall incorporate an adjustable alarm duration
with the pre-alarm and minimum alarm duration programmable from five seconds to five
minutes. The units must also allow programmable recording times (alarm schedules) for
each day of the week, in thirty minute increments.

L. Supported Dome Camera handlers
1. The Digital Video Management System shall work with the following dome camera
handlers: AD168, MP48, AD1024 matrix, VM96RTT, RS422 Dome Control,
VM16/ADTT16, VM16E/ADTT16E, Pelco Matrix Switch (models 6700, 6800, 8500, 9500,
9750 or 9760 Pelco P, Pelco D, Bosh, Autodome, BBV Starcard and USB-CCTV.

M.  Alarm-Triggered Dome Events
1. The Digital Video Management System must include alarm-triggered dome events,

allowing the operator to configure domes to respond to alarm conditions via Network
Client™ or Intellex GUI (using supported dome control handlers). The event can be a
motion filter (motion detection, perimeter protection, light change and motion exception),
a wired alarm, video loss, or a manually generated alarm. The unit must have the ability
to move a single dome, or multiple domes, to preset positions or patterns. This feature
must be supported by the dome.

N. Email Support
1. The Digital Video Management System must include the ability to send an email via an

email server to anyone, or any group, based upon an event. The events must include,
but not necessarily limited to, the following:

System Event

Video Loss

Generated Alarm

Any Filter Alarm

Any Input Alarm

Individual Camera Alarm

~poooTw

0. API Support
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The Digital Video Management System shall easily integrate with third party software
application using an Application Programmers Interface (APIl). The manufacturer of the
unit shall offer a Software Developers Kit (SDK) to select third party manufactures, in
addition to sample modular programs with their source codes in both Visual Basic and
Visual C++, allowing programmers to develop their own software to control the unit’s
functions.
The Digital Video Management System’s API must be backwards compatible with
previous versions of the software equal to or greater than v3.2

Recorded Event Search

1.

In order to instantly retrieve recorded video of any event, the Digital Video Management
System shall use a patented search feature to filter through hours of video to find only the
essential events. The operator must have the ability to isolate video containing motion,
and find video where perimeters were crossed, lights were turned on or off, alarms were
triggered, and numerous additional scenarios.

In addition to the standard motion based mode, using advanced video analysis tools, the
Digital Video Management System shall enable the user to schedule recording and
search for video if the movement of an object meets specified size, speed, direction and
Motion Exception criteria.

Covert Camera Operation:

1. The Digital Video Management System shall include the ability to configure up to 15
cameras for “covert” operation, restricting their use to only those who are authorized.

Activity Log:

1. To provide for more effective security management, the Digital Video Management
System must also allow for audits of the activity log to monitor changes to the settings
and configurations. The activity log shall include, but not necessarily be limited to, the
following information:

a. User Name — Login name of the user
b. Date/Time — Date and Time the action was performed
C. Access Loc — Whether the action was local to the unit or done through remote
software
d. Category — The actions category
e. Activity — The action performed within the category
f. Data — Description of the action
2. The operator shall have the ability to export the entire log file, export the displayed log

file, print the log file, or print the displayed log file locally and remotely through Network
Client v4.3 software.

Antivirus Protection

1.

The Digital Video Management System shall be compatible with the leading brands of
anti-virus software in order to detect and deactivate malicious software that may attempt
to attack the system.

Remote Configuration and Management software:

1.

The Digital Video Management System must include support for Remote Configuration
and Management software to allow a user to remotely configure the unit, view live video,
or select video segments by time, date, alarm, or search results. The operator must have
the ability to save, annotate, and organize copied video into “incident folders” to aid with
investigations.

The remote management software must allow for up to 64 live video sessions, allowing
the operator to view up to sixty four different cameras, from up to 64 different remote
sites, simultaneously.

The remote management software shall also allow the exporting of video clips to an .avi
file to play on any Microsoft Windows based PC. The software shall have the ability to
enhance, print, or convert the individual images to standard formats.

Video Surveillance
282300- 9



u.

V.

W.

X.

4.

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334

09-01-11

The remote management software shall allow an operator to select units, cameras, and
timeframes for automatic retrieval of video clips to an operators PC. This allows for
downloads to be scheduled during times that network traffic restrictions are not an issue.

Playback and Multi-screen Playback
The Digital Video Management System shall incorporate playback and multi-screen
playback functionality to allow the user to locate and select a single stored image to be
enhanced using tools. The tools shall include, but not necessarily be limited to, the
following:

1.

S3TATTS@Too0T

Brightness
Contrast

Hue

Saturation
Lightness
Balance Light
Edge Detect
Enhance Light
Noise Reduction
Sharpen
Sharpen More
Smooth

Smooth More
Brightness Chart

Browser Client
A browser-based viewer (Browser Client) must also be available free of charge, enabling
users to host and customize their own website to provide live viewing of the Digital Video
Management System through a standard browser interface. Multiple viewers shall have
the ability to access video and control domes remotely.

1.

Minimum Performance Specifications

Power Supply

100-240 VAC, 50/60 Hz, 3.0/1.5A

Physical Characteristics:

Rack Mount Chassis Version

Unit Dimensions (HxWxD) 130 mm
(5.125”) High , 429 mm (16.895") Wide, 546
mm (21.5”) Deep

Rack Height Three (3) units

Desktop Chassis Version(HxWxD) 130
mm (5.125”) High429 mm (16.895”) Wide546
mm (21.5”) Deep

Environmental Requirements

Operating Temperature 5° to 35° C (41° to 95°
F)

Humidity 5%-95% RH non-
condensing

Regulatory

Immunity EN50130-4 (1996) (An
Uninterruptable Power Supply must be used
to fully comply with EN50130-4)

MATRIX SWITCHER

1.

1
a.
b.
c
d

Allow for centralized user manageme
Provide live viewing of all cameras.

The matrix switcher shall meet the following minimum requirements:
Take multiple camera inputs and route them to multiple monitoring stations.

nt controlling configurations.

Provide P/T/Z, focus, and iris control of all unitized cameras.

Video Surveillance
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Be expandable to allow for the addition of multiple cameras and monitoring
stations over the life of the system visual identification system by utilizing input and
output video and controller cards.
Input cards shall allow for the addition of a minimum of four (4) camera inputs per
card.
Output cards shall allow for the addition of a minimum of eight (8) outputs per card.
Have the ability to be programmed either locally or remotely.
Remotely operate multiple cameras from multiple stations.
Be able to fully interface with a digital video recorder (DVR) for recording of all
events.
Utilize RS-232 or fiber optic connections for integration with the SMS computer
station via a remote port on a network hub.
Shall have an alarm interface that is compatible with all associated security
subsystems. Alarm inputs shall be via either a relay or an EIA ANSI/EIA/TIA-232-F
interface. The interface shall allow for a minimum of 24 alarm inputs and 12 alarm
outputs.
The switcher response time to an alarm input shall not be less than 200
milliseconds from the time an alarm is sensed until a picture is displayed on a
monitor.
The switcher shall have a built in buffer to allow for back-log of alarms. These
alarms shall be viewable by an operator.
Be addressable in the event multiple matrix switchers are connected to the SMS.
Be configured, i.e. camera names, monitor names, sequences, alarms and alarm
actions, etc. utilizing the configuration program and tools provided by the matrix
manufacturer.

The matrix switcher shall meet the following minimum input/output requirements:

Camera inputs 16

Video outputs 4

Keyboard/Controller Outputs 4

Alarm inputs 323

The matrix switcher will have the following components and technical characteristics:

a.

Main Unit:

Functions Monitor control Camera selection, tour sequence, group
sequence, group preset, OSD display, Camera/Receiver control
via coaxial or RS-485 cable communication, Recorder control

Alarm control Alarm event, Alarm Acknowledge, Alarm reset, Alarm
suspension, Alarm History Display, Timer event, and Camera
event

RS-485 (Camera)Port | 6-conductor modular jack x 12 (2- wire or 4-wire communication,

With termination switches (MODE 1 to 4))

Extension Port 6-conductor modular jack x 2(With a (EXTENSION 1 IN, OUT)
termination switch (TERM: ON, OFF))
Extension Port 37-pin D-sub connector x 2(EXTENSION IN 2 or 3)
Extension Port 37-pin D-sub connector x 2(EXTENSION OUT 2 or 3)
b. Input Board:

Video Surveillance
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Camera Input 1V P-P/75 Ohm (BNC), composite video signal 0.5 V P- P/75
Ohm data signal and 2.5 V P-P/75 Ohm (25 pin D sub connector
x 4)
Alarm Input N.O. (Normally Open contact) or N.C. (Normally Close contact)
selectable x 32 (37 pin D sub connector)
C. Output Board:

Monitor Output 1V P-P/75 Ohm (BNC)

Alarm Output Open collector output x 32, Max. 24 VDC, 100 mA

Extension Port 6-conductor modular jack x 2

Serial Port 9-pin D-sub connector x 2

IP Network Encoder

1.

2.
3.
4,

The units shall be used for video monitoring and surveillance over IP networks. IP

Network Encoder shall encode analog video to MPEG-4 digital video.

The encoder shall use MPEG-4 compression for distribution of images over a network.

The encoder shall be rack mounted unit.

The encoder shall include, but not be limited to the following:

a. The encoder shall use “hybrid” technology in providing both analog and network
connections with the purpose of allowing users to integrate existing equipment and
digital IP products.

1) The encoder shall provide one composite video input(s).
2) The encoder shall provide one Ethernet connection.
b. The encoder shall have the following digital resolution:
1)  D1:720x576 (NTSC); 720x480 (PAL)
2) CIF: 352 x 288 (NTSC); 352 x 240 (PAL)
3)  QCIF: 160 x 144 (NTSC); 160 x 112 (PAL)

C. The encoder shall have a digital frame rate of up to 30 frames per second (NTSC)
at 720x480 resolution or 25 fps (PAL) at 720x586 resolution.
d. The encoder/decoder shall use the following protocols:
1) TCP/IP
2) UDP/IP
3) DHCP

4) Multicast
5) Data Throttle
6) Heart beat
e. The encoder shall have the following connectors:
1) Power connector: 3-pin male — for connecting the external power supply
2) I/O connector: 16-pin male — for connecting alarm, audio, RS-232, RS-485
input and output
3) Video I/O connector: SVHS style — for input and output connection of two
composite monitors
4) Ethernet port: RJ-45 — for connecting to a network
f. The encoder/decoder shall have the following indicators:
1) Power LED
2) Link — indicates activity on the Ethernet port
3) Tx activity
4) Rx activity
g. The encoder shall have the following additional specifications:
1) Video
a) Video signal input: 1 V p-p £10% 75 ohms, autosensing

Video Surveillance
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b) Input termination: 75 ohm
c) Video compression standard: MPEG-4
d) Audio compression standard: MPEG-1 Layer 2
2) Audio
a) Audio input: 315 mV, 40 kOhms, unbalanced
b) Audio output: 315 mV, 600 ohms, unbalanced
3) Electrical
a) External power supply: 100 to 240 VAC
b) Output voltage: 13.5V, 1.33 A
C) Power consumption: 0.5 W maximum

DIGITAL BASED VIDEO MANAGEMENT SYSTEM

Key Features

1.

2.

3.

10.

11.

12.

13.

14.

Open Platform: Open API/SDK, supports seamless integration with third party
applications.

Multi-server and multi-site video surveillance solution: Unlimited recording of video from
IP cameras, IP video encoders and selected DVRs with analog cameras.

Optimized Recording Storage Management: Unique data storage and archiving solution
that combines superior performance and scalability and cost efficient long-term video
storage

Wide IP camera and device support: Supports connection of more than 839 IP cameras,
IP video encoders and selected DVR models from over 79 different vendors through
dedicated device integration

ONVIF™ and PSIA compliant: Supports ONVIF™ and PSIA compliant cameras and
devices

Wide compression technology support: Supports the news compression methods;
MPEG4 ASP, MXPEG and H.264, besides MJEPG and MPEG4

System configuration wizards: Guides the user through the process of adding cameras,
configuring video and recording, adjustment of motion detection and user configuration
Sequence Explorer: Displaying sequences and time intervals in thumbnail pre-views, the
Sequence Explorer gives unparalleled visual overview of recorded video combined with
smooth navigation

Overlay buttons: Intuitive control of cameras, camera-integrated devices and other
integrated systems- directly from the camera view

Independent Playback: Instant and independent playback function allows you to
independently playback recorded video for one or more cameras, while in live viewing or
playback mode

Built-in Video Motion Detection: Independent of camera model and supporting up to 64
cameras simultaneously per server

Multiple language support: Let operators use the system in their native language with
support for 20 different languages

Multi-channel, two-way audio: Communicate with people at gates/entrances or broadcast
messages to many people at once with multichannel, two-way audio

Fast evidence export: Quickly deliver authentic evidence to public authorities by exporting
video to various formats, including video from multiple cameras with viewer, logs, and
user notes included

Administration Features

1.

2.

3.

Single Management Application: A new Management Application provides a consolidated
single point management access to Recording Servers.

System configuration wizards: Guides the user through the process of adding cameras,
configuring video and recording, adjustment of motion detection and user configuration.
Automated device discovery: Enables fast discovery of camera devices using methods
such as Universal Plug And Play, Broadcast and IP Range scanning.

Video Surveillance
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Smart bulk configuration option: Change settings across multiple devices simultaneously
and in a very few clicks.
Adaptable application behavior: Guides novice users, while expert users can optimize the
application for efficient use.
Export/import of system and user configuration data: System backup for reliable system
operation and fast system recovery. System cloning for efficient rollout of multiple
systems with the same, or similar, configuration.
Import of off-line configuration data: Enabling off-line editing of configuration data,
including camera and device definitions.
Automatic system restore points: A 'Restore Point' is created each time a configuration
change is confirmed.
Enables easy rollback to previously defined system configuration points and enables
cancelation of undesired configuration changes and restoration of earlier valid
configurations.

Integration Options

1.

4,

5.

Open Software Development Kit (SDK) makes it possible to video enable your business
processes, through seamless integration of third party applications, such as video
analytics, access systems, etc.

Compatible with Central for alarm overviews and operational status in larger video
surveillance installations.

Integrate with physical access control systems, alarms, gates, building management
systems, etc. using hardware /O, internal events and TCP/IP events

Create, import and use HTML pages for navigation between views or to trigger a Smart
Wall preset

Develop third party plug-ins for the Smart Client to expand with new functionality

Server Modules

1.

© o~

10.

11.

Recording Server

a. Simultaneous digital multi-channel video and audio recording and live viewing
(relaying).

b. Two-way audio enables integrated control of microphones and speakers
connected to IP devices.

C. Bandwidth optimized multi-streaming by splitting a single camera video stream to

differentiated streams for live view and recording, where each can be optimized
independently with respect to frame rate and resolution.

d. Connectivity to cameras, video encoders and selected DVRs supports MIJPEG,
MPEG4, MPEG4 ASP*, H.264* and MxPEG.
e. Auto-detect camera models during setup.

Flexible multi-site, multi-server license structure charged per camera.

Unlimited number of installed cameras; simultaneous recording and live view of up to 64
cameras per server.

Recording technology: secure high speed database holding JPEG images or MPEG4 and
MXPEG streams including audio.

Recording speed: 30+ frames per second per camera, limited only by hardware.
Recording quality depends entirely on camera and video encoder capabilities: no
software limitation.

Start cameras on live view requests from clients.

Unlimited recording capacity with multiple archives possible per day.

Hourly to daily database archiving with optional automatic move to network drive saves
storage capacity on the local server — with images still available transparently for
playback

Built-in, real-time, camera independent motion detection (VMD); fully adjustable
sensitivity, zone exclusions, recording activation with frame rate speed up, and alert
activation through email or SMS.

Start recording on event.
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Client initiated start of recording based on pre-defined recording time and access
privileges.
Pan Tilt Zoom (PTZ) preset positions, up to 50 per camera.
Absolute* and relative PTZ positioning.
PTZ go-to preset position on events.
Combine PTZ patrolling and go-to positions on events.
Set multiple patrolling schedules per camera per day: i.e. different for day/night/weekend.
PTZ scanning on supported devices: viewing or recording while moving slowly between
PTZ positions.
VMD-sensitive PTZ patrolling among selected presets allows sending of Wipe and Wash
commands to supported PTZ models.
On pre-defined events Matrix remote commands are automatically sent to display live
video remotely on computers running the Matrix Monitor or the Smart
Client with Matrix Plug-in.
a. Flexible notification (sound, e-mail and SMS) and camera patrolling scheduling,
triggered by time or event.

Recording Server Manager

agrONE

Local console management of the Recording Server accessible from the notification area.
Start and stop Recording Server service.

Access to Recording Server configuration settings.

Access to Recording Server help system.

View system status and log information.

Image Server

El

7.
8.

Remote access for Smart and Remote Clients.

Built-in web server for download and launch of clients and plug-ins.

Set up one Master and multiple Slave Servers.

Authenticate access based on Microsoft Active Directory user account, or user name and
password.

Authorize access privileges per Microsoft Active Directory user account/group, user
profile or grant full access.

User profiles control access to: Live view, PTZ, PTZ presets, Output control, Events,
Listen to microphone, Talk to speaker, Manual recording; Playback, AVI export, JPG
export, DB export, Sequences, Smart Search and audio. As well as Set up views, Edit
private views and Edit shared public views.

Audit logs of exported evidence by user and file.

Audit logs of client user activity by time, locations and cameras.

Recording Viewer

1.

Playback recorded video and audio locally on the

Recording Server.

1.
2.
3.

4,
5.

View up to 16 cameras time-synched during playback.

Scrollable activity timeline with magnifying feature.

Instant search on recordings based on date/time and activity/alarm (Video Motion
Detection).

‘Smart Search’ for highlighted image zones and objects.

Evidence can be generated as a printed report, a JPEG image, an AVI film or in the
native database format.

Export audio recordings in WAV or AVI format.

Export video digitally zoomed to view area of interest only and to minimize export
footprint size.

Export ‘Evidence CD’ containing native database and Recording Viewer for instant, easy
viewing by authorities.

Encryption & password protection option for exported recordings and files.

Ability to add comments to exported evidence, also encrypted.
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11. Option to send email.

12. De-interlacing of video from analog cameras.

13. IPIX technology for PTZ in 360° recorded images.

PDA Server

1. Remote access for PDA Client.

2. Handle login and session requests between PDA clients and Image Server.

3. Resize video surveillance images to fit the screen layout of PDA Client.

J. Smart Client Module

1. Smart Client includes all the features of Remote Client plus more:

2. Installed per default on Recording Server for local viewing and playback of video and
audio.

3. Start recording on cameras for a pre-defined time (default 5 minutes). Subject to
privileges set by administrator.

4, * Independent Playback capability allows for instant playback of recorded video for one or
more cameras, while in live and playback mode

5. Live view digital zoom allows zoomed-out recordings while the operator digitally can
zoom in to see details.

6. 'Update On Motion Only’ optimizes CPU usage by letting motion detection control
whether the image should be decoded and displayed or not. The visual effect is a still
image in the view until motion is detected.

7. Shared and private camera views offer 1x1 up to 10x10 layouts in addition to asymmetric
views.

8. Views optimized for both 4:3 and 16:9 screen ratios.

9. Multiple computer monitor support with a main window and any number of either
windowed or full screen views.

10. Hotspot function for working in details with a camera selected from a view containing
multiple cameras.

11. Carousel function allows a specified view to rotate between pre-defined cameras with
individual timing and order with multiple appearances. Carousel function can be
controlled allowing the operator to pause carousel function and to switch to previous or
next camera.

12.  Overlay buttons provides intuitive control of cameras, camera-integrated devices and
other integrated systems- directly from the camera view

13.  Matrix function to view live video from multiple cameras through the Image Server in any
view layout with customizable rotation path, remotely controlled by Smart

14. Clients or Recording Servers sending Matrix remote commands

15. Send Matrix remote commands to display live video remotely on computers running the
Matrix Monitor or the Smart Client with Matrix Plug-in.

16. Cameras’ built-in audio sources available in live and in playback.

17. Separate pop-up window displaying sequences and time intervals in thumbnail pre-views,
the Sequence Explorer gives unparalleled visual overview of recorded video combined
with smooth navigation

18. Presents recorded sequences for individual cameras, or all cameras in a view

19. Seamlessly available in both Live and Playback modes

20. Smooth navigation with sliding preview and “drag-and throw” function for video
thumbnails

21. Instant playback of video sequences

22.  Application Options allows users to adapt the layout and personalize the application to

their particular preferences

Remote Client

1.

View live video or playback recordings for 1-16 cameras simultaneously; from the same
or different servers.
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2. Advanced video navigation including fast/slow playback, jump to date/time, single step
and video motion search.

3. Individual views can be user-defined in various layouts: view or playback camera images
from multiple servers simultaneously in the same view.

4, Shared views can be managed centrally via the server with admin/user rights and user
groups.

5. Import static or active HTML maps for fast navigation to cameras and good premise
overviews.

6. Control output port relay operation, for example control of gates.

7. Quick overview of sequences with detected motion and preview window.

8. Quick overview of events/alerts.

9. Control PTZ cameras remotely, also using preset positions.

10. Remote PTZ Point-and-Click control

11. Remote PTZ zoom to a marked rectangle.

12. Take manual control over a PTZ camera that runs a patrolling scheme; after a timeout
with no activity the camera reverts to its scheduled patrolling.

13. IPIX 1x2 or 2x2 ‘Quad View’ for viewing all 360° at once.

14.  Optional video compression in streaming from server to client gives better use of
bandwidth.

15. Create AVI files or save JPEG images.

16.  Print incident reports with free-text user comments.

17. System logon using user name and password.

18.  System logon using Microsoft Active Directory user accounts.

PDA Client

1. View live or playback video from a single server or from multiple servers in half-screen or
full-screen formats.

2. In live view you can control Pan/Tilt/Zoom cameras manually or use preset positions, and
control the cameras’ output relays to trigger external actions like opening doors or gates,
turning on lights, etc.

3. To find recordings, you can jump to specific time/date or to next detected motion, or use
motion detection sequence overviews.

4, When viewing recordings, you can playback at variable speed or single step image by
image.

5. The PDA client shall connect to the VMS server using any IP connection; typically
wireless LAN, GPRS, etc.

6. Video compression from the server to PDA optimizes bandwidth usage.

7. System logon using user name and password.

Matrix Monitor

1. Virtual Matrix showing live video directly from up to 4 cameras at a time triggered
remotely by Matrix remote commands.

2. Camera view shifts by FIFO (first-in-first-out)

3. Multiple events can control a single Matrix monitor and single events can control multiple

monitors.

Minimum System Requirements VMS Server

1.

HW Platform:

a. Minimum 2.4 GHz CPU and 1 GB RAM (2.4 GHz dual core processor and 2 GB
RAM or more recommended).

b. Minimum 1 GB disk space available, excluding space needed for recordings.

a. Microsoft® Windows® XP Professional (32 bit or 64 bit*), Windows Server 2003
(32 bit or 64 bit*), Windows Server 2008 R1/R2 (32 bit or 64 bit*), Windows
Vista™ Business (32 bit or 64 bit*), Windows Vista Enterprise (32 bit or 64 bit*),
Windows Vista Ultimate (32 bit or 64 bit*), Windows 7 Professional (32 bit or 64
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bit*), Windows 7 Enterprise (32 bit or 64 bit*) and Windows 7 Ultimate (32 bit or 64
bit*).
3. Software:
a. Microsoft .NET 3.5 Framework SP1, or newer.
b. DirectX 9.0 or newer required to run Playback Viewer application.

4,

Minimum System Requirements PDA Server
1. HW Platform:
a. Minimum 2.4 GHz CPU and 1 GB RAM (2.4 GHz dual core processor and 2 GB
RAM or more recommended).
b. Minimum 1 GB disk space available.
2. os:
a. Microsoft Windows XP Professional (32 bit or 64 bit*), Windows Server 2003 (32
bit or 64 bit*).
3. Software:
a. Microsoft .NET 2.0 (not compatible with newer versions). Internet Information
Server (11S) 5.1.

Minimum System Requirements VMS Client
1. HW Platform:

a. Minimum 2.4 GHz CPU, 1 GB RAM (more powerful CPU and higher RAM
recommended for Smart Clients running high number of cameras and multiple
views and displays).

2. Graphics Card:
a. AGP or PCI-Express, minimum 1024 x 768 (1280 x 1024 recommended), 16 bit

colors.
3. os:
a. a. Microsoft Windows XP Professional (32 bit or 64 bit*), Windows Server
2003 (32 hit or 64 bit*), Windows Server 2008 R1/R2 (32 bit or 64 bit*), Windows
Vista Business (32 bit or 64 bit*), Windows Vista Enterprise (32 bit or 64 bit*),
Windows Vista Ultimate (32 bit or 64 bit*), Windows 7 Professional (32 bit or 64
bit*), Windows 7 Enterprise (32 bit or 64 bit*) and Windows 7 Ultimate (32 bit or 64
bit*).
4. Software:
a. DirectX 9.0 or newer required to run Playback Viewer application.
b. Microsoft .NET 3.5 Framework SP1, or newer.

Minimum System Requirements VMS Remote Client
1. HW Platform:
a. Minimum 2.4 GHz CPU, RAM 1 GB (2 GB or higher recommended on Microsoft
Windows Vista).
2. OS:
a. Microsoft Windows XP Professional (32 bit or 64 bit*), Windows Server 2003 (32
bit or 64 bit*), Windows Server 2008 R1/R2 (32 bit or 64 bit*), Windows Vista
Business (32 bit or 64 bit*), Windows Vista Enterprise (32 bit or 64 bit*) and
Windows Vista Ultimate (32 bit or 64 bit*), Windows 7 Professional (32 bit or 64
bit*), Windows 7 Enterprise (32 bit or 64 bit*) and Windows 7 Ultimate (32 bit or 64

bit*).
3. Software:
a. DirectX 9.0 or newer required to run Playback Viewer Application Microsoft

Internet Explorer 6.0, or newer, 32 bit version required

Licensing Structure

1. Base Server License
a. An VMS Base Server license is mandatory for installing the product.
2. The Base Server license contains:
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Unlimited numbers of Recording Server licenses
Unlimited numbers of Smart Clients, Remote Clients, PDA Clients and Matrix
Monitor licenses

Camera License

a.
b.

To connect to a camera, a Device License per camera channel is required

In total, for all copies of the product installed under a given Base Server license,
the product may only be used with as many cameras as you have purchased
camera licenses for « Video encoders and DVRs with multiple analog cameras
require a license per channel to operate

Camera Licenses can be purchased in any numbers. To extend the installation
with additional Camera Licenses, the Base Server License number (SLC) is
required when ordering.

Client License:

a.

All client modules are not licensed and can be installed and used on any number
of computers.

S. IP NETWORK DECODER

The unit shall be used for video monitoring and surveillance over IP networks. Network
decoder shall decode MPEG-4 digital video to analog video.

The decoder shall use MPEG-4 compression for efficient distribution of images over a

1.

2.

3.

network.

The decoder shall be available as a standalone unit that can be horizontally or vertically

mounted.

The decoder shall include, but not be limited to the following:

a. The decoder shall use “hybrid” technology in providing both analog and network
connections with the purpose of allowing users to integrate existing equipment and
digital IP products.

1) The decoder shall provide one composite video input and output connection.
2) The decoder shall provide one Ethernet connection.
b. The decoder shall have the following digital resolution:
1)  D1:720x576 (NTSC); 720x480 (PAL)
2) CIF: 352 x 288 (NTSC); 352 x 240 (PAL)
3)  QCIF: 160 x 144 (NTSC); 160 x 112 (PAL)

C. The decoder shall have a digital frame rate of up to 30 frames per second (NTSC)
at 720x480 resolution or 25 fps (PAL) at 720x586 resolution.

d. The decoder shall use the following protocols:

1) TCP/IP
2) UDP/IP
3) DHCP
4) Multicast
5) Data Throttle
6) Heart beat
e. The decoder shall have the following connectors:

1) Power connector: 3-pin male — for connecting the external power supply

2) I/O connector: 16-pin male — for connecting alarm, audio, RS-232, RS-485
input and output

3) Video I/O connector: SVHS style — for input and output connection of two
composite monitors

4) Ethernet port: RJ-45 — for connecting to a network

The decoder shall have the following indicators:

1) Power LED

2) Link — indicates activity on the Ethernet port

3) Tx activity

4) Rx activity

The decoder shall have the following additional specifications:

Video Surveillance
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Video
1) Video signal output: 1 V p-p into 75 ohms
2) Input termination: 75 ohm

3) Video compression standard: MPEG-4

4) Audio compression standard: MPEG-1 Layer 2
b. Audio

1) Audio input: 315 mV, 40 kOhms, unbalanced
2) Audio output: 315 mV, 600 ohms, unbalanced
Electrical

1) External power supply: 100 to 240 VAC

2) Output voltage: 13.5V, 1.33 A

3) Power consumption: 0.5 W maximum

VIDEO DISPLAY EQUIPMENT

Video Display Equipment

Will consist of color monitors and shall be EIA 375A compliant.

Shall be able to display analog, digital, and other images in either NTSC or MPEG format
associated with the operation of the Security Management System (SMS).

1.
2.

3.

Shall:
a.

b.
c.
d.

Have front panel controls that provide for power on/off, horizontal and vertical hold,
brightness, and contrast.

Accept multiple inputs, either directly or indirectly.

Have the capabilities to observe and program the VASS System.

Be installed in a manner that they cannot be witnessed by the general public.

Color Video Monitors Technical Characteristics:

Sync Format PAL/NTSC
Display Tube 90° deflection angle
Horizontal Resolution 250 TVL minimum, 300 TVL typical
Video Input 1.0 Vp-p, 75 Ohm
Front Panel Controls Volume, Contrast, Brightness, Color
Connectors BNC

Liquid Crystal Display (LCD) Flat Panel Display Monitor

The 17-inch color LCD monitor shall have a flat screen and 17-inch diagonal viewing area and
consists of an LCD panel, bezel, and stand.

The monitor shall meet or exceed the following specifications:
The monitor shall incorporate a 17.1-inch active matrix TFT LCD panel.

1.

a.

> @~oooT

The pixel pitch of the monitor's LCD panel shall be 0.264 mm horizontal and 0.264
mm vertical.

The monitor shall have a maximum resolution of 500 television lines.

The contrast ratio shall be 500:1.

The typical brightness shall be 250 cd/m?

The monitor shall display at least 16.7 million colors.

The light source for the LCD panel shall have a lifetime of 50,000 hours.

The scan frequency horizontal shall be 30 K to 80 KHz and the scan frequency
vertical shall be 56 to 75 Hz.

The viewing angle for the monitor shall be 170 degrees horizontal and 170
degrees vertical.

The monitor shall have automatic NTSC or PAL recognition.
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3. The monitor shall have a picture-in-picture function.
4, The monitor shall use the following signal connectors:
Video 1.0 V peak-to-peak at 75 ohms
BNC in/out
Y/C (S-video) in/out
Audio in/out
. VGA 15-pin D-Sub
he monitor shall have one/two audio speaker(s).
The speaker shall be 0.5 W minimum.
he monitor shall have the following front control panel buttons:
Power on/off
LED indicator
Mode
Increase (volume)
Decrease (volume)
Up (contrast adjustment)
Down (brightness adjustment)
Menu
. Auto
he monitor shall have the following options for adjustment in an onscreen display menu:
Color
Tint
1) NTSC mode only
a) Brightness
b) Contrast
C) Sharpness
d) Volume
e) Language
f) Scan
Q) Color Temp
h) H-Position
i) Recall

4T T@T0 00T 40 Q0T

oo

The electrical specifications for the monitor shall be as follows:
1. Input voltage shall be 12 VDC/3 A.
2. Power consumption shall be 50 W maximum.

The environmental specifications for the monitor shall be as follows:
1. Operating temperature shall be 32 to 104 degrees Fahrenheit or 0 to 40 degrees Celsius.
2. Operating humidity shall be 10 to 85 percent.

The physical specifications for the monitor shall be as follows:

The monitor shall conform to these compliance standards:
1. FCC
2. CE (EMC/LVD)3. UL

CONTROLLING EQUIPMENT

Shall be utilized to call up, operate, and program all cameras associated VASS System
components.

Will have the ability to operate the cameras locally and remotely. A matrix switcher or a network
server shall be utilized as the VASS System controller.

The controller shall be able to fit into a standard 47.5 cm (19 inch) equipment rack.

Video Surveillance
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Control and programming keyboards shall be provided with its own type of switcher. All
keyboards shall:
1. Be located at each monitoring station.
2 Be addressable for programming purposes.
3. Provide interface between the operator and the VASS System.
4, Provide full control and programming of the switcher.
5 Have the minimum following controls:
programming
switching
lens function
PITIZ
environmental housing
annotation

VIDEO CAMERAS

The cameras shall be high-resolution color video cameras with wide dynamic range capturing
capability.

~poooTw

The camera shall meet or exceed the following specifications:

1. The image capturing device shall be a 1/3-inch image sensor designed for capturing wide

dynamic images.

a. The image capturing device shall have a separate analog-to-digital converter for
every pixel.

b. The image capturing device shall sample each pixel multiple times per second.

C. The dynamic range shall be 95 dB typical and 120 dB maximum.

The camera shall optimize each pixel independently.

The camera shall have onscreen display menus for programming of the camera’s

settings.

4. The signal system shall be NTSC.

2.
3.

The camera shall have composite video output.
The camera shall come with a manual varifocal lens.
The video output shall be composite: 1.0 volts peak-to-peak at 75-ohm load.

Fixed Color Camera
1. The camera shall be a high-resolution color video camera with wide dynamic range
capturing capability.

2. Comply with UL 639.

3. Pickup Device: 1/3 CCD interline transfer.

4, Signal-to-Noise Ratio: Not less than 50 dB, with the camera AGC off.

5. With AGC, manually selectable on or off.

6. Manually selectable modes for backlight compensation or normal lighting.

7. Scanning Synchronization: Determined by external synch over the coaxial cable.
Camera shall revert to internally generated synchronization on loss of external synch
signal.

8. White Balance: Auto-tracing white balance, with manually selectable fixed balance
option.

9. Fixed Color Cameras Technical Characteristics:

Pickup device 1/3" interline transfer CCD
Total pixels NTSC: 811(H) x 508(V)
Effective pixels NTSC: 768(H) x 494(V)
Resolution 500 TV lines
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Sync. System

Internal Sync

Scanning system

NTSC: 525 Lines/60 Fields

S/N ratio

More than 48 dB

Electronic shutter

Auto 1/60 (1/50) ~1/100,000 sec.

Min. illumination

0.2 lux F2.0

Video output

Composite 1.0 Vp-p/75 ohm

White balance

Auto

Automatic gain control

ON

Frequency horizontal

NTSC: 15.734 KHz

Frequency vertical NTSC: 59.94Hz

Lens type Board lens/DC/Al varifocal lens
Focal length 3-12mm

Power source DC12V/500mA or AC24/500mA
Power consumption 3W (Max)

10. Fixed color camera shall be enclosed in dome and have board mounted varifocal lens.
11. Camera accessories shall include:

a. Surface mount adapter
b. Wall mount adapter

C. Flush mount adapter
d.

AUTOMATIC COLOR DOME CAMERA - ANALOG

The camera shall be a high-resolution color video camera with wide dynamic range capturing
capability.

Comply with UL 639.

Pickup Device: 1/3 CCD interline transfer.

Horizontal Resolution: 480 lines.

Signal-to-Noise Ratio: Not less than 50 dB, with the camera AGC off.
With AGC, manually selectable on or off.

Sensitivity: Camera shall deliver 1-V peak-to-peak video signal at the minimum specified light
level. The illumination for the test shall be with lamps rated at approximately 2200-K color
temperature, and with the camera AGC off.

Manually selectable modes for backlight compensation or normal lighting.

Pan and Tilt: Direct-drive motor, 360-degree rotation angle, and 180-degree tilt angle. Pan-
and-tilt speed shall be variable controlled by operator. Movement from preset positions shall be
not less than 300 degrees per second.

Preset positioning: 64 user-definable scenes. Controls shall include the following:

1. In "sequence mode," camera shall continuously sequence through preset positions, with
dwell time and sequencing under operator control.
2. Motion detection shall be available at each camera position.

Scanning Synchronization: Determined by external synch over the coaxial cable. Camera shall
revert to internally generated synchronization on loss of external synch signal.
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282300- 23



Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
09-01-11
L. White Balance: Auto-tracing white balance, with manually settable fixed balance option.

M. Motion Detector: Built-in digital.

N. Dome shall support multiplexed control communications using coaxial cable recommended by
manufacturer.

0. Automatic Color Dome Camera Technical Characteristics:

Effective Pixels 768 (H) x 494 (V)
Scanning Area 1/4-type CCD
Synchronization Internal/Line-lock/Multiplexed Vertical Drive (VD2)
Video Output 1.0 vp-p NTSC composite/75 ohm
H. Resolution 570-line at B/W, or 480-line at color imaging
Signal-to-noise Ratio 50dB (AGC off, weight on)
Super Dynamic || 64 times (36dB) (selectable on/off)
Minimum lllumination 0.06 Ix (0.006 fc) at B/W, 1 1x(0.1 fc)
Zoom Speed Approx. 2.1s (TELE/WIDE) in sequence mode
Focus Speed Approx. 2s (FAR/NEAR) in sequence mode
Iris Automatic (Open/Close is possible)/manual
Maximum Aperture Ratio 1:1.6 (Wide) ~ 3.0 (Tele)
Focal Length 3.79~83.4 mm
Angular Field of View H?2.6°~51.7° V2.0°~39.9°
Electronic Shutter 1/60 (off), 1/100, 1/250, 1/500, 1/1,000, 1/2,000,
1/4,000, 1/10,000 s
Zoom Ratio Optical 22x w/10x electronic zoom
Iris Range F1.6 ~ 64, Close
Panning Range 360° endless
Panning Speed Manual: Approx. 0.1°/s ~ 120°/s 16 steps
Tilting Range 0 ~ 90° (Digital Flip off), 0 ~180° (Digital Flip on)
Tilting Speed Manual: Approx. 0.1°/s ~ 120°/s. 16 steps
Pan/Tilt Manual/Sequential position/Auto Pan
Controls Pan/Tilt, Lens, 64 Preset Positions, Home Position
Video Connector BNC
Controller I/F Multiplex-coaxial
P. Camera accessories shall include:
1. Surface mount adapter
2. Wall mount adapter
3. Flush mount adapter

Q. Indoor/Outdoor Fixed Mini Dome System (IP)

1. The indoor/outdoor fixed mini dome system shall include a built-in 100Base-TX network
interface for live streaming to a standard Web browser.
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2. The network mini dome shall be integrated into the back box design to accept multiple
camera options without modification. The network mini dome shall operate in open
architecture connectivity for third-party software recording solutions.

3. The indoor/outdoor fixed mini dome system shall meet or exceed the following design

and performance specifications.

Imaging Device

1/3-inch imager

Picture Elements

NTSC/PAL 720 (H) x 540 (V)
V)

720 (H) x 540

Dynamic Range

102 dB typical/120 dB maximum (DW/CW
models only)

Scanning System

2:1 interlace (progressive option on CW/DW
models only

Synchronization

Internal

Electronic Shutter Range

Auto (1/15-1/22,000)

Lens Type

Varifocal with auto iris

Format Size

1/3-inch

Focal Length

3.0 mMm-9.5 mm
9.0 mm-22.0 mm

Operation

Iris Auto (DC-drive)
Focus Manual
Zoom Manual

Minimum lllumination

Color (day): 0.8 lux, SENS 8X: 0.2 lux, B-W
(night): 0.08 lux, SENS 8X: 0.02 lux (F1.0, 40
IRE, AGC on, 75% scene reflectance)

Color (day): 0.15 lux, B-W (night): 0.015 lux
(F1.0, 40 IRE, AGC on, 75% scene reflectance)
Color (day): 0.8 lux, SENS 8X: 0.2 lux (F1.0, 40
IRE, AGC on, 75% scene reflectance) 0.2 lux
(F1.0, 40 IRE, AGC on, 75% scene reflectance)

Compression

MPEG-4, MJPEG in Web viewing mode

Video Streams

3, simultaneous

Video Resolutions

NTSC PAL

4CIF 704 x 480 704 x 576
2CIF 704 x 240 704 x 288
CIF 352 x 240 352 x 288
QCIF 176 x 120 176 x 144

Bit Rate

Configurable, 20 kbps to 2 Mpbs per stream

Web User Interface

Environment

Low temperature, indoor/outdoor

Connectors

RJ-45 for 100BASE-TX, Auto MDI/MDI-X
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Cabling CATS5 cable or better for L00BASE-TX
Input Voltage 24 VAC (18-36) or PoE input voltage
Power Consumption 7.5 Watts, 13 Watts with heaters
24VAC: 0.5 Amps, 0.9 Amps with heaters
Alarm Input 10 VDC maximum, 5 mA maximum
Alarm Output 0to 15 VDC maximum, 75 mA maximum
Service Connector Internal to housing for 2.5 mm connector for
NTSC/PAL video outputs
Service Connector 3-conductor, 2.5 mm connector for video output
to optional (IS-SC cable)
Pan/Tilt Adjustment Pan 360°, tilt 80° (20° to 100° range), and
rotation 360°
Light Attenuation smoked bubble, /1.5 light loss; clear bubble,
zero light loss
CERTIFICATIONS CE, Class B
UL Listed
Meets NEMA Type 4X and IP66 standards
4, Accessories
a Pendant mount
b. Wall mount for pendant
c Corner adapter for wall mount
d Pole adapter for wall mount

e.

Megapixel High Definition Integrated Digital Network Camera

1.

2.

3.

10.

The network camera shall offer dual video streams with up to 3.1 megapixel resolution
(2048 x 1536) in progressive scan format.

An alarm input and relay output shall be built in for integration with hard wired external
Sensors.

The network camera shall be capable of firmware upgrades through a network using a
software-based device utility.

The network camera shall offer auto back focus (ABF) functionality through a push button
on the camera. ABF parameters shall also be configurable through a standard Web
browser interface.

The network camera shall offer a video output port providing an NTSC/PAL analog video
output signal for adjusting field of view and focus at the camera.

The network camera shall provide advanced low-light capabilities for color and day/night
models with sensitivity down to 0.12 lux in color and 0.03 lux in black-white (B-W).

The network camera shall have removable IR cut filter mechanism for increased
sensitivity in low-light installations. The sensitivity of IR cut filter removal shall be
configurable through a Web browser.

The network camera shall support two simultaneous, configurable video streams. H.264
and MJPEG compression formats shall be available for primary and secondary streams
with selectable unicast and multicast protocols. The streams shall be configurable in a
variety of frame rates and bit rates.

The network camera shall support industry standard Power over Ethernet (PoE)

IEEE 802.3af to supply power to the camera over the network. The network camera shall
also offer a 24 VAC power input for optional use.
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11. The network camera shall use a standard Web browser interface for remote
administration and configuration of camera parameters.

12. The network camera shall have a window blanking feature to conceal user-defined
privacy areas that cannot be viewed by an operator. The network camera shall support
up to four blanked windows. A blanked area shall appear on the screen as a solid gray

window.

13. The network camera shall support standard IT protocols.
14. The network camera shall support open architecture best practices with a published API

available to third-party network video recording and management systems.
15. Megapixel High Definition Integrated Digital Network Camera Technical Specifications:

09-01-11

Imaging Device

1/3-inch, effective

Imager Type CMOS, Progressive scan
Maximum Resolution 2048 x 1536
Signal-to-Noise Ratio 50 dB

Auto Iris Lens Type DC drive

Electronic Shutter Range 1~1/100,000 sec

Wide Dynamic Range 60 dB

White Balance Range

2,000° to 10,000°K

Sensitivity

f/1.2; 2,850K; SNR, 24dB Color (1x/33ms) 0.50
lux Color SENS (15x/500 ms) 0.12 lux

Mono SENS (15x/500 ms) Mono (1x/33ms)0.25
lux 0.03 lux

Dome Attenuation

Clear Zero light loss
Smoke /1.0 light loss

Compression

H.264 in base profile and MJPEG

Video Streams

Up to 2 simultaneous streams, the second
Stream variable based on the setup of the
primary stream

Frame Rate

Up to 30, 25, 24, 15, 12.5, 12, 10, 8, 7.5, 6.5, 4,
3, 2, and 1 (depending upon coding, resolution,
and stream configuration

Available Resolutions

3.1 MPx2048 x 1536; 4:3 aspect ratio; 2.0 ips
max., 10.0 Mbps bit rate for MIPEG; 3.0 ips
max., 2.6 Mbps bit rate H.264

2.1 MPx1920 x 1080; 16:9 aspect ratio: 15.0 ips
max.,10.0 Mbps bit rate for MIPEG; 5.0 ips
max., 2.7 Mbps bit rate H.264 3.1.9 MPx1600 x
1200; 4:3 aspect ratio; 15.0 ips max.,10.0 Mbps
bit rate for MJPEG; 6.0 ips max., 2.6 Mbps bit
rate H.264

1.3 MPx1280 x 1024; 5:4 aspect ratio; 15.0 ips
max.,10.0 Mbps bit rate for MJIPEG; 8.0 ips
max., 2.5 Mbps bit rate H.264

1.2 MPx1280 x 960; 4.3 aspect ratio; 15.0 ips
max., 9.8 Mbps bit rate for MIPEG,; 9.8 ips
max., 8.5 Mbps bit rate H.264 6.0.9 MPx1280 x
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720; 16:9 aspect ratio; 30.0 ips max.,10.0 Mbps
bit rate for MIPEG; 12.5 ips max., 2.5 Mbps bit
rate H.264

0.5 MPx800 x 600; 4:3 aspect ratio; 30.0 ips
max., 5.8 Mbps bit rate for MIPEG,; 25.0 ips
max., 2.0 Mbps bit rate H.264 8.0.3 MPx640 x
480; 4:3 aspect ratio; 30.0 ips max., 3.7 Mbps
bit rate for MJIPEG; 30.0 ips max.,1.6 Mbps bit
rate H.264

0.1 MPx320 x 240; 4:3 aspect ratio; 30.0 ips
max., 0.9 Mbps bit rate for MJIPEG,; 30.0 ips
max., 0.4 Mbps bit rate H.264

Additional640 x 512, 640 x 352, 480 x 368, 480
X 272,320 x 256, 320 x 176

Supported Protocols

TCP/IP, UDP/IP (Unicast, Multicast IGMP),
UPnP, DNS, DHCP, RTP, RTSP, NTP,IPv4,
SNMP, QoS, HTTP, HTTPS, LDAP(client),
SSH, SSL, STMP, FTP, MDNS(Bonjour), and
802.1x (EAP)

Security Access

Password protected

Software Interface

Web browser view and setup, up to 16 cameras

Connectors RJ-45 for 100Base-TX, Auto MDI/MDI-X
Cable Catb cable or better for 100Base-TX
Input Voltage 24 VAC or PoE (IEEE802.3af class 3)

Power Consumption

6W

Current Consumption

PoE 200 mA maximum
24 VAC, 295 mA nominal; 390 mA maximum

Alarm Input

10 VDC maximum, 5 mA maximum

Alarm Output

0 to 15 VDC maximum, 75 mA maximum

Lens Mount

CS mount, adjustable

Pan/Tilt Adjustment

Pan 368°
Tilt 160° (10° to 170°)
Rotate 355°

16. Accessories

Pendant mount

Wall mount for pendant
Corner adapter for wall mount
Pole adapter for wall mount

Megapixel lens, varifocal, 2.2~6.0 mm, f/1.3~2.0
Megapixel lens, varifocal, 2.8~8.0 mm,f/1.1~1.9
Megapixel lens, varifocal, 2.8~12.0 mm, f/1.4~2.7

a.
b.
C.
d.
e.
17. Recommended Lenses
a
b
c
d Megapixel lens, varifocal, 15.0~50.0 mm, f/1.5~2.1

e.
Indoor/Outdoor Camera Dome System
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1. The indoor/outdoor camera dome system shall include a built-in 100Base-TX network
interface for live streaming to a standard Web browser.
2. The indoor/outdoor camera dome system shall operate in openv architecture connectivity
for third-party software recording solutions.
3. The indoor/outdoor VASS camera dome system shall be a discreet camera dome system

consisting of a dome drive with a variable speed/high speed pan/tilt drive unit with
continuous 360° rotation; 1/4-inch high resolution color, or color/black-white CCD
camera; motorized zoom lens with optical and digital zoom; auto focus; and an enclosure
consisting of a back box, lower dome, and a quick-install mounting.

4. Indoor/Outdoor fixed dome system technical specifications:

Imaging Device 1/4-inch CCD

Picture Elements NTSC/PAL 768 x 494/752 x 582

Dynamic Range 102 dB typical/120 dB maximum (DW/CW
models only)

Scanning System 2:1 interlace

Synchronization Internal

Electronic Shutter Range Auto (1/15-1/22,000)

Lens Type Lens f/1.4 (focal length, 3.4~119 mm; 35X
optical zoom, 12X digital zoom)

Focus Automatic with manual override

Pan Speed Variable between 40001 per second continuous
pan to 0.1° per second

Vertical Tilt Unobstructed tilt of +2J to -920

Manual Control Speed Pan speed of 0.10J to 800 per second, and pan

at 15001 per second in turbo mode. Tilt
operation shall range from 0.10 to 400 per

second

Automatic Preset Speed Pan speed of 4000 and a tilt speed of 2000 per
second

Presets 256 positions with a 20-character label available

for each position; programmable camera
settings, including selectable auto focus modes,
iris level, LowLight™ limit, and backlight
compensation for each preset; command to
copy camera settings from one preset to
another; and preset programming through
control keyboard or through dome system on-
screen menu

128 positions with a 20-character label available
for each position; programmable camera
settings, including selectable auto focus modes,
iris level, LowLight limit, and backlight
compensation for each preset; command to
copy camera settings from one preset to
another; and preset programming through
control keyboard or through dome system on-
screen menu
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Preset Accuracy

+0.10

Zones 8 zones with up to 20-character labeling for
each, with the ability to blank the video in the
zone

Limit Stops Programmable for manual panning,
auto/random scanning, and frame scanning

Alarm Inputs 7

Alarm Output Programming

Auxiliary outputs can be alternately
programmed to operate on alarm

Alarm Action

Individually programmed for 3 priority levels,
initiating a stored pattern or going to a
preassigned preset position

Resume after Alarm

After completion of alarm, dome returns to
previously programmed state or its previous
position

Window Blanking

8, four-sided user-defined shapes, each side
with different lengths; window blanking setting
to turn off at user-defined zoom ratio; window
blanking set to opaque gray or translucent
smeatr; blank all video above user-defined tilt
angle; blank all video below user-defined tilt
angle

Patterns

8 user-defined programmable patterns including
pan/tiit/zoom and preset functions, and pattern
programming through control keyboard or
through dome system on-screen menu

Scheduler

Internal scheduling system for programming
presets, patterns, window blanks, alarms, and
auxiliary functions based on internal clock
settings

Auto Flip

Rotates dome 180° at bottom of tilt travel

Password Protection

Programmable settings with optional password
protection

Compass Display

On-screen display of compass heading and
user-definable compass setup

Camera Title Overlay

20 user-definable characters on the screen
camera title display

Video Output Level

User-selectable for normal or high output levels
to compensate for long video wire runs

Motion Detection

User-definable motion detection settings for
each preset scene, can activate auxiliary
outputs, and contains three sensitivity levels per
zone

Electronic Image Stabilization

Electronic compensation for external vibration
sources that cause image blurring; user
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selectable for 2 frequency ranges, 5 Hz (3-7 Hz)
and 10 Hz (8-12 Hz)

Wide Dynamic Range 128X
Video Output 1 Vp-p, 75 ohms
Minimum lllumination NTSC/EIA 0.55 lux at 1/60 sec shutter

speed (color), 0.063 lux at 1/4 sec shutter
speed (color), 0.00018 lux at 1/2 sec shutter
speed (B-W)

PAL/CCIR 0.55 lux at 1/50 sec shutter
speed (color), 0.063 lux at 1/3 sec shutter
speed (color), 0.00018 lux at 1/1.5 sec shutter

speed (B-W)

Compression

MPEG-4, MJPEG

Video Streams

3, simultaneous

Video Resolutions

NTSC PAL

4CIF 704 x 480 704 x 576
2CIF 704 x 240 704 x 288
CIF 352 x 240 352 x 288

QCIF 176x 120 176 x 144

Bit Rate

Configurable, MPEG-4 30 ips, 2 Mbps for
primary stream, MJPEG 15 ips, 3 Mbps,
MJIPEG

Web User Interface

Environment

Low temperature, indoor/outdoor

Connectors RJ-45 for 100BASE-TX, Auto MDI/MDI-X
Cabling CATS5 cable or better for LOOBASE-TX
Input Voltage T.  18to 32 VAC; 24 VAC nominal

U. 22 to 27 VDC; 24 VDC nominal

Power Consumption

24 VAC 23 VA nominal (without heater);73 VA
nominal (with heater)

24 VDC 0.7 A nominal (without heater);3 A
nominal (with heater)

Alarm Input 7

Alarm Output 1

CERTIFICATIONS CE, Class B
UL Listed

Meets NEMA Type 4X and IP66 standards

1. Accessories

PoooTp

Pendant mount

Wall mount for pendant
Corner adapter for wall mount
Pole adapter for wall mount
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Reinforced Fixed Dome Camera

1.

2.

18.
19.

20.

21.

The dome camera shall be a high-resolution color video camera with wide dynamic range
capturing capability.
The camera shall meet or exceed the following specifications:

a. The camera shall have the form factor as typical of a traditional VASS dome video
camera.
b. The image capturing device shall be a 1/3-inch image sensor designed for

capturing wide dynamic images.
The camera shall optimize each pixel independently.
The camera shall have onscreen display menus for programming of the camera’s
settings.
The signal system shall be NTSC or PAL selectable.
The resolution that the camera provides shall be 470 television lines horizontal and 460
television lines vertical.
The camera shall have 720 horizontal and 540 vertical picture elements.
The scanning system shall be 525/60 lines NTSC or 625/50 lines PAL.
The synchronizing system shall be internal/AC line-lock.
The sensitivity shall be 0.6 lux at f1.2, 30 IRE.
The signal-to-noise ratio shall be 50 dB.
The electronic shutter shall have automatic adjustment, and operate from 1/60 NTSC to
1/100,000 second, automatic.
The camera shall have an automatic white balance range of 2800 to 11000 K.
The camera shall have automatic gain control.
The camera shall include a shroud to conceal the camera’s position inside the dome.
The camera shall have composite video output.
The housing shall have the following specifications:

a. Construction: Aluminum

b. The housing shall be heavy duty and tamper resistant.
C. Dome housing construction: 0.13-in polycarbonate.

d. Finish: Powder coat

The camera shall come with a manual varifocal 4 to 9 mm lens.

The electrical specifications for the camera shall be as follows:

a. Input voltage shall be 24 VAC or 12 VDC.

b. Power consumption shall be 12 VDC, 455 mA; or 24 VAC, 160 mA.

C. Power source shall be universal 18 to 30 VAC or 10 to 30 VDC.

d. Video output shall be composite: 1.0 volts peak-to-peak at 75-ohm load.
The environmental specifications for the camera shall be as follows: Operating
temperature shall be -10 to 45 degrees Celsius or 14 to 113 degrees Fahrenheit.
Accessories shall include:

a. Surface mount adapter
b. Wall mount adapter
C. Flush mount adapter

Indoor/Outdoor Fixed Mini Dome System

1. The indoor/outdoor fixed mini dome system shall include a built-in 100Base-TX network
interface for live streaming to a standard Web browser.

2. The network mini dome shall be integrated into the back box design to accept multiple
camera options without modification. The network mini dome shall operate in open
architecture connectivity for third-party software recording solutions.

3. The indoor/outdoor fixed mini dome system shall meet or exceed the following design
and performance specifications.

Imaging Device 1/3-inch imager

Picture Elements NTSC/PAL 720 (H) x 540 (V) 720 (H) x 540

V)
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Dynamic Range

102 dB typical/120 dB maximum (DW/CW
models only)

Scanning System

2:1 interlace (progressive option on CW/DW
models only

Synchronization

Internal

Electronic Shutter Range

Auto (1/15-1/22,000)

Lens Type

Varifocal with auto iris

Format Size

1/3-inch

Focal Length

3.0 mm-9.5 mm
9.0 mm-22.0 mm

Operation

Iris Auto (DC-drive)
Focus Manual
Zoom Manual

Minimum lllumination

Color (day): 0.8 lux, SENS 8X: 0.2 lux, B-W
(night): 0.08 lux, SENS 8X: 0.02 lux (F1.0, 40
IRE, AGC on, 75% scene reflectance)

Color (day): 0.15 lux, B-W (night): 0.015 lux
(F1.0, 40 IRE, AGC on, 75% scene reflectance)
Color (day): 0.8 lux, SENS 8X: 0.2 lux (F1.0, 40
IRE, AGC on, 75% scene reflectance) 0.2 lux
(F1.0, 40 IRE, AGC on, 75% scene reflectance)

Compression

MPEG-4, MJPEG in Web viewing mode

Video Streams

3, simultaneous

Video Resolutions

NTSC PAL
4CIF 704 x 480 704 x 576
2CIF 704 x 240 704 x 288
CIF 352 x 240 352 x 288
QCIF 176 x 120 176 x 144

Bit Rate

Configurable, 20 kbps to 2 Mpbs per stream

Web User Interface

Environment Low temperature, indoor/outdoor
Connectors RJ-45 for 100BASE-TX, Auto MDI/MDI-X
Cabling CATS5 cable or better for 100BASE-TX
Input Voltage 24 VAC (18-36) or PoE input voltage

Power Consumption

7.5 Watts,13 Watts with heaters
24VAC: 0.5 Amps, 0.9 Amps with heaters

Alarm Input

10 VDC maximum, 5 mA maximum

Alarm Output

0 to 15 VDC maximum, 75 mA maximum
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Service Connector Internal to housing for 2.5 mm connector for
NTSC/PAL video outputs
Service Connector 3-conductor, 2.5 mm connector for video output
to optional (IS-SC cable)
Pan/Tilt Adjustment Pan 360°, tilt 80° (20° to 100° range), and
rotation 360°
Light Attenuation smoked bubble, f/1.5 light loss; clear bubble,
zero light loss
CERTIFICATIONS CE, Class B
UL Listed
Meets NEMA Type 4X and IP66 standards
4, Accessories
a. Pendant mount
b. Wall mount for pendant
C. Corner adapter for wall mount
d. Pole adapter for wall mount

Megapixel High Definition Integrated Digital Network Camera

1.

2.

3.

10.

11.

12.

13.
14.

The network camera shall offer dual video streams with up to 3.1 megapixel resolution
(2048 x 1536) in progressive scan format.

An alarm input and relay output shall be built in for integration with hard wired external
Sensors.

The network camera shall be capable of firmware upgrades through a network using a
software-based device utility.

The network camera shall offer auto back focus (ABF) functionality through a push button
on the camera. ABF parameters shall also be configurable through a standard Web
browser interface.

The network camera shall offer a video output port providing an NTSC/PAL analog video
output signal for adjusting field of view and focus at the camera.

The network camera shall provide advanced low-light capabilities for color and day/night
models with sensitivity down to 0.12 lux in color and 0.03 lux in black-white (B-W).

The network camera shall have removable IR cut filter mechanism for increased
sensitivity in low-light installations. The sensitivity of IR cut filter removal shall be
configurable through a Web browser.

The network camera shall support two simultaneous, configurable video streams. H.264
and MJPEG compression formats shall be available for primary and secondary streams
with selectable unicast and multicast protocols. The streams shall be configurable in a
variety of frame rates and bit rates.

The network camera shall support industry standard Power over Ethernet (PoE)

IEEE 802.3af to supply power to the camera over the network. The network camera shall
also offer a 24 VAC power input for optional use.

The network camera shall use a standard Web browser interface for remote
administration and configuration of camera parameters.

The network camera shall have a window blanking feature to conceal user-defined
privacy areas that cannot be viewed by an operator. The network camera shall support
up to four blanked windows. A blanked area shall appear on the screen as a solid gray
window.

The network camera shall support standard IT protocols.

The network camera shall support open architecture best practices with a published API
available to third-party network video recording and management systems.

Megapixel High Definition Integrated Digital Network Camera Technical Specifications:
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Imaging Device

1/3-inch, effective

Imager Type CMOS, Progressive scan
Maximum Resolution 2048 x 1536
Signal-to-Noise Ratio 50 dB

Auto Iris Lens Type DC drive

Electronic Shutter Range 1~1/100,000 sec

Wide Dynamic Range 60 dB

White Balance Range

2,000° to 10,000°K

Sensitivity

/1.2; 2,850K; SNR, 24dB Color (1x/33ms) 0.50
lux Color SENS (15x/500 ms) 0.12 lux

Mono SENS (15x/500 ms) Mono (1x/33ms)0.25
lux 0.03 lux

Dome Attenuation

Clear Zero light loss
Smoke /1.0 light loss

Compression

H.264 in base profile and MJPEG

Video Streams

Up to 2 simultaneous streams, the second
Stream variable based on the setup of the
primary stream

Frame Rate

Up to 30, 25, 24, 15, 12.5, 12, 10, 8, 7.5, 6.5, 4,
3, 2, and 1 (depending upon coding, resolution,
and stream configuration

Available Resolutions

3.1 MPx2048 x 1536; 4:3 aspect ratio; 2.0 ips
max., 10.0 Mbps bit rate for MIPEG; 3.0 ips
max., 2.6 Mbps bit rate H.264

2.1 MPx1920 x 1080; 16:9 aspect ratio: 15.0 ips
max.,10.0 Mbps bit rate for MJPEG; 5.0 ips
max., 2.7 Mbps bit rate H.264 3.1.9 MPx1600 x
1200; 4:3 aspect ratio; 15.0 ips max.,10.0 Mbps
bit rate for MJPEG; 6.0 ips max., 2.6 Mbps bit
rate H.264

1.3 MPx1280 x 1024; 5:4 aspect ratio; 15.0 ips
max.,10.0 Mbps bit rate for MJPEG; 8.0 ips
max., 2.5 Mbps bit rate H.264

1.2 MPx1280 x 960; 4:3 aspect ratio; 15.0 ips
max., 9.8 Mbps bit rate for MIPEG,; 9.8 ips
max., 8.5 Mbps bit rate H.264 6.0.9 MPx1280 x
720; 16:9 aspect ratio; 30.0 ips max.,10.0 Mbps
bit rate for MIJPEG; 12.5 ips max., 2.5 Mbps bit
rate H.264

0.5 MPx800 x 600; 4:3 aspect ratio; 30.0 ips
max., 5.8 Mbps bit rate for MJIPEG; 25.0 ips
max., 2.0 Mbps bit rate H.264 8.0.3 MPx640 x
480; 4:3 aspect ratio; 30.0 ips max., 3.7 Mbps
bit rate for MJPEG; 30.0 ips max.,1.6 Mbps bit
rate H.264
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0.1 MPx320 x 240; 4:3 aspect ratio; 30.0 ips
max., 0.9 Mbps bit rate for MJIPEG; 30.0 ips
max., 0.4 Mbps bit rate H.264

Additional640 x 512, 640 x 352, 480 x 368, 480
X 272,320 x 256, 320 x 176

Supported Protocols

TCP/IP, UDP/IP (Unicast, Multicast IGMP),
UPNP, DNS, DHCP, RTP, RTSP, NTP,IPv4,
SNMP, QoS, HTTP, HTTPS, LDAP(client),
SSH, SSL, STMP, FTP, MDNS(Bonjour), and
802.1x (EAP)

Security Access

Password protected

Software Interface

Web browser view and setup, up to 16 cameras

Connectors RJ-45 for 100Base-TX, Auto MDI/MDI-X
Cable Catb cable or better for 100Base-TX
Input Voltage 24 VAC or PoE (IEEE802.3af class 3)

Power Consumption

6W

Current Consumption

PoE 200 mA maximum
24 VAC, 295 mA nominal; 390 mA maximum

Alarm Input

10 VDC maximum, 5 mA maximum

Alarm Output

0 to 15 VDC maximum, 75 mA maximum

Lens Mount

CS mount, adjustable

Pan/Tilt Adjustment

Pan 368°
Tilt 160° (10° to 170°)
Rotate 355°

Corner adapter for wall mount

Megapixel lens, varifocal, 2.2~6.0 mm, {/1.3~2.0
Megapixel lens, varifocal, 2.8~8.0 mm,f/1.1~1.9
Megapixel lens, varifocal, 2.8~12.0 mm, /1.4~2.7

1. Accessories
a Pendant mount
b Wall mount for pendant
c
d Pole adapter for wall mount
e.
2. Recommended Lenses
a
b
c
d

e.

NETWORK CAMERAS

Megapixel lens, varifocal, 15.0~50.0 mm, f/1.5~2.1

1. Shall be IEEE 802.3af compliant.
a. Shall be utilized for interior and exterior purposes.
b. A Category CAT6 cable will be the primary source for carrying signals up to 100
m(300 ft. ) from a switch hub or network server. If any camera is installed greater
than 100 m (300 ft. ) from the controlling device then the following will be required:
1) A local or remote 12 VDC or 24 VAC power source will be required from a
Class 2, UL compliant power supply.

Video Surveillance
282300- 36



AA.

oo

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334
09-01-11
2) A signal converter will be required to convert from a Cat6 cable over to a
fiber optic or standard signal cable. The signal will need to be converted
back to a CAT6 cable at the controlling device using a signal converter card.
Shall be routed to a controlling device via a network switch.
Shall be of hybrid design with both an Internet Protocol (IP) output and a monitor
video output which produces a picture equivalent to an analog camera, and allows
simultaneous output of both.
Shall be a programmable IP address that allows for installation of multiple units in
the same Local Area Network (LAN) environment.
Incorporate a minimum of Transmission Control Protocol (TCP)/IP, User Datagram
Protocol (UDP), Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP),
Internet Control Message Protocol (ICMPO, Address Resolution Protocol (ARP),
Real-Time Transport Protocol (RTP), Dynamic Host Configuration Protocol
(DHCP), Network Time Protocol (NTP), Simple Mail Transfer Protocol (SMTP),
Internet Group Management Protocol (IGMP), and Differentiated Service Code
Point (DSCP) protocols for various network applications.

Fixed Network Camera
The fixed network camera shall have following technical characteristics:

1.

Video Standards MPEG-4; M-JPEG
Video Data Rate 9.6 Kbps - 6 Mbps Constant & variable
Image Resolution 768x494 (NTSC)
Video Resolution 704 x 576/480 (4CIF: 25/30 IPS) 704 x
288/240 (2CIF: 25/30 IPS) 352 x 288/240
(CIF: 25/30 IPS) 176 x 144/120 (QCIF: 25/30
IPS)
Select Frame Rate 1-25/30 IPS (PAL/NTSC);Field/frame based
coding
Network Protocols RTP, Telnet, UDP, TCP, IP, HTTP, IGMP,
ICMP
Software Update Flash ROM, remote programmable
Configuration Via web browser, built-in web server
interfaces
Video Out 1x Analog composite: NTSC or PAL; BNC
connector 75 Ohm
Sensitivity 1 0.65 lux (color) 0.26 lux (NightSense)
Minimum Illlumination 0.30 lux (color)0.12 lux (NightSense)
Video Signal-to-Noise Ratio 50 dB
Video Signal Gain 21 dB, (max) Electronic Shutter Automatic,
up to 1/150000 sec. (NTSC)
Alarm In Automatic sensing (2500 - 9000 K)
Input Voltage +5 V nominal, +40 VDC max VDC:
11-36 V (700 mA) VAC: 12-28 V (700 mA)
PoE: IEEE 802.3af compliant

Camera accessories shall include:

a.
b.

Surface mount adapter
Wall mount adapter
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C. Flush mount adapter
d.

Wireless Cameras

1.

Prior to installation of any wireless camera, ensure operating frequency is given full
approval by the VA controlling authority. Wireless cameras shall be utilized as either part
of a VASS network or a standard analog system.

Power for a wireless camera will be 110 VAC tied into a dedicated circuit breaker on a
power panel that is dedicated to the security system and is fed from a power source with
back-up in the event primary power to the VASS System is lost. Power will be run to the
camera and connected at both ends in accordance with Division 26 of the VA Master
Specification FOR NCA Projects, and the VA Electrical Manual. In addition, wireless
systems are line of sight dependant and all considerations for environmental layout must
be taken into consideration prior to design, engineering, and installation of this type of
camera system. Proximity to transmitting and receiving devices, cell phone towers, and
any and all electrical devices can also cause interference with the camera signal and
must be considered in advance.

Shall be located within a minimum of one quarter of a mile from the receiving unit.
Repeaters shall be used as required to ensure the strongest possible signal between
transmitters and receivers.

Shall be Federal Communication Commission (FCC) approved and compliant.

If using wireless cameras, the following equipment shall be utilized to ensure operation of

the system:

a. Receiver

b. Receiver antenna as required
C. Repeater as required

d. Mounting Hardware

Receivers shall only handle up to four (4) cameras per unit.
Technical Characteristics

a. Wireless Cameras:
Imaging Device 1/3-inch interline transfer CCD
Picture Elements NTSC 510 (H) x 492 (V)
Sensing Area 6 mm diagonal
Scanning System NTSC 525 lines, 21 interlace
Synchronization System AC line lock/internal
Horizontal Resolution 330 TV lines
Iris Control Selectable on/off
Electronic Shutter Range NTSC 1/60-1/100,000 second
Frequency range 2.41-2.47GHz
Modulation FM
Video signal/noise ratio 48dB
Audio signal/noise ratio 45db
Minimum lllumination 0.6 lux
Signal to Noise Ratio 50 dB
Automatic Gain Control On/off switchable
Backlight Compensation On/off switchable
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Auto White Balance On/off switchable
Video Output 1 Vp-p, 75 ohms
Lens Mount C/CS mount (adjustable)

1) Receivers

Frequency range 2.4-2.49GHz
Video output 1Vp-p
Signal/noise ratio 38dB

8.

LENSES

1. Camera Field of View shall be set by the Contractor to produce full view of door or
window opening and anyone entering or leaving through it. Follow the project
construction drawings for design intent.

2. Camera Lenses shall be of the type supplied with the camera from the manufacture. All
cameras which are not supplied with lenses from the factory are specified in this
specification. The lens shall be equipped with an auto-iris mechanism unless otherwise
specified. Lenses having auto-iris, DC iris, or motor zoom functions shall be supplied
with connectors, wiring, receiver/drivers, and controls as needed to operate the lens
functions. Lenses shall have sufficient circle of illumination to cover the image sensor
evenly. Lenses shall not be used on a camera with an image format larger than the lens
is designed to cover. Lenses shall be provided with pre-set capability.

3. Lenses shall have optical-quality coated optics, designed specifically for video
surveillance applications, and matched to specified camera. Provide color-corrected
lenses with color cameras, megapixel lenses for megapixel cameras, and lenses with
day/night for color/b&w cameras.

4, Auto-Iris Lens: Electrically controlled iris with circuit set to maintain a constant video level
in varying lighting conditions.

5. Zoom Lenses: Motorized, remote-controlled units, rated as "quiet operating." Features
include the following:

a. Electrical Leads: Filtered to minimize video signal interference.

b. Motor Speed: Variable.

C. Lens shall be available with preset positioning capability to recall the position of
specific scenes.

6. Lenses: Shall be utilized in a manner that provides maximum coverage of the area being
monitored by the camera. The lenses shall:

a. Be 1/3” to fit CCD fixed camera.
b. Be all glass with coated optics.
C. Have mounts that are compatible with the camera selected.
d. Be packaged and supplied with the camera.
e. Have a maximum f-stop of f/1.3 for fixed lenses, and a maximum f-stop of /1.6 for
variable focus lenses.
f. Be equipped with an auto-iris mechanism.
g. Have sufficient circle of illumination to cover the image sensor evenly.
h. Not be used on a camera with an image format larger than the lens is designed to
cover.
i. Be provided with pre-set capability.
7. Two types of lenses shall be utilized for both interior and exterior fixed cameras:
a. Manual Variable Focus
b. Auto Iris Fixed
8. Manual Variable Focus:
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a. Shall be utilized in large areas that are being monitored by the camera. Examples
of this are perimeter fence lines, vehicle entry points, parking areas, etc.
b. Shall allow for setting virtually any angle of field, which maximizes surveillance
effects.
C. Technical Characteristics:
Image format 1/3 inch
Focal length 5-50mm
Iris range F1.4 to close
Focus range 1m (3.3 1t)
Back focus distance 10.05 mm (0.4 in)
Angle view Wide (1/3 in) 53.4x40.1
Angle view Tele (1/3 in) 53x4.1
Iris control manual
Focus ctrl manual
Zoom ctrl manual

CAMERA HOUSINGS AND MOUNTS

1.

6.

This section pertains to all interior and exterior housings, domes, and applicable wall,
ceiling, corner, pole, and rooftop mounts associated with the housing. Housings and
mounts shall be specified in accordance to the type of cameras used.

All cameras and lenses shall be enclosed in a tamper resistant housing. Any additional
mounting hardware required to install the camera housing at its specified location shall be
provided along with the housing.

The camera and lens contained inside the housing shall be installed on a camera mount.
All additional mounting hardware required to install the camera housing at its specified
location shall be provided along with the housing.

Shall be manufactured in a manner that are capable of supporting a maximum of three
(3) cameras with housings, and meet environmental requirements for the geographical
area the camera support equipment is being installed on or within.

Environmentally Sealed

a. Shall be designed in manner that it provides a condensation free environment for
correct camera operation.

b. Shall be operated in a 100 percent condensing humidity atmosphere.

C. Shall be constructed in a manner that:

1) Has a fill valve to allow for the introduction of nitrogen into the housing to
eliminate existing atmospheric air and pressurize the housing to create
moisture free conditions.

2) Has an overpressure valve to prevent damage to the housing in the event of
over pressurization.

3) Is equipped with a humidity indicator that is visible to the eye to ensure
correct atmospheric conditions at all times.

4) The leak rate of the housing is not to be greater than 13.8kPa or 2 pounds
per square inch at sea level within a 90 day period.

5) It shall contain camera mounts or supports as needed to allow for correct
positioning of the camera and lens.

6) The housing and sunshield are to be white in color.

All electrical and signal cables required for correct operations shall be supplied in a
hardened carrier system from the controller to the camera.
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7. The mounting bracket shall be adjustable to allow for the housing weight of the camera
and the housing unit it is placed in.
8. Accessibility to the camera and mounts shall be taken into consideration for maintenance
and service purposes.
Indoor Mounts
1. Ceiling Mounts:
a. This enclosure and mount shall be installed in a finished or suspended ceiling.
b. The enclosure and mount shall be fastened to the finished ceiling, and shall not
depend on the ceiling tile grid for complete support.
C. Suspended ceiling mounts shall be low profile, and shall be suitable for

replacement of 610mm x 610mm (2 foot by 2 foot) ceiling tiles.
2. Wall Mounts:

a. The enclosure shall be installed in manner that it matches the existing décor and
placed at a height that it will be unobtrusive, unable to cause personal harm, and
prevents tampering and vandalism.

b. The mount shall contain a manual pan/tilt head that will provide 360 degrees of
horizontal and vertical positioning from a horizontal position, and has a locking bar
or screw to maintain its fixed position once it has been adjusted.

Interior Domes

1. The interior dome shall be a pendant mount, pole mount, ceiling mount, surface mount,
or corner mounted equipment.

2. The lower portion of the dome that provides camera viewing shall be made of black
opaque acrylic and shall have a light attenuation factor of no more that 1 f-stop.

3. The housing shall be equipped with integral pan/tilt capabilities complete with wiring,

wiring harness, connectors, receiver/driver, pan/tilt control system, pre-position cards, or

any other hardware and equipment as needed to fully provide a fully functional pan/tilt

dome.

4, The pan/tilt mechanism shall be:

a. Constructed of heavy duty bearings and hardened steel gears.

b. Permanently lubricated to ensure smooth and consistent movement of all parts
throughout the life of the product.

C. Equipped with motors that are thermally or impedance protected against overload
damage.

d. Pan movements shall be 360 degrees and tilt movement shall no be less than +/-
90 degrees.

e. Pan speed shall be a minimum of 10 degrees per second.

Exterior Domes

1. The exterior dome shall meet all requirements outlined in the interior dome paragraph
above.

2. The housing shall be constructed to be dust and water tight, and fully operational in 100
percent condensing humidity.

Exterior Wall Mounts

1. Shall have an adjustable head for mounting the camera.

2. Shall be constructed of aluminum, stainless steel, or steel with a corrosion-resistant
finish.

3. The head shall be adjustable for not less than plus and minus 90 degrees of pan, and not

less than plus and minus 45 degrees of tilt. If the bracket is to be used in conjunction with
a pan/tilt, the bracket shall be supplied without the adjustable mounting head, and shall
have a bolt-hole pattern to match the pan/tilt base.

4. Shall be installed at a height that allows for maximum coverage of the area being
monitored.

Explosion Proof Housing
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1. This housing shall meet or exceed all requirements of NEMA four (4) standards for
hazardous locations.
2. It shall be supplied with the mounting brackets for the specified camera and lens.

POWER SUPPLIES

Power supplies shall be a low-voltage power supplies matched for voltage and current
requirements of cameras and accessories, type as recommended by camera, infrared
illuminator, and lens manufacturer.

Technical specifications:
1. nput: 115VAC, 50/60Hz, 2.7 amps

2. Outputs:
a. Number of outputs, 16
b. Fuse/PTC protected, power limited
C. Output voltage & power:

1) 24VAC @ 12.5 amps (300VA) or 28VAC @ 10 amp (280VA) supply current
llluminated power disconnect circuit breaker with manual reset
Surge suppression
Camera synchronization
Wall/Rack mount.
Enclosure: NEMA 250, Type 1.

INFRARED ILLUMINATORS

Lighting fixtures that emit light only in the infrared spectrum, suitable for use with cameras
indicated, for nighttime surveillance, without emitting visible light.

1. Field-Selectable Beam Patterns: Narrow, medium, and wide.

2. Rated Lamp Life: More than 8000 hours

3. Power Supply: 120-VAC.

Area Coverage: Illumination to 50 m (150 feet) in a narrow beam pattern.

Nogakw

Exterior housings shall be suitable for same environmental conditions as associated camera.
NETWORK SERVER

Allow for the transmission of live video, data, and audio over either an existing Ethernet network
or a dedicated security system network, requiring an IP address or Internet Explorer 5.5 or
higher, or shall work as an analog-to-Ethernet “bridge” controlling matrices, multiplexers, and
pan/tilt/zoom cameras. The network shall operate in a box-to-box configuration allowing for
encoded video to be decoded and displayed on an analog monitor.

If a VASS System network is going to be utilized as the primary means of monitoring,
operating, and recording cameras then the following equipment shall be required as part of the
system:

System Server

Computer Workstation

Recording Device

Encoder/Decoder

Monitor

Hub/Switch

Router

Encryptor

©ONoUA~AWNE

Shall provide overall control, programming, monitoring, and recording of all cameras and
associated devices within the VASS System.

All equipment on the network shall be IP addressable.
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The VASS System network shall meet or exceed the following design and performance
specifications:

1. Two MPEG-4 video streams for a total of 40 images per second will be provided.

2. PC Software that manages the installation and maintenance of all hardware transmitters
and receivers on the network shall be provided.

3. Video Source that supports any NTSC video source to the computer network shall be
addressed.

4. Receivers that could be used to display the video on a standard analog NTSC or PAL

monitor will be addressed.

The system shall support the following network protocols:

1. Internet connections: RTP, Real Time Control Protocol (RTCP), UDP, IP, TCP, ICMP,
HTTP, Simple Network Management Protocol (SNMP), IGMP, DHCP, and ARP.
Video Display: MPEG-4, M-JPEG in server push mode only.

Have the ability to adjust bandwidth, image quality and image rate.

Support image sizes of either 704 x 576 pixels or 352 x 288 pixels.

Have an audio coding format of G.711 or G.728.

Provide a video frame rate of at least 30 images per second.

Support LAN Interface Ethernet 10/100BaseT and be auto sensing.

Have a LAN Data Rate of 9.6 Kbps to 5.0 Mbps.

Utilize data interface RS-232/RS-422/RS-485.

All connections within the system shall be via CAT-5 cable and RJ-45 jacks. If analog
equipment is used as part of the system, then either an encoder or a decoder will be utilized to
convert the analog signal to a digital one.

N k~wWN

The VASS network system shall conform to all VA agency wide security standards for
administrator and operator use.

Server Technical Characteristics:

Hardware Personal Computer
CPU Pentium 1V, 3.0 GHz or better
Hard Disk Interface IDE or better
RAM 256 MB
oS Windows XP Home/XP Professional
Graphic Card NVIDIA GeForce 6600 NVIDIA Quadro FX
1400  ATI RADEON X600/X800 or better
J. Ethernet Card K. 100 Mb
L. Software M. DirectX 9.0c
N. Free Memory O. 120 MB
Network Switch Technical Characteristics
Protocol and standard IEEE802.3
IEEE802.3u
IEEE802.3ab
Ports 24 10/100/1000M auto-negotiation RJ-45 ports with
auto MDI/MDI-X
Network media Cat 5 UTP for 1,000Mbps Cat 3 UTP for 10Mbps
Transmission method store-and-forward
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LED indicator power, act/link, speed
Router Technical Characteristics
Network Standards IEEE 802.3, 802.3u 10Base-T Ethernet
(WAN) 100Base-T Ethernet (LAN) IEEE

Protocol

CSMA/CD, TCP, IP, UDP, PPPoE, AND DHCP
(client and server)

VPN Supported

PPTP, IPSec pass-through

Management Browser
Ports 4 x 10/100Base-T Auto sensing RJ45 ports, and
an auto uplink RJ45port(s) 1 x 10Base-T RJ45
port, WAN
LEDs Power, WAN Activity, LAN Link (10/100), LAN
Activity
Encryptor Technical Characteristics:
Cryptography Standard - Triple DES 168-bit (ANSI 9.52) Rijndael
- AES (128, 192, 256)
Performance

Throughput (end-to-end) @ 100 Mbps line speed:
188 Mbps full duplex (large frames) 200 kfps full
duplex (small frames) Latency (end-to-end) @ 100
Mbps

Key Management

Automatic KEK/DEK Exchange Using Signed
Diffie-Hellman Unit Authentication Using X.509
Certificates

Physical Interfaces

10BaseT or 10/100BaseT Ethernet (Host and
Network Ports) 10BaseT Ethernet Management
Port Back and Front-Panel Serial Control Port

Device Management

THALES Element Manager, Front Panel Viewer,
and Certificate Manager 10Base T (RJ-45) or 9-pin
Serial Control Port SNMP Network Monitoring

Security Features

Tamper Proof Cryptographic Envelope Tamper
Evident Chassis Hardware Random Number
Generator

Management

Channel Encrypted Using Same Algorithm as Data
Traffic

Security Certifications

FIPS 140-2 Level 3 CAPS Baseline and Enhanced
Grades Common Criteria EAL4 and EALS (under
evaluation)

Regulatory

EN60950, FCC, UL, CE, EN 50082-1, and EN

55022
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RECORDING DEVICES

All cameras on the VASS System shall be recorded in real time using a Digital Video Recorder
(DVR), Network Video Recorder (NVR), or attached storage. The type of recording device
utilized should be determined by the size and type of VASS System designed and installed, and
to what extent the system is to be utilized.

All recording devices shall be 47.5 cm (19 inch) rack-mountable.

All DVR’s and NVR’s that are viewable over an Intranet or Internet will be routed through an
encryptor.

Encryptors shall:

Comply with FIPS PUB 140-2.

Support TCP/IP.

Directly interfaces to low-cost commercial routers.

Provide packet-based crypto synchronization.

Encrypt source and destination IP addresses.

Support web browser based management requiring no additional software.
Have a high data sustained throughput — 1.544 Mbps (T1) full duplex data rate.
Provide for both bridging and routing network architecture support.

9. Support Electronic Key Management System (EKMS) compatible.

10. Have remote management ability.

11.  Automatically reconfigure when secure network or wide area network changes.

Digital Video Recorder (DVR)
1. Shall record video to a hard drive-based digital storage medium in either NTSC or MPEG
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format.
2. Shall meet the following minimum requirements:
a. Record at minimum rate of 30 images per second (IPS).
b. Have a minimum of eight (8) to 16 looping inputs.
C. Have a minimum of eight (8) to 16 alarm inputs and two (2) relay outputs.
d. Shall provide instantaneous playback of all recorded images.
e. Be IP addressable, if part of a VASS network.
f. Have built-in digital motion detection with masking and sensitivity adjustments.
g. Provide easy playback and forward/reverse search capabilities.
h. Complete audit trail database, with minimum of a six-month history that tracks alll

events related to the alarm; specifically who, what, where and when.
DVR management capability providing automatic video routing to a back-up spare
recorder in case of failure.

j- Accessible locally and remotely via the Internet, Intranet, or a personal digital
assistant (PDA).
k. Records all alarm events in real time, ensuring 60 seconds before and after the

event are included in the recording.
l. Utilize RS-232 or fiber optic connections for integration with the SMS computer
station via a remote port on a network hub.
m.  Allow for independently adjustable frame rate settings.
Be compatible with the matrix switcher utilized to operate the cameras. The DVR
could be utilized as a matrix switcher only if it meets all of the requirements listed
in the matrix switcher section.
3. Technical Characteristics:

Compression MPEG-4

Internal Storage 2 TB. Available USB hard drive up to 250 GB.
Capacities. Optional internal DVD available

>
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Digital Recording

Up to 16 video and 8 audio channels, or 8 video and
4 audio channels.

Full real-time video
recording

Up to 400 IPS@352 x 288: PAL
Up to 200 IPS@352 x 288: PAL

Multiple simultaneous
functions

Live viewing, Recording, playback, network
transmission, back-up

Search functions

Date/time search, event search, bookmark search,
smart (pixel) Search

PTZ Control

Third party PTZ control

User ID security

3 levels

Connectivity to external
devices:

Eight 8 or sixteen 16 video input and looping output
channels.

VGA and dual monitor BNC outputs.

Four 4 or eight 8 audio inputs and one 1 audio
output.

Ethernet 10/100BaseT network connection.

Eight 8 to sixteen 16 alarm inputs and four 4 or eight
8 relay outputs.

Biphase connection to control Bosch PTZ cameras.
Third party PTZ control via RS-422/RS-485
connection.

Front and back USB connectors to connect to a PC
mouse, or archive video to a USB memory stick or
similar device.

PC requirements

Windows 2000 or above; DirectX 8.1 or above.

Intel Pentium Il or above, AMD Athlon with 800 MHz
or faster CPU.

512 MB or more RAM.

50 MB hard drive.

AGP VGA with 64 MB video RAM or above.
10/100-BaseT network interface.

Electrical

Power Input: 100 to 240 VAC; 50/60 Hz
Power consumption: 120W
Max. 1.2 A

Video

Video standard: PAL or NTSC selectable.
Resolution: 704 x 576 PAL, 704 x 480 NTSC
Compression: MPEG-4

Inputs: 8 or 16 composite video 0.5-2 Vpp, 75 Ohm
automatic termination.

Outputs 8 or 16 composite video 1 Vpp, 75 Ohm.

Audio

Inputs: 4 or 8 line in, 30 kOhm
Output: 1 line, 100 kOhm

Monitors

VGA: analog RGB 800x600
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MON A: CVBS 1 Vpp(10.1 V, 75 Ohm, BNC
Monitor A multi-screen (VGA or CVBS)
MON B: CVBS 1 Vpp(10.1 V, 75 Ohm, BNC
Monitor B spot/alarm

Frame Rate and
Resolution

16-channels PAL: Up to 400 IPS@352x288, up to
200 IPS@704x288, up to 100 IPS@704x576.

Alarm inputs

16 configurable NO/NC, max. input 5 VDC.

Alarm outputs

4 or 8 relay outputs, configurable NO/NC, max. rated
1A, 125 VAC.

Connections

Ethernet: RJ45 modular jack 8 pins shielded, 10/100
Base-T.

Biphase: Screw terminal connector (5 outputs).
Maximum 5 controllable cameras per Biphase output.
PTZ control interfaces: RS485/RS422.

Serial interface: RS232 output signal, DB9 male
connector

Keyboard: RJ11 modular jack 6 pins

Network:

Transmission speed: up to 120 IPS@352x240
Bandwidth control: Automatic

Remote users: Maximum 5 simultaneous connected
Control Center users.

Processor

Intel Pentium Il 750 MHz

Memory

256 MB RAM

Operating System

Windows 98, NT, ME, 2000, and XP

Video Card

4 MB of RAM capable of 24-bit true color display

Free Hard Disk Space

160 MB for software installation

Network Card 10Base-T network for LAN operation
Archiving 80 GB, 160 GB, 320 GB and 640 GB Hard Drive;
CD-RW
Video Input 1.0 Vpp (signal 714mV, sync 286mV) 75 ohms (BNC
unbalanced)

Video Output Level

1.0 Vpp +/-10%,75 ohms(BNC unbalanced)

Impedance

75 ohms/Hi- impedance x 16 switchable

Network Interface

Ethernet (RJ-45, 10/100M)

Network Protocol

TCP/IP, DHCP, HTTP, UDP

Network Capabilities

Live/Playback/P/T/Z control

Recording Rate

30 ips for 720 x 240 (NTSC)

Password Protection

Menu Setup, Remote Access
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Recording Capacity

160 (1 or 2 fixed HDD) 1 CD-RW

Power Interrupt

Auto recovered to recording mode

Network Video Recorder (NVR)

1. Shall record video to a hard drive-based digital storage medium in MPEG, MPEG4 or

H.264 format.

2. Shall meet the following minimum requirements:
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Record at minimum rate of 30 IPS.

Have a minimum of eight (8) to 16 looping inputs.

Have a minimum of eight (8) to 16 alarm inputs and two (2) relay outputs.

Shall provide instantaneous playback of all recorded images.

Be IP addressable, if part of a VASS network.

Have built-in digital motion detection with masking and sensitivity adjustments.
Easy playback and forward/reverse search capabilities.

Complete audit trail database, with minimum of a six-month history that tracks alll

events related to the alarm; specifically who, what, where and when.

NVR management capability providing automatic video routing to a back-up spare

recorder in case of failure.
J- Accessible locally and remotely via the internet, intranet, or a personal digital

assistant (PDA).

k. Records all alarm events in real time, ensuring 60 seconds before and after the
event are included in the recording.

l. Utilize RS-232 or fiber optic connections for integration with the SMS computer
station via a remote port on a network hub.

m.  Allow for independently adjustable frame rate settings.

n. Be compatible with the matrix switcher utilized to operate the cameras.
3. Technical Characteristics:

Hardware/CPU Pentium Il Xeon or IV, 1.8 GHz

HDD Interface IDE or better; optional: SCSI Il, SCSI Ultra, or Fiber Channel

RAM 1024 MB

Operating System Windows 2000/XP Professional/Server 2003 Standard
Graphic Card VGA
Ethernet Card 100/1000 MB

Memory 20 MB

Software Setup

Centralized setup from each authorized PC; access via
integrated web server

Storage Media

All storage media possible (e.g., HD, RAID), depending on
operating system

Storage Mode

Linear mode, ring mode (capacity-based)

Recording Configuration

Camera name assignment, bandwidth limit, frame rate, video
quality

Recording Content

Video and/or audio data

Search Parameters

Time, date, event

Playback

Playback via any IP network (LAN/WAN) simultaneous
recording, playback, and backup
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Network Interface Ethernet (RJ-45, 10/100M)
Network Protocol TCP/IP, DHCP, HTTP, UDP
Network Capabilities Live/Playback/P/T/Z control
Recording Rate 30 ips for 720 x 240 (NTSC)
Password Protection Menu Setup, Remote Access
Recording Capacity 160 (1 or 2 fixed HDD) 1 CD-RW
Power Interrupt Auto recovered to recording mode

WIRES AND CABLES
Shall meet or exceed the manufactures recommendation for power and signal.

Will be carried in an enclosed conduit system, utilizing electromagnetic tubing (EMT) to include
the equivalent in flexible metal, rigid galvanized steel (RGS) to include the equivalent of liquid
tight, polyvinylchloride (PVC) schedule 40 or 80.

All conduits will be sized and installed per the NEC. All security system signal and power cables
that traverse or originate in a high security office space will contained in either EMT or RGS
conduit.

All conduit, pull boxes, and junction boxes shall be clearly marked with colored permanent tape
or paint that will allow it to be distinguished from all other conduit and infrastructure.

Conduit fills shall not exceed 50 percent unless otherwise documented.

A pull string shall be pulled along and provided with signal and power cables to assist in future
installations.

At all locations where there is a wall penetration or core drilling is conducted to allow for conduit
to be installed, fire stopping materials shall be applied to that area

High voltage and signal cables shall not share the same conduit and shall be kept separate up
to the point of connection. High voltage for the security system shall be defined as any cable or
sets of cables carrying 30 VDC/VAC or higher.

For all equipment that is carrying digital data between the Physical Access Control System and
Database Management or at a remote monitoring station, shall not be less that 20 AWG and
stranded copper wire for each conductor. The cable or each individual conductor within the
cable shall have a shield that provides 100% coverage. Cables with a single overall shield shall
have a tinned copper shield drain wire.

All cables and conductors, except fiber optic cables, that act as a control, communication, or
signal lines shall include surge protection. Surge protection shall be furnished at the equipment
end and additional triple electrode gas surge protectors rated for the application on each wire
line circuit shall be installed within 1 m. (3 ft.) of the building cable entrance. The inputs and
outputs shall be tested in both normal and common mode using the following wave forms:

1. A 10 microsecond rise time by 1000 microsecond pulse width waveform with a peak
voltage of 1500 watts and peak current of 60 amperes.
2. An 8 microsecond rise time by 20 microsecond pulse width wave form with a peak

voltage of 1000 volts and peak current of 500 amperes.

The surge suppression device shall not attenuate or reduce the video or sync signal under
normal conditions. Fuses and relays shall not be used as a means of surge protection.

Coaxial Cables
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All video signal cables for the VASS System, with exception to the PoE cameras, shall
be a coaxial cable and have a characteristic impedance of 75 ohms plus or minus 3
ohms.
For runs up to 750 feet use of an RG-59/U is required. The RG-59/U shall be shielded
which provides a minimum of 95 percent coverage, with a stranded copper center
conductor of a minimum 23 AWG, polyethylene insulation, and black non-conductive
polyvinylchloride (PVC) jacket.
For runs between 750 feet and 1250 feet, RG-6/U is required. RG-6/U shall be shielded
which provides a minimum of 95 percent coverage, with a stranded copper center
conductor of a minimum 18 AWG, polyethylene insulation, and black non-conductive
polyvinylchloride (PVC) jacket.
For runs of 1250 to 2750 feet, RG-11/U is required. RG-11/U shall be shielded which
provides a minimum of 95 percent coverage, with a stranded copper center conductor of
a minimum 14 AWG, polyethylene insulation, and black non-conductive polyvinylchloride
(PVC) jacket.
All runs greater than 2750 feet will be substituted with a fiber optic cable. If using fiber
optics as a signal carrier then the following equipment will be utilized:

a. Multimode fiber optic cable a minimum size of 62 microns
b. Video transmitter, installed at the camera that utilizes 12 VDC or 24 VAC for
power.
C. Video receiver, installed at the switcher.
RG-59/U Technical Characteristics
AWG 22
Stranding 7x29
Conductor Diameter .031in.
Conductor Material BCC
Insulation Material Gas-injected FHDPE
Insulation Diameter 145 in.
Outer Shield Type Braid/Braid
Outer Jacket Material PVvC
Overall Nominal Diameter 242 1in.
UL Temperature Rating 75°C
Nom. Characteristic Impedance 75 Ohms
Nom. Inductance 0.094 pH/Mt
Nom. Capacitance Conductor to Shield 17.0 pF/ft
Nom. Velocity of Propagation 80 %
Nom. Delay 1.3 ns/ft
Nom. Conductor DC Resistance @ 12.2 Ohms/1000 ft
20°C
Nom. Outer Shield DC Resistance @ 2.4 Ohms/1000 ft
20°C
Max. Operating Voltage UL 300 V RMS

RG-6/U Technical Characteristics:
Video Surveillance
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AWG 18
Stranding 7x27

Conductor Diameter .040 in.

Conductor Material BC

Insulation Material Gas-injected FHDPE

Insulation Diameter 180 in.

Outer Shield Material

Trade Name Duofoil

Outer Shield Type Tape/Braid
Outer Shield %Coverage 100 %
Outer Jacket Material PVC
Overall Nominal Diameter 274 in.
Nom. Characteristic Impedance 75 Ohms
Nom. Inductance 0.106 pH/ft
Nom. Capacitance Conductor to Shield 16.2 pF/ft
Nom. Velocity of Propagation 82 %
Nom. Delay 1.24 nslft
Nom. Conductor DC Resistance 6.4 Ohms/1000 ft
Nominal Outer Shield DC Resistance 2.8 Ohms/1000 ft
@ 20°C
Max. Operating Voltage UL 300 V RMS
RG-11/U Technical Characteristics:
AWG 15
Stranding 19x27
Conductor Diameter .064 in.
Conductor Material BC
Insulation Material Gas-injected FHDPE
Insulation Diameter 312 in.
Inner Shield Type Braid

Inner Shield Material

BC - Bare Copper

Inner Shield %Coverage

95 %

Inner Jacket Material

PE — Polyethylene

Inner Jacket Diameter

.391 in.

Outer Shield Type

Braid

Outer Shield Material

BC - Bare Copper

Outer Shield %Coverage

95 %

Outer Jacket Material

Trade Name Belflex

Video Surveillance
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Outer Jacket Material PVC Blend
Overall Nominal Diameter 520 in.
Operating Temperature Range -35°C To +75°C
Non-UL Temperature Rating 75°C
Nom. Characteristic Impedance 75 Ohms
Nom. Inductance 0.097 pH/Mt
Nom. Capacitance Conductor to Shield 17.3 pF/ft
Nom. Velocity of Propagation 78 %
Nom. Delay 1.30 nsfft

Nom. Conductor DC Resistance

3.1 Ohms/1000 ft

Nom. Inner Shield DC Resistance

1.8 Ohms/1000 ft

Nom. Outer Shield DC Resistance

1.4 Ohms/1000 ft

Max. Operating Voltage Non-UL

300 V RMS

Signal Cables:

a. Signal wiring for POE cameras depends on the distance the camera is being
installed from either a hub or the server.

b. If the camera is up to 300 ft from a hub or the server, then use a shielded UTP
category 5 (CAT-V) cable a with standard RJ-45 connector at each end. The cable
with comply with the Power over Ethernet, IEEE802.3af, Standard.

C. If the camera is over 300 ft from a hub or server then utilize a multimode fiber optic
cable with a minimum size of 62 microns.

d. Provide a separate cable for power.

e. CAT-5 Technical Characteristics:

Number of Pairs 4
Total Number of Conductors
AWG 24
Stranding Solid
Conductor Material BC - Bare Copper
Insulation Material PO — Polyolefin
Overall Nominal Diameter .230in.

IEC Specification

11801 Category 5

TIA/EIA Specification

568-B.2 Category 5e

Max. Capacitance Unbalance

(pF/100 m) 150 pF/100 m

Nom. Velocity of Propagation

70 %

Max. Delay (ns/100 m) 538 @ 100MHz
Max. Delay Skew (ns/100m) 45 ns/100 m
Max. Conductor DC Resistance 9.38 Ohms/100
Max. DCR Unbalance@ 20°C 3%
Max. Operating Voltage UL 300 V RMS
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282300- 52



10.

11.

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334

09-01-11
Fiber Optic Cables Technical Characteristics:
Fiber Type 62.5 Micron
Number of Fibers 4

Core Diameter 6

2.5 +/- 2.5 microns

Core Non-Circularity

5% Maximum

Clad Diameter

125 +/- 2 microns

Clad Non-Circularity

1% Maximum

Core-clad Offset

1.5 Microns Maximum

Primary Coating Material

Acrylate

Primary Coating Diameter

245 +/- 10 microns

Secondary Coating Material

Engineering Thermoplastic

Secondary Coating Diameter

900 +/- 50 microns

Strength Member Material Aramid Yarn
Outer Jacket Material PVvC
Outer Jacket Color Orange

Overall Diameter .200 in.
Numerical Aperture 275
Maximum Gigabit Ethernet 300 meters
Maximum Gigabit Ethernet 550 meters

Power Cables

Will be sized accordingly and shall comply with the NEC. High voltage power
cables will be a minimum of three conductors, 14 AWG, stranded, and coated with
a non-conductive polyvinylchloride (PVC) jacket. Low voltage cables will be a
minimum of 18 AWG, stranded and non-conductive polyvinylchloride (PVC) jacket.
Will be utilized for all components of the VASS System that require either a 110
VAC 60 Hz or 220 VAC 50 Hz input. Each feed will be connected to a dedicated
circuit breaker at a power panel that is primarily for the security system.

All equipment connected to AC power shall be protected from surges. Equipment
protection shall withstand surge test waveforms described in IEEE C62.41. Fuses
shall not be used as a means of surge protection.

Shall be rated for either 110 or 220 VAC, 50 or 60 Hz, and shall comply with VA
Master Spec 26 05 21 Low Voltage Electrical Power Conductors and Cables (600

a.
b.
C.
d.
Volts and Below).
e. Low Voltage Power Cables

1) Shall be a minimum of 18 AWG, Stranded and have a polyvinylchloride
outer jacket.

2) Cable size shall determined using a basic voltage over distance calculation
and shall comply with the NEC’s requirements for low voltage cables

Video Surveillance
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PART 3 - EXECUTION

3.1

3.2

A.

GENERAL

Installation: The Contractor shall install all system components including Owner furnished
equipment, and appurtenances in accordance with the manufacturer’s instructions, ANSI C2
and as shown, and shall furnish all necessary connectors, terminators, interconnections,
services, and adjustments required for a complete and operable data transmission system.

Identification and Labeling: The Contractor shall supply permanent identification labels for each
cable at each end that will appear on the as-built drawings. The labeling format shall be
identified and a complete record shall be provided to the Owner with the final documentation.
Each cable shall be identified by type or signal being carried and termination points. The labels
shall be printed on letter size label sheets that are self laminated vinyl that can be printed from a
computer data base or spread sheet. The labels shall be E-Z code WES12112 or equivalent.
1. The Contractor shall provide all personnel, equipment, instrumentation, and supplies
necessary to perform all testing.

Transient Voltage Surge Suppressors (TVSS): The Contractor shall mount TVSS within 3 m
(118 in) of equipment to be protected inside terminal cabinets or suitable NEMA 1 enclosures.
Terminate off-premise conductors on input side of device. Connect the output side of the
device to the equipment to be protected. Connect ground lug to a low impedance earth ground
(less than 10 ohms) via Number 12 AWG insulated, stranded copper conductor.

Contractor’s Field Test: The Contractor shall verify the complete operation of the data
transmission system during the Contractor’s Field Testing. Field test shall include a bit error
rate test. The Contractor shall perform the test by sending a minimum of 1,000,000 bits of data
on each DTM circuit and measuring the bit error rate. The bit error rate shall not be greater
than one (1) bit out of each 100,000 bits sent for each dial-up DTM circuit, and one (1) bit out of
1,000,000 bits sent for each leased or private DTM circuit. The Contractor shall submit a report
containing results of the field test.

Acceptance Test and Endurance Test: The wire line data transmission system shall be tested
as a part of the completed IDS and EECS during the Acceptance test and Endurance Test as
specified.

Identification and Labeling: The Contractor shall supply identification tags or labels for each
cable. Cable shall be labeled at both end points and at intermediate hand holes, manholes, and
junction boxes. The labeling format shall be identified and a complete record shall be provided
to the Owner with the final documentation. Each cable shall be identified with type of signal
being carried and termination points.

INSTALLATION

System installation shall be in accordance with NECA 303, manufacturer and related
documents and references, for each type of security subsystem designed, engineered and
installed.

Components shall be configured with appropriate “service points” to pinpoint system trouble in
less than 30 minutes.

The Contractor shall install all system components including Government furnished equipment,
and appurtenances in accordance with the manufacturer's instructions, documentation listed in
Sections 1.5 of this document, and shall furnish all necessary connectors, terminators,
interconnections, services, and adjustments required for a complete and operable system.

The VASS System will be designed, engineered, installed, and tested to ensure all components
are fully compatible as a system and can be integrated with all associated security subsystems,
whether the system is a stand alone or a complete network.

Video Surveillance
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For integration purposes, the VASS System shall be integrated where appropriate with the
following associated security subsystems:

1. PACS:

a. Provide 24 hour coverage of all entry points to the perimeter and agency buildings,
as well as all emergency exits utilizing a fixed color camera.

b. Record cameras on a 24 hours basis.

C. Be programmed go into an alarm state when an emergency exit is opened, and
notify the Physical Access Control System and Database Management of an alarm
event.

2 IDS:

a. Provide a recorded alarm event via a color camera that is connected to the IDS
system by either direct hardwire or a security system computer network.

b. Record cameras on a 24 hours basis.

C. Be programmed to go into an alarm state when an IDS device is put into an alarm
state, and notify the PACS.

3. Security Access Detection:

a. Provide full coverage of all vehicle and lobby entrance screening areas utilizing a
fixed color camera.

b. Record cameras on a 24 hours basis.

C. The VASS System should have facial recognition software to assist in identifying
individuals for current and future purposes.

4 EPPS:

a. Provide a recorded alarm event via a color camera that is connected to the EPPS
system by either direct hardwire or a security system computer network.

b. Record cameras on a 24 hours basis.

C. Be programmed to go into an alarm state when an emergency call box or duress

alarm/panic device is activated, and notify the Physical Access Control System
and Database Management of an alarm event.

Integration with these security subsystems shall be achieved by computer programming or the
direct hardwiring of the systems.

For programming purposes refer to the manufacturers requirements for correct system
operations. Ensure computers being utilized for system integration meet or exceed the minimum
system requirements outlined on the systems software packages.

A complete VASS System shall be comprised of, but not limited to, the following components:
Cameras

Lenses

Video Display Equipment

Camera Housings and Mounts

Controlling Equipment

Recording Devices

Wiring and Cables

NogkrwpnrE

The Contractor shall visit the site and verify that site conditions are in agreement/compliance
with the design package. The Contractor shall report all changes to the site or conditions that
will affect performance of the system to the Contracting Officer in the form of a report. The
Contractor shall not take any corrective action without written permission received from the
Contracting Officer.

Existing Equipment

1. The Contractor shall connect to and utilize existing video equipment, video and control
signal transmission lines, and devices as outlined in the design package. Video
equipment and signal lines that are usable in their original configuration without
modification may be reused with Contracting Officer approval.
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2. The Contractor shall perform a field survey, including testing and inspection of all existing
video equipment and signal lines intended to be incorporated into the VASS System, and
furnish a report to the Contracting Officer as part of the site survey report. For those
items considered nonfunctioning, provide (with the report) specification sheets, or written
functional requirements to support the findings and the estimated cost to correct the
deficiency. As part of the report, the Contractor shall include a schedule for connection to
all existing equipment.

3. The Contractor shall make written requests and obtain approval prior to disconnecting
any signal lines and equipment, and creating equipment downtime. Such work shall
proceed only after receiving Contracting Officer approval of these requests. If any device
fails after the Contractor has commenced work on that device, signal or control line, the
Contractor shall diagnose the failure and perform any necessary corrections to the

equipment.

4, The Contractor shall be held responsible for repair costs due to Contractor negligence,
abuse, or incorrect installation of equipment.

5. The Contracting Officer shall be provided a full list of all equipment that is to be removed

or replaced by the Contractor, to include description and serial/manufacturer numbers
where possible. The Contractor shall dispose of all equipment that has been removed or
replaced based upon approval of the Contracting Officer after reviewing the equipment
removal list. In all areas where equipment is removed or replaced the Contractor shall
repair those areas to match the current existing conditions.

Enclosure Penetrations: All enclosure penetrations shall be from the bottom of the enclosure
unless the system design requires penetrations from other directions. Penetrations of interior
enclosures involving transitions of conduit from interior to exterior, and all penetrations on
exterior enclosures shall be sealed with rubber silicone sealant to preclude the entry of water
and will comply with VA Master Specification 07 84 00, Firestopping. The conduit riser shall
terminate in a hot-dipped galvanized metal cable terminator. The terminator shall be filled with
an approved sealant as recommended by the cable manufacturer and in such a manner that the
cable is not damaged.

Cold Galvanizing: All field welds and brazing on factory galvanized boxes, enclosures, and
conduits shall be coated with a cold galvanized paint containing at least 95 percent zinc by
weight.

Interconnection of Console Video Equipment: The Contractor shall connect signal paths
between video equipment as specified by the OEM. Cables shall be as short as practicable for
each signal path without causing strain at the connectors. Rack mounted equipment on slide
mounts shall have cables of sufficient length to allow full extension of the slide rails from the
rack.

Cameras:

1. Install the cameras with the focal length lens as indicated for each zone.

2. Connect power and signal lines to the camera.

3. Aim camera to give field of view as needed to cover the alarm zone.

4 Aim fixed mounted cameras installed outdoors facing the rising or setting sun sufficiently

below the horizon to preclude the camera looking directly at the sun.

5. Focus the lens to give a sharp picture (to include checking for day and night focus and
image quality) over the entire field of view

6. Synchronize all cameras so the picture does not roll on the monitor when cameras are
selected.

7. PTZ cameras shall have all preset positions and privacy areas defined and programmed.

Monitors:

1. Install the monitors as shown and specified in design and construction documents.

2. Connect all signal inputs and outputs as shown and specified.

3. Terminate video input signals as required.
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4, Connect the monitor to AC power.

Switcher:

1. Install the switcher as shown in the design and construction documents, and according to
the OEM.

2. Connect all subassemblies as specified by the manufacturer and as shown.

3. Connect video signal inputs and outputs as shown and specified; terminate video inputs
as required.

4. Connect alarm signal inputs and outputs as shown and specified; connect control signal

inputs and outputs for ancillary equipment or secondary control/monitoring sites as
specified by the manufacturer and as shown.

5. Connect the switcher CPU and switcher subassemblies to AC power.

6. Load all software as specified and required for an operational VASS System configured
for the site and building requirements, including data bases, operational parameters, and
system, command, and application programs.

7. Provide the original and 2 backup copies for all accepted software upon successful
completion of the endurance test.
8. Program the video annotation for each camera.

Video Encoder/Decoder

1. Install the Video Encoder/Decoder per design and construction documents, and as
specified by the OEM.

Connect analog camera inputs to video encoder.

Connect network camera to video decoder.

Connect video encoder to VASS network.

Connect video decoder to video matrix, DVR, monitor etc.

Connect unit to AC power (UPS).

Configure the video encoder/decoder per manufacturer's recommendation and project
requirements.

Nouakowd

Video Server:

1. Install the video server per design and construction documents, and as specified by the
OEM.

Connect video server to AC power (UPS).

Connect to VASS network.

Install operating system and Video Management Software.

Provide Video Management Software programming per VA guidance and the
requirements provided by the Owner. Programming shall include:

ar®ON

a. Camera names

b. Screen views

C. Camera recording schedules (continuous and event) driven recording. Events
include alarms from other systems (sensors), manual input, and video motion
detection.

d Video detection zones for each camera requiring video motion detection
e. Alarm interface

f. f. Alarm outputs

g GUI maps, views, icons and actions

h PTZ controls (presets, time schedules for privacy zones etc.)

i.

Reports
Video Workstation:
1. Install the video workstation per design and construction documents, and as specified by
the OEM.

2. Connect video workstation to AC power (UPS).
3. Connect to VASS network.
4, Install operating system and application software.
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Provide application software programming per VA guidance and the requirements
provided by the Owner. Programming shall include:

a. Screen views

b. Graphical User Interface (GUI) maps, views, icons and actions
C. Alarm outputs

d. Reports

Network Switch:

1.

2.
3.
4.

Install the network switch per design and construction documents, and as specified by
the OEM.

Connect network switch to AC power (UPS).

Connect network cameras to network switch.

Configure the network switch per manufacturer's recommendation and project
requirements.

Network Recording Equipment

1.

ahrwn

Video

ahrwN

Video
1.

R

Install the NVR or video storage unit as shown in the design and construction documents,
and as specified by the OEM.

Connect recording device to AC power (UPS).

Connect recording device to network switch as shown and specified.

Configure network connections

Provide recording unit programming per VA guidance and the requirements provided by
the Owner. Programming shall include:

a. Camera names

b. Screen views

C. Camera recording schedules (continuous and event) driven recording. Events
include alarms from other systems (sensors), manual input, and video motion
detection.

d Video detection zones for each camera requiring video motion detection
e. Alarm interface

f. Alarm outputs

g GUI maps, views, icons and actions

h PTZ controls (presets, time schedules for privacy zones etc.)

i. Reports

Recording Equipment:

Install the video recording equipment as shown in the design and construction
documents, and as specified by the OEM.

Connect video signal inputs and outputs as shown and specified.

Connect alarm signal inputs and outputs as shown and specified.

Connect video recording equipment to AC power.

Program the video recording equipment;

a. Recording schedules

b. Camera caption

Signal Equipment:

Install the video signal equipment as shown in the design and construction documents,
and as specified by the OEM.

Connect video or signal inputs and outputs as shown and specified.

Terminate video inputs as required.

Connect alarm signal inputs and outputs as required.

Connect control signal inputs and outputs as required

Connect electrically powered equipment to AC power.

Camera Housings, Mounts, and Poles:
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1. Install the camera housings and mounts as specified by the manufacturer and as shown,
provide mounting hardware sized appropriately to secure each camera, housing and
mount with maximum wind and ice loading encountered at the site.

2. Provide a foundation for each camera pole as specified and shown.

3. Provide a ground rod for each camera pole and connect the camera pole to the ground
rod as specified in Division 26 of the VA Master Specification and the VA Electrical
Manual 730.

4, Provide electrical and signal transmission cabling to the mount location via a hardened
carrier system from the Physical Access Control System and Database Management to
the device.

5. Connect signal lines and AC power to the housing interfaces.

6. Connect pole wiring harness to camera.

SYSTEM START-UP

The Contractor shall not apply power to the VASS System until the following items have been

completed:

1. VASS System equipment items and have been set up in accordance with manufacturer's
instructions.

2. A visual inspection of the VASS System has been conducted to ensure that defective
equipment items have not been installed and that there are no loose connections.

3. System wiring has been tested and verified as correctly connected as indicated.

4, All system grounding and transient protection systems have been verified as installed
and connected as indicated.

5. Power supplies to be connected to the VASS System have been verified as the correct

voltage, phasing, and frequency as indicated.

The Commissioning Agent will observe startup and contractor testing of selected equipment.
Coordinate the startup and contractor testing schedules with the Resident Engineer and
Commissioning Agent. Provide a minimum of 7 days prior notice.

Satisfaction of the above requirements shall not relieve the Contractor of responsibility for
incorrect installation, defective equipment items, or collateral damage as a result of Contractor
work efforts.

SUPLEMENTAL CONTRACTOR QUIALITY CONTROL

The Contractor shall provide the services of technical representatives who are familiar with all
components and installation procedures of the installed VASS System; and are approved by
the Contracting Officer.

The Contractor will be present on the job site during the preparatory and initial phases of quality
control to provide technical assistance.

The Contractor shall also be available on an as needed basis to provide assistance with follow-
up phases of quality control.

The Contractor shall participate in the testing and validation of the system and shall provide
certification that the system installed is fully operational as all construction document
requirements have been fulfilled.

COMMISSIONING

Provide commissioning documentation in accordance with the requirements of Section 28 08 00
— COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS for all inspection,
start up, and contractor testing required above and required by the System Readiness Checklist
provided by the Commissioning Agent.

Components provided under this section of the specification will be tested as part of a larger
system. Refer to Section 28 08 00 — “COMMISSIONING OF ELECTRONIC SAFETY AND
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SECURITY SYSTEMS” and related sections for contractor responsibilities for system
commissioning.

DEMONSTRATION AND TRAINING

All testing and training shall be compliant with the VA General Requirements, Section 01 00 00,
“GENERAL REQUIREMENTS”.

Provide services of manufacturer’s technical representative for four hours to instruct VA
personnel in operation and maintenance of units.

Submit training plans and instructor qualifications in accordance with the requirements of
Section 28 08 00 — “COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY
SYSTEMS”.
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SECTION 28 31 00

FIRE DETECTION AND ALARM

PART 1 - GENERAL
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1.2

A

DESCRIPTION

This section of the specifications includes the furnishing, installation, and connection of the fire
alarm equipment to form a complete coordinated system ready for operation. It shall include, but
not be limited to, alarm initiating devices, alarm notification appliances, control units, fire safety
control devices, annunciators, power supplies, and wiring as shown on the drawings and
specified. The fire alarm system shall not be combined with other systems such as building
automation, energy management, security, etc.

Fire alarm systems shall comply with requirements of the most recent VA FIRE PROTECTION
DESIGN MANUAL and NFPA 72 unless variations to NFPA 72 are specifically identified within
these contract documents by the following notation: "variation". The design, system layout,
document submittal preparation, and supervision of installation and testing shall be provided by
a technician that is certified NICET level Il or a registered fire protection engineer. The NICET
certified technician shall be on site for the supervision and testing of the system. Factory
engineers from the equipment manufacturer, thoroughly familiar and knowledgeable with all
equipment utilized, shall provide additional technical support at the site as required by the COR
or his authorized representative. Installers shall have a minimum of 2 years experience
installing fire alarm systems.

Fire alarm signals:

1. Building(s) identify which buildings shall have an automatic digitized voice fire alarm
signal with emergency manual voice override to notify occupants to evacuate. The
digitized voice message shall identify the area of the building (smoke zone) from which
the alarm was initiated.

2. Building(s) identify which buildings shall have a general evacuation fire alarm signal in
accordance with ASA S3.41 to notify all occupants in the respective building to evacuate.

Alarm signals (by device), supervisory signals (by device) and system trouble signals (by device
not reporting) shall be distinctly transmitted to the main fire alarm system control unit located in
the security office.

The main fire alarm control unit shall automatically transmit alarm signals to a listed central
station using a digital alarm communicator transmitter in accordance with NFPA 72.

SCOPE

A fully addressable fire alarm system shall be designed and installed in accordance with the
specifications and drawings. Device location and wiring runs shown on the drawings are for
reference only unless specifically dimensioned. Actual locations shall be in accordance with
NFPA 72 and this specification.

All existing fire alarm equipment, wiring, devices and sub-systems that are not shown to be
reused shall be removed. All existing fire alarm conduit not reused shall be removed.

Existing fire alarm bells, chimes, door holders, 120VAC duct smoke detectors, valve tamper
switches and waterflow/pressure switches may be reused only as specifically indicated on the
drawings and provided the equipment:

1. Meets this specification section

2 Is UL listed or FM approved

3. Is compatible with new equipment being installed

4. Is verified as operable through contractor testing and inspection

5 Is warranted as new by the contractor.

Fire Detection and Alarm
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Existing 120 VAC duct smoke detectors, waterflow/pressure switches, and valve tamper
switches reused by the Contractor shall be equipped with an addressable interface device
compatible with the new equipment being installed.

Existing reused equipment shall be covered as new equipment under the Warranty specified
herein.

Basic Performance:

1. Alarm and trouble signals from each building fire alarm control panel shall be digitally
encoded by UL listed electronic devices onto a multiplexed communication system.

2. Response time between alarm initiation (contact closure) and recording at the main fire
alarm control unit (appearance on alphanumeric read out) shall not exceed 5 seconds.

3. The signaling line circuits (SLC) between building fire alarm control units shall be wired

Style 7 in accordance with NFPA 72. Isolation shall be provided so that no more than one
building can be lost due to a short circuit fault.

4, Initiating device circuits (IDC) shall be wired Style C in accordance with NFPA 72.

5. Signaling line circuits (SLC) within buildings shall be wired Style 4 in accordance with
NFPA 72. Individual signaling line circuits shall be limited to covering 22,500 square feet
(2,090 square meters) of floor space or 3 floors whichever is less.

6. Notification appliance circuits (NAC) shall be wired Style Y in accordance with NFPA 72.

RELATED WORK

Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES.

Requirements for procedures for submittals.

Section 07 84 00 - FIRESTOPPING. Requirements for fire proofing wall penetrations.
Section 08 71 00 - DOOR HARDWARE. For combination Closer-Holders.

Section 21 13 13 - WET-PIPE SPRINKLER SYSTEMS. Requirements for sprinkler systems.

Section 28 05 00 —- COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for general requirements that are common to more than one section
in Division 28.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for grounding of equipment.

Section 28 05 28.33 - CONDUITS AND BACKBOXES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for infrastructure.

Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND
SECURITY. Requirements for conductors and cables.

Section 28 08 00, COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS.
Requirements for commissioning - systems readiness checklists, and training.

Section 28 13 00, PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements for
integration with physical access control system.

SUBMITTALS

General: Submit 5 copies in accordance with Section 01 33 23, SHOP DRAWINGS, PRODUCT
DATA, AND SAMPLES, and Section 26 05 11, REQUIREMENTS FOR ELECTRICAL
INSTALLATIONS.

Drawings:
1. Prepare drawings using AutoCAD Release 14 software and include all contractors
information. Layering shall be by VA criteria as provided by the Contracting Officer’s
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Representative (COR). Bid drawing files on AutoCAD will be provided to the Contractor
at the pre-construction meeting. The contractor shall be responsible for verifying all
critical dimensions shown on the drawings provided by VA.
Floor plans: Provide locations of all devices (with device number at each addressable
device corresponding to control unit programming), appliances, panels, equipment,
junction/terminal cabinets/boxes, risers, electrical power connections, individual circuits
and raceway routing, system zoning; number, size, and type of raceways and conductors
in each raceway; conduit fill calculations with cross section area percent fill for each type
and size of conductor and raceway. Only those devices connected and incorporated into
the final system shall be on these floor plans. Do not show any removed devices on the
floor plans. Show all interfaces for all fire safety functions.
Riser diagrams: Provide, for the entire system, the number, size and type of riser
raceways and conductors in each riser raceway and number of each type device per floor
and zone. Show door holder interface, elevator control interface, HYAC shutdown
interface, fire extinguishing system interface, and all other fire safety interfaces. Show
wiring Styles on the riser diagram for all circuits. Provide diagrams both on a per building
and campus wide basis.
Detailed wiring diagrams: Provide for control panels, modules, power supplies, electrical
power connections, auxiliary relays and annunciators showing termination identifications,
size and type conductors, circuit boards, LED lamps, indicators, adjustable controls,
switches, ribbon connectors, wiring harnesses, terminal strips and connectors, spare
zones/circuits. Diagrams shall be drawn to a scale sufficient to show spatial relationships
between components, enclosures and equipment configuration.
Two weeks prior to final inspection, the Contractor shall deliver to the COR 3 sets of as-
built drawings and one set of the as-built drawing computer files (using AutoCAD
2007 or later). As-built drawings (floor plans) shall show all new and/or existing conduit
used for the fire alarm system.

Manuals:

1.

Submit simultaneously with the shop drawings, companion copies of complete
maintenance and operating manuals including technical data sheets for all items used in
the system, power requirements, device wiring diagrams, dimensions, and information for
ordering replacement parts.

a. Wiring diagrams shall have their terminals identified to facilitate installation,
operation, expansion and maintenance.

b. Wiring diagrams shall indicate internal wiring for each item of equipment and the
interconnections between the items of equipment.

C. Include complete listing of all software used and installation and operation
instructions including the input/output matrix chart.

d. Provide a clear and concise description of operation that gives, in detail, the

information required to properly operate, inspect, test and maintain the equipment
and system. Provide all manufacturer's installation limitations including but not
limited to circuit length limitations.

e. Complete listing of all digitized voice messages.

f. Provide standby battery calculations under normal operating and alarm modes.
Battery calculations shall include the magnets for holding the doors open for one
minute.

g. Include information indicating who will provide emergency service and perform
post contract maintenance.

h. Provide a replacement parts list with current prices. Include a list of recommended

spare parts, tools, and instruments for testing and maintenance purposes.

i. A computerized preventive maintenance schedule for all equipment. The schedule
shall be provided on disk in a computer format acceptable to the VAMC and shall
describe the protocol for preventive maintenance of all equipment. The schedule
shall include the required times for systematic examination, adjustment and
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cleaning of all equipment. A print out of the schedule shall also be provided in the
manual. Provide the disk in a pocket within the manual.

j. Furnish manuals in 3 ring loose-leaf binder or manufacturer's standard binder.

k. A print out for all devices proposed on each signaling line circuit with spare
capacity indicated.

2. Two weeks prior to final inspection, deliver 4 copies of the final updated maintenance and

operating manual to the COR.

a. The manual shall be updated to include any information necessitated by the
maintenance and operating manual approval.

b. Complete "As installed" wiring and schematic diagrams shall be included that

shows all items of equipment and their interconnecting wiring. Show all final
terminal identifications.

C. Complete listing of all programming information, including all control events per
device including an updated input/output matrix.

d. Certificate of Installation as required by NFPA 72 for each building. The certificate
shall identify any variations from the National Fire Alarm Code.

e. Certificate from equipment manufacturer assuring compliance with all
manufacturers installation requirements and satisfactory system operation.

Certifications:

1. Together with the shop drawing submittal, submit the technician's NICET level lll fire
alarm certification as well as certification from the control unit manufacturer that the
proposed performer of contract maintenance is an authorized representative of the major
equipment manufacturer. Include in the certification the names and addresses of the
proposed supervisor of installation and the proposed performer of contract maintenance.
Also include the name and title of the manufacturer’s representative who makes the
certification.

2. Together with the shop drawing submittal, submit a certification from either the control
unit manufacturer or the manufacturer of each component (e.g., smoke detector) that the
components being furnished are compatible with the control unit.

3. Together with the shop drawing submittal, submit a certification from the major equipment
manufacturer that the wiring and connection diagrams meet this specification, UL and
NFPA 72 requirements.

WARRANTY

All work performed and all material and equipment furnished under this contract shall be free
from defects and shall remain so for a period of one year from the date of acceptance of the
entire installation by the Contracting Officer.

APPLICABLE PUBLICATIONS

The publications listed below (including amendments, addenda, revisions, supplements and
errata) form a part of this specification to the extent referenced. The publications are referenced
in text by the basic designation only and the latest editions of these publications shall be
applicable.

National Fire Protection Association (NFPA):

NFPA13 ... Standard for the Installation of Sprinkler Systems, 2016 edition

NFPA 14 ................ Standard for the Installation of Standpipes and Hose Systems, 2016
edition

NFPA 20 ................ Standard for the Installation of Stationary Pumps for Fire Protection, 2016
edition

NFPA 70, National Electrical Code (NEC), 2020 edition

NFPA 72, National Fire Alarm Code, 2019 edition

Fire Detection and Alarm
283100- 4



C.
D.
E.

F.

Hudson Valley Health Care System
New Community Living Center
Project #: 620-334

10-01-11
NFPAQOA ..., Standard for the Installation of Air Conditioning and Ventilating
Systems, 2018 edition
NFPA 101 .., Life Safety Code, 2018 edition
Underwriters Laboratories, Inc. (UL): Fire Protection Equipment Directory
Factory Mutual Research Corp (FM): Approval Guide, 2007-2011
American National Standards Institute (ANSI):
S3.4T Audible Emergency Evacuation Signal, 1990 edition, reaffirmed

2008

International Code Council, International Building Code (IBC), 2018 edition

PART 2 - PRODUCTS
EQUIPMENT AND MATERIALS, GENERAL

All equipment and components shall be new and the manufacturer's current model. All
equipment shall be tested and listed by Underwriters Laboratories, Inc. or Factory Mutual
Research Corporation for use as part of a fire alarm system. The authorized representative of
the manufacturer of the major equipment shall certify that the installation complies with all
manufacturers’ requirements and that satisfactory total system operation has been achieved.

CONDUIT, BOXES, AND WIRE

Conduit shall be in accordance with Section 28 05 28.33 CONDUIT AND BACKBOXES FOR
ELECTRONIC SAFETY AND SECURITY and as follows:

21

2.2

A

All new conduits shall be installed in accordance with NFPA 70.
Conduit fill shall not exceed 40 percent of interior cross sectional area.
All new conduits shall be 3/4 inch (19 mm) minimum.

Wiring shall be in accordance with NEC article 760, Section 28 05 13, CONDUCTORS
AND CABLES FOR ELECTRONIC SAFETY AND SECURITY, and as recommended by
the manufacturer of the fire alarm system. All wires shall be color coded. Number and
size of conductors shall be as recommended by the fire alarm system manufacturer, but
not less than 18 AWG for initiating device circuits and 14 AWG for notification device
circuits.

Addressable circuits and wiring used for the multiplex communication loop shall be
twisted and shielded unless specifically excepted by the fire alarm equipment
manufacturer in writing.

Any fire alarm system wiring that extends outside of a building shall have additional
power surge protection to protect equipment from physical damage and false signals due
to lightning, voltage and current induced transients. Protection devices shall be shown on
the submittal drawings and shall be UL listed or in accordance with written manufacturer's
requirements.

All wire or cable used in underground conduits including those in concrete shall be listed
for wet locations.

Terminal Boxes, Junction Boxes, and Cabinets:

1.
2.
3.

Shall be galvanized steel in accordance with UL requirements.

All boxes shall be sized and installed in accordance with NFPA 70.

Covers shall be repainted red in accordance with Section 09 91 00, PAINTING and shall
be identified with white markings as "FA" for junction boxes and as "FIRE ALARM
SYSTEM" for cabinets and terminal boxes. Lettering shall be a minimum of 3/4 inch (19
mm) high.

Fire Detection and Alarm
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4. Terminal boxes and cabinets shall have a volume 50 percent greater than required by the
NFPA 70. Minimum sized wire shall be considered as 14 AWG for calculation purposes.
5. Terminal boxes and cabinets shall have identified pressure type terminal strips and shall

be located at the base of each riser. Terminal strips shall be labeled as specified or as
approved by the COR.

FIRE ALARM CONTROL UNIT

General:

1. Each building shall be provided with a fire alarm control unit and shall operate as a
supervised zoned fire alarm system.

2. Each power source shall be supervised from the other source for loss of power.

3. All circuits shall be monitored for integrity.

4. Visually and audibly annunciate any trouble condition including, but not limited to main
power failure, grounds and system wiring derangement.

5. Transmit digital alarm information to the main fire alarm control unit.

Enclosure:

1. The control unit shall be housed in a cabinet suitable for both recessed and surface

mounting. Cabinet and front shall be corrosion protected, given a rust-resistant prime
coat, and manufacturer's standard finish.

2. Cabinet shall contain all necessary relays, terminals, lamps, and legend plates to provide
control for the system.

Operator terminal at main control unit:

1. Operator terminal shall consist of the central processing unit, display screen, keyboard
and printer.

2. Display screen shall have a minimum 15-inch (380 mm) diagonal non-glare screen
capable of displaying 24 lines of 80 characters each.

3. Keyboard shall consist of 60 alpha numeric and 12 user/functional control keys.

4. Printer shall be the automatic type, printing the date, time and location for all alarm,

supervisory, and trouble conditions.

Power Supply:

1. The control unit shall derive its normal power from a 120 volt, 60 Hz dedicated supply
connected to the emergency power system. Standby power shall be provided by a 24 volt
DC battery as hereinafter specified. The normal power shall be transformed, rectified,
coordinated, and interfaced with the standby battery and charger.

2. The door holder power shall be arranged so that momentary or sustained loss of main
operating power shall not cause the release of any door.

3. Power supply for smoke detectors shall be taken from the fire alarm control unit.

4. Provide protectors to protect the fire alarm equipment from damage due to lightning or
voltage and current transients.

5. Provide new separate and direct ground lines to the outside to protect the equipment

from unwanted grounds.

Circuit Supervision: Each alarm initiating device circuit, signaling line circuit, and notification
appliance circuit, shall be supervised against the occurrence of a break or ground fault condition
in the field wiring. These conditions shall cause a trouble signal to sound in the control unit until
manually silenced by an off switch.

Supervisory Devices: All sprinkler system valves, standpipe control valves, post indicator valves
(PIV), and main gate valves shall be supervised for off-normal position. Closing a valve shall
sound a supervisory signal at the control unit until silenced by an off switch. The specific
location of all closed valves shall be identified at the control unit. Valve operation shall not
cause an alarm signal. Low air pressure switches and duct detectors shall be monitored as
supervisory signals. The power supply to the elevator shunt trip breaker shall be monitored by
the fire alarm system as a supervisory signal.

Fire Detection and Alarm
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Trouble signals:
1. Arrange the trouble signals for automatic reset (non-latching).
2. System trouble switch off and on lamps shall be visible through the control unit door.

Function Switches: Provide the following switches in addition to any other switches required for

the system:

1. Remote Alarm Transmission By-pass Switch: Shall prevent transmission of all signals to
the main fire alarm control unit when in the "off" position. A system trouble signal shall be
energized when switch is in the off position.

2. Alarm Off Switch: Shall disconnect power to alarm notification circuits on the local
building alarm system. A system trouble signal shall be activated when switch is in the off
position.

3. Trouble Silence Switch: Shall silence the trouble signal whenever the trouble silence
switch is operated. This switch shall not reset the trouble signal.

4, Reset Switch: Shall reset the system after an alarm, provided the initiating device has
been reset. The system shall lock in alarm until reset.

5. Lamp Test Switch: A test switch or other approved convenient means shall be provided
to test the indicator lamps.

6. Drill Switch: Shall activate all notification devices without tripping the remote alarm
transmitter. This switch is required only for general evacuation systems specified herein.

7. Door Holder By-Pass Switch: Shall prevent doors from releasing during fire alarm tests. A
system trouble alarm shall be energized when switch is in the abnormal position.

8. Elevator recall By-Pass Switch: Shall prevent the elevators from recalling upon operation

of any of the devices installed to perform that function. A system trouble alarm shall be
energized when the switch is in the abnormal position.

9. HVAC/Smoke Damper By-Pass: Provide a means to disable HVAC fans from shutting
down and/or smoke dampers from closing upon operation of an initiating device designed
to interconnect with these devices.

Remote Transmissions:

1. Provide capability and equipment for transmission of alarm, supervisory and trouble
signals to the main fire alarm control unit.
2. Transmitters shall be compatible with the systems and equipment they are connected to

such as timing, operation and other required features.

Remote Control Capability: Each building fire alarm control unit shall be installed and
programmed so that each must be reset locally after an alarm, before the main fire alarm control
unit can be reset. After the local building fire alarm control unit has been reset, then the all
system acknowledge, reset, silence or disabling functions can be operated by the main fire
alarm control unit

System Expansion: Design the control units and enclosures so that the system can be
expanded in the future (to include the addition of 20 percent more alarm initiating, alarm
notification and door holder circuits) without disruption or replacement of the existing control unit
and secondary power supply.

STANDBY POWER SUPPLY

Uninterrupted Power Supply (UPS):

1. The UPS system shall be comprised of a static inverter, a precision battery float charger,
and sealed maintenance free batteries.

2. Under normal operating conditions, the load shall be filtered through a ferroresonant
transformer.

3. When normal AC power fails, the inverter shall supply AC power to the transformer from

the battery source. There shall be no break in output of the system during transfer of the
system from normal to battery supply or back to normal.
4. Batteries shall be sealed, gel cell type.

Fire Detection and Alarm
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5. UPS system shall be sized to operate the central processor, CRT, printer, and all other
directly connected equipment for 5 minutes upon a normal AC power failure.

Batteries:

1. Battery shall be of the sealed, maintenance free type, 24-volt nominal.

2. Battery shall have sufficient capacity to power the fire alarm system for not less than 24
hours plus 5 minutes of alarm to an end voltage of 1.14 volts per cell, upon a normal AC
power failure.

3. Battery racks shall be steel with an alkali-resistant finish. Batteries shall be secured in

seismic areas 2B, 3, or 4 as defined by the Uniform Building Code.

Battery Charger:

1.

n

ook w

Shall be completely automatic, with constant potential charger maintaining the battery
fully charged under all service conditions. Charger shall operate from a 120-volt, 60 hertz
emergency power source.

Shall be rated for fully charging a completely discharged battery within 48 hours while
simultaneously supplying any loads connected to the battery.

Shall have protection to prevent discharge through the charger.

Shall have protection for overloads and short circuits on both AC and DC sides.

A trouble condition shall actuate the fire alarm trouble signal.

Charger shall have automatic AC line voltage regulation, automatic current-limiting
features, and adjustable voltage controls.

ANNUNCIATION

Annunciator, Alphanumeric Type (System):

1.

2.

L

Shall be a supervised, LCD display containing a minimum of 2 lines of 40 characters for
alarm annunciation in clear English text.

Message shall identify building number, floor, zone, etc on the first line and device
description and status (pull station, smoke detector, waterflow alarm or trouble condition)
on the second line.

The initial alarm received shall be indicated as such.

A selector switch shall be provided for viewing subsequent alarm messages.

The display shall be UL listed for fire alarm application.

Annunciators shall display information for all buildings connected to the system. Local
building annunciators, for general evacuation system buildings, shall be permitted when
shown on the drawings and approved by the COR.

Printers:

1.

System printers shall be high reliability digital input devices, UL approved, for fire alarm
applications. The printers shall operate at a minimum speed of 30 characters per second.
The printer shall be continually supervised.

Printers shall be programmable to either alarm only or event logging output.

a. Alarm printers shall provide a permanent (printed) record of all alarm information
that occurs within the fire alarm system. Alarm information shall include the date,
time, building number, floor, zone, device type, device address, and condition.

b. Event logging printers shall provide a permanent (printed) record of every change
of status that occurs within the fire alarm system. Status information shall include
date, time, building number, floor, zone, device type, device address and change
of status (alarm, trouble, supervisory, reset/return to normal).

System printers shall provide tractor drive feed pins for conventional fan fold 8-1/2" x 11"

(213 mm x 275 mm) paper.

The printers shall provide a printing and non-printing self test feature.

Power supply for printers shall be taken from and coordinated with the building

emergency service.

Each printer shall be provided with a stand for the printer and paper.

Fire Detection and Alarm
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Spare paper and ribbons for printers shall be stocked and maintained as part of the one
year guarantee period services in addition to the one installed after the approval of the
final acceptance test.

VOICE COMMUNICATION SYSTEM (VCS)

General:

1.

2.

3.
4.

5.

An emergency voice communication system shall be installed throughout Identify
Buildings.

Upon receipt of an alarm signal from the building fire alarm system, the VCS shall
automatically transmit a pre-recorded fire alarm message throughout the building.

A digitized voice module shall be used to store each prerecorded message.

The VCS shall be arranged as a dual channel system capable of transmitting 2 different
messages simultaneously.

The VCS shall supervise all speaker circuits, control equipment, remote audio control
equipment, and amplifiers.

Speaker Circuit Control Unit:

1.

2.

The speaker circuit control unit shall include switches to manually activate or deactivate
speaker circuits grouped by floor in the system.

Speaker circuit control switches shall provide on, off, and automatic positions and
indications.

The speaker circuit control unit shall include visual indication of active or trouble status
for each group of speaker circuits in the system.

A trouble indication shall be provided if a speaker circuit group is disabled.

A lamp test switch shall be provided to test all indicator lamps.

A single "all call" switch shall be provided to activate all speaker circuit groups
simultaneously.

A push-to-talk microphone shall be provided for manual voice messages.

Remote microphones shall be provided in the identify location of 24 hour manned
location such as security office and/or telephone operators area/boiler plant/ fire
department.

A voice message disconnect switch shall be provided to disconnect automatic digitized
voice messages from the system. The system shall be arranged to allow manual voice
messages and indicate a system trouble condition when activated.

Speaker Circuit Arrangement:

1.
2.

3.

4.

Speaker circuits shall be arranged such that there is one speaker circuit per smoke zone.
Audio amplifiers and control equipment shall be electrically supervised for normal and
abnormal conditions.

Speaker circuits shall be either 25 VRMS or 70.7 VRMS with a minimum of 50 percent
spare power available.

Speaker circuits and control equipment shall be arranged such that loss of any one
speaker circuit will not cause the loss of any other speaker circuit in the system.

Digitized Voice Module (DVM):

1.

n

No ok~

The Digitized Voice Module shall provide prerecorded digitized evacuation and
instructional messages. The messages shall be professionally recorded and approved by
the COR prior to programming.

The DVM shall be configured to automatically output to the desired circuits following a
10-second slow whoop alert tone.

Prerecorded magnetic taped messages and tape players are not permitted.

The digitized message capacity shall be no less than 15 second in length.

The digitized message shall be transmitted 3 times.

The DVM shall be supervised for operational status.

Failure of the DVM shall result in the transmission of a constant alarm tone.

Fire Detection and Alarm
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8. The DVM memory shall have a minimum 50 percent spare capacity after those
messages identified in this section are recorded. Multiple DVM's may be used to obtain
the required capacity.

Audio Amplifiers:

1. Audio Amplifiers shall provide a minimum of 50 Watts at either 25 or 70.7 VRMS output
voltage levels.

2 Amplifiers shall be continuously supervised for operational status.

3. Amplifiers shall be configured for either single or dual channel application.

4. Each audio output circuit connection shall be configurable for Style X.

5 A minimum of 50 percent spare output capacity shall be available for each amplifier.

T

1

one Generator(s):
Tone Generator(s) shall be capable of providing a distinctive 3-pulse temporal pattern fire
alarm signal as well as a slow whoop.

2. Tone Generator(s) shall be continuously supervised for operational status.

ALARM NOTIFICATION APPLIANCES

Bells:

1. Shall be electric, single-stroke or vibrating, heavy-duty, under-dome, solenoid type.

2. Unless otherwise shown on the drawings, shall be 6 inches (150 mm) diameter and have
a minimum nominal rating of 80 dBA at 10 feet (3,000 mm).

3. Mount on removable adapter plates on outlet boxes.

4. Bells located outdoors shall be weatherproof type with metal housing and protective
grille.

5. Each bell circuit shall have a minimum of 20 percent spare capacity.

Speakers:

1. Shall operate on either 25 VRMS or 70.7 VRMS with field selectable output taps from 0.5
to 2.0W and originally installed at the 1/2 watt tap. Speakers shall provide a minimum
sound output of 80 dBA at 10 feet (3,000 mm) with the 1/2 watt tap.

2. Frequency response shall be a minimum of 400 HZ to 4,000 HZ.

3. Four inches (100 mm) or 8 inches (200 mm) cone type speakers ceiling mounted with
white colored baffles in areas with suspended ceilings and wall mounted in areas without
ceilings.

Strobes:

1. Xenon flash tube type minimum 15 candela in toilet rooms and 75 candela in all other
areas with a flash rate of 1 HZ. Strobes shall be synchronized where required by the
National Fire Alarm Code (NFPA 72).

2. Backplate shall be red with 1/2 inch (13 mm) permanent red letters. Lettering to read
"Fire", be oriented on the wall or ceiling properly, and be visible from all viewing
directions.

3. Each strobe circuit shall have a minimum of 20 percent spare capacity.

4. Strobes may be combined with the audible notification appliances specified herein.

Fire Alarm Horns:

1. Shall be electric, utilizing solid state electronic technology operating on a nominal 24
VDC.

2. Shall be a minimum nominal rating of 80 dBA at 10 feet (3,000 mm).

3. Mount on removable adapter plates on conduit boxes.

4. Horns located outdoors shall be of weatherproof type with metal housing and protective
grille.

5. Each horn circuit shall have a minimum of 20 percent spare capacity.

ALARM INITIATING DEVICES

Manual Fire Alarm Stations:

Fire Detection and Alarm
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Shall be non-breakglass, address reporting type.
Station front shall be constructed of a durable material such as cast or extruded metal or
high impact plastic. Stations shall be semi-flush type.
Stations shall be of single action pull down type with suitable operating instructions
provided on front in raised or depressed letters, and clearly labeled "FIRE."
Operating handles shall be constructed of a durable material. On operation, the lever
shall lock in alarm position and remain so until reset. A key shall be required to gain front
access for resetting, or conducting tests and drills.
Unless otherwise specified, all exposed parts shall be red in color and have a smooth,
hard, durable finish.

Smoke Detectors:

1.

2.

ok

Smoke detectors shall be photoelectric type and UL listed for use with the fire alarm
control unit being furnished.

Smoke detectors shall be addressable type complying with applicable UL Standards for
system type detectors. Smoke detectors shall be installed in accordance with the
manufacturer's recommendations and NFPA 72.

Detectors shall have an indication lamp to denote an alarm condition. Provide remote
indicator lamps and identification plates where detectors are concealed from view. Locate
the remote indicator lamps and identification plates flush mounted on walls so they can
be observed from a normal standing position.

All spot type and duct type detectors installed shall be of the photoelectric type.
Photoelectric detectors shall be factory calibrated and readily field adjustable. The
sensitivity of any photoelectric detector shall be factory set at 3.0 plus or minus 0.25
percent obscuration per foot.

Detectors shall provide a visual trouble indication if they drift out of sensitivity range or fail
internal diagnostics. Detectors shall also provide visual indication of sensitivity level upon
testing. Detectors, along with the fire alarm control units shall be UL listed for testing the
sensitivity of the detectors.

Heat Detectors:

1.

2.

3.

Heat detectors shall be of the addressable restorable rate compensated
fixed-temperature spot type.

Detectors shall have a minimum smooth ceiling rating of 2,500 square feet (230 square
meters).

Ordinary temperature (135 degrees F (57 degrees C)) heat detectors shall be utilized
Intermediate temperature rated (200 degrees F (93 degrees C)) heat detectors shall be
utilized in all other areas.

Provide a remote indicator lamp, key test station and identification nameplate (e.g. “Heat
Detector - Elevator P- ) for each elevator group. Locate key test station in plain
view on elevator machine room wall.

Water Flow and Pressure Switches:

1.

Wet pipe water flow switches and dry pipe alarm pressure switches for sprinkler systems
shall be connected to the fire alarm system by way of an address reporting interface
device.

All new water flow switches shall be of a single manufacturer and series and
non-accumulative retard type.

All new switches shall have an alarm transmission delay time that is conveniently
adjustable from 0 to 60 seconds. Initial settings shall be 30-45 seconds. Timing shall be
recorded and documented during testing.

Extinguishing System Connections:

1.

Kitchen Range Hood and Duct Suppression Systems:
a. Each suppression system shall be equipped with a micro-switch connected to the
building fire alarm control unit. Discharge of a suppression system shall

Fire Detection and Alarm
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automatically send a alarm signal to the building fire detection and alarm system
for annunciation.

b. Operation of this suppression system shall also automatically shut off all sources
of fuel and heat to all equipment requiring protection under the same hood.
2. Each gaseous suppression system shall be monitored for system alarm and system
trouble conditions via addressable interface devices.
SUPERVISORY DEVICES
Duct Smoke Detectors:
1. Duct smoke detectors shall be provided and connected by way of an address reporting

interface device. Detectors shall be provided with an approved duct housing mounted
exterior to the duct, and shall have perforated sampling tubes extending across the full
width of the duct (wall to wall). Detector placement shall be such that there is uniform
airflow in the cross section of the duct.

2. Interlocking with fans shall be provided in accordance with NFPA 90A and as specified
hereinafter under Part 3.2, "TYPICAL OPERATION".
3. Provide remote indicator lamps, key test stations and identification nameplates (e.g.

"DUCT SMOKE DETECTOR AHU-X") for all duct detectors. Locate key test stations in
plain view on walls or ceilings so that they can be observed and operated from a normal
standing position.

Sprinkler and Standpipe System Supervisory Switches:

1. Each sprinkler system water supply control valve, riser valve or zone control valve, and
each standpipe system riser control valve shall be equipped with a supervisory switch.
Standpipe hose valves, and test and drain valves shall not be equipped with supervisory

switches.
2. PIV (post indicator valve) or main gate valve shall be equipped with a supervisory switch.
3. Valve supervisory switches shall be connected to the fire alarm system by way of

address reporting interface device. See Section 21 13 13, WET-PIPE SPRINKLER
SYSTEMS for new switches to be added. Connect tamper switches for all control valves
shown on the approved shop drawings.

4. The mechanism shall be contained in a weatherproof die-cast aluminum housing that
shall provide a 3/4 inch (19 mm) tapped conduit entrance and incorporate the necessary
facilities for attachment to the valves.

5. The entire installed assembly shall be tamper-proof and arranged to cause a switch
operation if the housing cover is removed or if the unit is removed from its mounting.
6. Where dry-pipe sprinkler systems are installed, high and low air pressure switches shall

be provided and monitored by way of an address reporting interface devices.
ADDRESS REPORTING INTERFACE DEVICE
Shall have unique addresses that reports directly to the building fire alarm panel.

Shall be configurable to monitor normally open or normally closed devices for both alarm and
trouble conditions.

Shall have terminal designations clearly differentiating between the circuit to which they are
reporting from and the device that they are monitoring.

Shall be UL listed for fire alarm use and compatibility with the panel to which they are
connected.

Shall be mounted in weatherproof housings if mounted exterior to a building.
SMOKE BARRIER DOOR CONTROL

Electromagnetic Door Holders:

Fire Detection and Alarm
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1. New Door Holders shall be standard wall mounted electromagnetic type. In locations
where doors do not come in contact with the wall when in the full open position, an
extension post shall be added to the door bracket.
2. Operation shall be by 24 volt DC supplied from a battery located at the fire alarm control
unit. Door holders shall be coordinated as to voltage, ampere drain, and voltage drop with
the battery, battery charger, wiring and fire alarm system for operation as specified.

A maximum of twelve door holders shall be provided for each circuit. Door holders shall be
wired to allow releasing doors by smoke zone.

Door holder control circuits shall be electrically supervised.
Smoke detectors shall not be incorporated as an integral part of door holders.
UTILITY LOCKS AND KEYS:

All key operated test switches, control units, annunciator panels and lockable cabinets shall be
provided with a single standardized utility lock and key.

Key-operated manual fire alarm stations shall have a single standardized lock and key separate
from the control equipment.

All keys shall be delivered to the COR.
SPARE AND REPLACEMENT PARTS

Provide spare and replacement parts as follows:
Manual pull stations - 5

Heat detectors - 2 of each type

Fire alarm strobes - 5

Fire alarm bells - 5

Fire alarm speakers - 5

Smoke detectors - 20

Duct smoke detectors with all appurtenances - 1
Sprinkler system water flow switch - 1 of each size
Sprinkler system water pressure switch - 1 of each type
10.  Sprinkler valve tamper switch - 1 of each type

11.  Control equipment utility locksets - 5

12.  Control equipment keys - 25

13. 2.5 oz containers aerosol smoke - 12

14.  Printer paper - 3 boxes

15.  Printer replacement ribbons - 3

16.  Monitor modules - 3

17.  Control modules - 3

18.  Fire alarm SLC cable (same as installed) — 500 feet (152 m)

©CoNOIRRAON =P

Spare and replacement parts shall be in original packaging and submitted to the COR.

Furnish and install a storage cabinet of sufficient size and suitable for storing spare equipment.
Doors shall include a pad locking device. Padlock to be provided by the VA. Location of cabinet
to be determined by the COR.

Provide to the VA, all hardware, software, programming tools, license and documentation
necessary to permanently modify the fire alarm system on site. The minimum level of
modification includes addition and deletion of devices, circuits, zones and changes to system
description, system operation, and digitized evacuation and instructional messages.

INSTRUCTION CHART:

Provide typewritten instruction card mounted behind a Lexan plastic or glass cover in a
stainless steel or aluminum frame with a backplate. Install the frame in a conspicuous location
observable from each control unit where operations are performed. The card shall show those

Fire Detection and Alarm
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steps to be taken by an operator when a signal is received under all conditions, normal, alarm,
supervisory, and trouble. Provide an additional copy with the binder for the input output matrix
for the sequence of operation. The instructions shall be approved by the COR before being
posted.

SUPERVISORY DEVICES

Duct Smoke Detectors:

1. Duct smoke detectors shall be provided and connected by way of an address reporting
interface device. Detectors shall be provided with an approved duct housing mounted
exterior to the duct, and shall have perforated sampling tubes extending across the full
width of the duct (wall to wall). Detector placement shall be such that there is uniform
airflow in the cross section of the duct.

2. Interlocking with fans shall be provided in accordance with NFPA 90A and as specified
hereinafter under Part 3.2, "TYPICAL OPERATION".
3. Provide remote indicator lamps, key test stations and identification nameplates (e.g.

"DUCT SMOKE DETECTOR AHU-X") for all duct detectors. Locate key test stations in
plain view on walls or ceilings so that they can be observed and operated from a normal
standing position.

Sprinkler and Standpipe System Supervisory Switches:

1. Each sprinkler system water supply control valve, riser valve or zone control valve, and
each standpipe system riser control valve shall be equipped with a supervisory switch.
Standpipe hose valves, and test and drain valves shall not be equipped with supervisory

switches.
2. PIV (post indicator valve) or main gate valve shall be equipped with a supervisory switch.
3. Valve supervisory switches shall be connected to the fire alarm system by way of

address reporting interface device. See Section 21 13 13, WET-PIPE SPRINKLER
SYSTEMS for new switches to be added. Connect tamper switches for all control valves
shown on the approved shop drawings.

4. The mechanism shall be contained in a weatherproof die-cast aluminum housing that
shall provide a 3/4 inch (19 mm) tapped conduit entrance and incorporate the necessary
facilities for attachment to the valves.

5. The entire installed assembly shall be tamper-proof and arranged to cause a switch
operation if the housing cover is removed or if the unit is removed from its mounting.
6. Where dry-pipe sprinkler systems are installed, high and low air pressure switches shall

be provided and monitored by way of an address reporting interface devices.
ADDRESS REPORTING INTERFACE DEVICE
Shall have unique addresses that reports directly to the addressable fire alarm panel.

Shall be configurable to monitor normally open or normally closed devices for both alarm and
trouble conditions.

Shall have terminal designations clearly differentiating between the circuit to which they are
reporting from and the device that they are monitoring.

Shall be UL listed for fire alarm use and compatibility with the panel to which they are
connected.

Shall be mounted in weatherproof housings if mounted exterior to a building.
SMOKE BARRIER DOOR CONTROL

Electromagnetic Door Holders:

1. New Door Holders shall be standard wall mounted electromagnetic type. In locations
where doors do not come in contact with the wall when in the full open position, an
extension post shall be added to the door bracket.
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2. Operation shall be by 24 volt DC supplied from a battery located at the fire alarm control
unit. Door holders shall be coordinated as to voltage, ampere drain, and voltage drop with
the battery, battery charger, wiring and fire alarm system for operation as specified.

A maximum of twelve door holders shall be provided for each circuit. Door holders shall be
wired to allow releasing doors by smoke zone.

Door holder control circuits shall be electrically supervised.
Smoke detectors shall not be incorporated as an integral part of door holders.
UTILITY LOCKS AND KEYS:

All key operated test switches, control units, annunciator panels and lockable cabinets shall be
provided with a single standardized utility lock and key.

Key-operated manual fire alarm stations shall have a single standardized lock and key separate
from the control equipment.

All keys shall be delivered to the COR.
SPARE AND REPLACEMENT PARTS

Provide spare and replacement parts as follows:
1 Manual pull stations - 5

2 Heat detectors - 2 of each type

3 Fire alarm strobes - 5

4. Fire alarm bells - 5

5. Smoke detectors - 20

6 Duct smoke detectors with all appurtenances - 1

7 Sprinkler system water flow switch - 1 of each size

8 Sprinkler system water pressure switch - 1 of each type

9. Sprinkler valve tamper switch - 1 of each type

10.  Control equipment utility locksets - 5

11.  Control equipment keys - 25

12. 2.5 oz containers aerosol smoke - 12

13.  Monitor modules - 3

14.  Control modules - 3

15.  Fire alarm SLC cable (same as installed) — 500 feet (152 m)

Spare and replacement parts shall be in original packaging and submitted to the COR.

Furnish and install a storage cabinet of sufficient size and suitable for storing spare equipment.
Doors shall include a pad locking device. Padlock to be provided by the VA. Location of cabinet
to be determined by the COR.

Provide to the VA, all hardware, software, programming tools, license and documentation
necessary to permanently modify the fire alarm system on site. The minimum level of
modification includes addition and deletion of devices, circuits, zones and changes to system
description, system operation, and digitized evacuation and instructional messages.

INSTRUCTION CHART:

Provide a typewritten instruction card mounted behind a Lexan plastic or glass cover in a
stainless steel or aluminum frame with a backplate. Install the frame in a conspicuous location
observable from each control unit where operations are performed. The card shall show those
steps to be taken by an operator when a signal is received under all conditions, normal, alarm,
supervisory, and trouble. Provide an additional copy with the binder for the input output matrix
for the sequence of operation. The instructions shall be approved by the COR before being
posted.

Fire Detection and Alarm
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PART 3 - EXECUTION
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3.2

A

INSTALLATION:

Installation shall be in accordance with NFPA 70, 72, 90A, and 101 as shown on the drawings,
and as recommended by the major equipment manufacturer. Fire alarm wiring shall be installed
in conduit. All conduit and wire shall be installed in accordance with, Section 28 05 13
CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND SECURITY, Section 28 05
26 GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND SECURITY, Section 28
05 28.33 CONDUIT AND BACKBOXES FOR ELECTRONIC SAFETY AND SECURITY, and all
penetrations of smoke and fire barriers shall be protected as required by Section 07 84 00,
FIRESTOPPING.

All conduits, junction boxes, conduit supports and hangers shall be concealed in finished areas
and may be exposed in unfinished areas.

All new and reused exposed conduits shall be painted in accordance with Section 09 91 00,
PAINTING to match surrounding finished areas and red in unfinished areas.

All fire detection and alarm system devices, control units and remote annunciators shall be flush
mounted when located in finished areas and may be surface mounted when located in
unfinished areas. Exact locations are to be approved by the COR.

Speakers shall be ceiling mounted and fully recessed in areas with suspended ceilings.
Speakers shall be wall mounted and recessed in finished areas without suspended ceilings.
Speakers may be surface mounted in unfinished areas.

Strobes shall be flush wall mounted with the bottom of the unit located 80 inches (2,000 mm)
above the floor or 6 inches (150 mm) below ceiling, whichever is lower. Locate and mount to
maintain a minimum 36 inches (900 mm) clearance from side obstructions.

Manual pull stations shall be installed not less than 42 inches (1,050 mm) or more than 48
inches (1,200 mm) from finished floor to bottom of device and within 60 inches (1,500 mm) of a
stairway or an exit door.

Where possible, locate water flow and pressure switches a minimum of 12 inches (300 mm)
from a fitting that changes the direction of the flow and a minimum of 36 inches (900 mm) from
a valve.

Mount valve tamper switches so as not to interfere with the normal operation of the valve and
adjust to operate within 2 revolutions toward the closed position of the valve control, or when
the stem has moved no more than 1/5 of the distance from its normal position.

Connect flow and tamper switches installed under Section 21 13 13, WET-PIPE SPRINKLER
SYSTEMS.

TYPICAL OPERATION

Activation of any manual pull station, water flow or pressure switch, heat detector, kitchen hood
suppression system, gaseous suppression system, or smoke detector shall cause the following
operations to occur:

1. Operate the emergency voice communication system in Buildings indicate buildings. For
sprinkler protected buildings, flash strobes continuously only in the zone of alarm. For
buildings without sprinkler protection throughout, flash strobes continuously only on the
floor of alarm.

2. Continuously sound a temporal pattern general alarm and flash all strobes in the building
in alarm until reset at the local fire alarm control unit in Buildings indicate buildings.

3. Release only the magnetic door holders in the smoke zone after the alert signal.

4. Transmit a separate alarm signal, via the main fire alarm control unit to the fire
department.

5. Unlock the electrically locked exit doors within the zone of alarm.

Fire Detection and Alarm
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Operation of a smoke detector at a corridor door used for automatic closing shall also release
only the magnetic door holders in that smoke zone.

Operation of duct smoke detectors shall cause a system supervisory condition and shut down
the ventilation system and close the associated smoke dampers as appropriate.

Operation of any sprinkler or standpipe system valve supervisory switch, high/low air pressure
switch, or fire pump alarm switch shall cause a system supervisory condition.

Alarm verification shall not be used for smoke detectors installed for the purpose of early
warning.

TESTS

Provide the service of a NICET level lll, competent, factory-trained engineer or technician
authorized by the manufacturer of the fire alarm equipment to technically supervise and
participate during all of the adjustments and tests for the system. Make all adjustments and
tests in the presence of the COR.

When the systems have been completed and prior to the scheduling of the final inspection,
furnish testing equipment and perform the following tests in the presence of the COR. When
any defects are detected, make repairs or install replacement components, and repeat the tests
until such time that the complete fire alarm systems meets all contract requirements. After the
system has passed the initial test and been approved by the COR, the contractor may request a
final inspection.

1. Before energizing the cables and wires, check for correct connections and test for short
circuits, ground faults, continuity, and insulation.

2. Test the insulation on all installed cable and wiring by standard methods as
recommended by the equipment manufacturer.

3. Run water through all flow switches. Check time delay on water flow switches. Submit a
report listing all water flow switch operations and their retard time in seconds.

4. Open each alarm initiating and notification circuit to see if trouble signal actuates.

5. Ground each alarm initiation and notification circuit and verify response of trouble signals.

FINAL INSPECTION AND ACCEPTANCE

Prior to final acceptance a minimum 30 day "burn-in" period shall be provided. The purpose
shall be to allow equipment to stabilize and potential installation and software problems and
equipment malfunctions to be identified and corrected. During this diagnostic period, all system
operations and malfunctions shall be recorded. Final acceptance will be made upon successful
completion of the "burn-in" period and where the last 14 days is without a system or equipment
malfunction.

At the final inspection a factory trained representative of the manufacturer of the major
equipment shall repeat the tests in Article 3.3 TESTS and those required by NFPA 72. In
addition the representative shall demonstrate that the systems function properly in every
respect. The demonstration shall be made in the presence of a VA representative.

INSTRUCTION

The manufacturer's authorized representative shall provide instruction and training to the VA as

follows:

1. Six 1-hour sessions to engineering staff, security police and central attendant personnel
for simple operation of the system. Two sessions at the start of installation, 2 sessions at
the completion of installation and 2 sessions 3 months after the completion of installation.

2. Four 2-hour sessions to engineering staff for detailed operation of the system. Two
sessions at the completion of installation and 2 sessions 3 months after the completion of
installation.

Fire Detection and Alarm
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3. Three 8-hour sessions to electrical technicians for maintaining, programming, modifying,
and repairing the system at the completion of installation and one 8-hour refresher
session 3 months after the completion of installation.

The Contractor and/or the Systems Manufacturer's representative shall provide a typewritten
"Sequence of Operation" including a trouble shooting guide of the entire system for submittal to
the VA. The sequence of operation will be shown for each input in the system in a matrix format
and provided in a loose leaf binder. When reading the sequence of operation, the reader will be
able to quickly and easily determine what output will occur upon activation of any input in the
system. The INPUT/OUTPUT matrix format shall be as shown in Appendix A to NFPA 72.

Furnish the services of a competent instructor for instructing personnel in the programming
requirements necessary for system expansion. Such programming shall include addition or
deletion of devices, zones, indicating circuits and printer/display text.

PART 4 - SCHEDULES

41
4.2

4.3

A

SMOKE ZONE DESCRIPTIONS:
DIGITIZED VOICE MESSAGES:

Digitized voice messages shall be provided for each smoke zone of Buildings indicate buildings.
The messages shall be arranged with a 3 second alert tone, a message and a description of the
fire alarm area (building number, floor, level and smoke zone). A sample of such a message is
as follows:

Alert Tone

Code Red

Building One, Second Floor, East Wing

Code Red

Building One, Second Floor, East Wing

Code Red

Building One, Second Floor, East Wing

LOCATION OF VOICE MESSAGES:

Upon receipt of an alarm signal from the building fire alarm system, the voice communication
system shall automatically transmit a 3 second tone alert and a pre-recorded fire alarm
message throughout the building.

Noghrwh =

--END - -
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